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2.1 BRINERZEER - BB

2.1.1 AR A B EREEIFEHEE Windows UEFI BY

Rootkit BEHIENEBEEH

RIAEBMBBHNESHNELZ N
S] ESET {6 - A3 IR 2 IKEEK
22 Windows UEFI - [ £ £ 4 F 14k

Flash ZC1BF2 Y Rootkit LEERET -

Z B I FE 8 Fédréic Vachon £
IRIEEEI L BN — SIS £
ZEEZEM - s - BESIERTT
Z 4% Flash 89 Rootkit LR EZT -
MERBAXWARER - BiBE—
BRBEEEEBNHNESH -

& 7 IR Y Rootkit BRE B
# LoJax - =B R EE L Sednit
{E2Z Absolute Software ‘A S HIZE G
LoJack M2k ; SEEEEHIIFRHZEEN

FLAENAPEECHNES R -

DEEEE M PC FINEEZ LWER -
Sednit A LoJax 2009 IR &89 TR
B - HEEEN BB R E R
R2EEM Internet Explorer BIE 23 -
A5 LoJax %2 UEFI & - FHMRE(E
EREE PR R L BN UEFI BLUEHIE
ZECERY SPI(Serial Peripheral Interface)
Flash sEiEEE 20 - MBBEFERAK

M E AR BN AT T - BELLED6E
BIGAIERBRIER - ZEERIREF
EHOEE -

—BR - AP EREE
SPI Flash fCISAS S EEZ MR - &
FINT RO BER -

ESET #EFNHiEERHBREAZ
238 LoJax MEMWNESH - W
REEZEPBNERBRSEBUFEMUR

Vachon &~ - BB DIRLA
UEFI %98 Secure Boot IH8E - 17 B &
BEMEEE Dt EEEaiEliE

BISE -

B 25 : https://threatpost.com/uefi-
rootkit-sednit/140420/
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: 9624b5f36c3dee65fdeba/sednit/REA :
: DME.adoc |
. 3. https://www.welivesecurity.com/wp- :

o TRIIR :
1. https://threatpost.com/uefi-rootkit-

sednit/140420/ : content/uploads/2018/09/ESET-

LoJax.pdf

2. https://github.com/eset/malware-
ioc/blob/8864a5aa6c98b95d4fd

2.1.2 BHELE AT SplashData 2% 2018 FERAZEZWHAI 100 &

H5 %22\ 5] SplashData T H 20. 1@#$%" &amp;*
21. charlie
2018 FANBIEAIE L 5 B EEERM 22. al23456
23. donald
IBEE®Z - ATh 2018 FERALZEEH 24. passwordl
9 - 25. qwerty123
AU100 % - IR EREKEEHS SEGE IS | hitps:/luww.
BWEINNEERIE  EXEEREE teamsid.com/100-worst-passwords/
ZEREBUARR P - XEED ® TWCERT/CC & :

1. BEEER 12EF T EH%E
X BF - FES -

2. BERZERBERE—HEE

1123456 , IEERZ AFERNTEER
WBERE - 278 3% AEALLLZN ; 5

#75 10%AI A\ EFRT 25 RRVSIEHS - B DeBEREEmE -
A 25 Ze2E8Eu T - 3. TEHEBRIZIRKE -
1. 123456
2. password
3. 123456789
4. 12345678
5. 12345
6. 111111
7. 1234567
8. sunshine
9. qwerty
10. iloveyou B F 2R : https://www.teamsid.com/100-
11. princess worst-passwords/
12. admin R L R
13. welcome o BERIRR |
14. 666666 oL https://www.teamsid.com/100- |
15. abcl23 : worst-passwords/ :
16. football . 2. https://www.teamsid.com/splashdata |
17.123123 : s-top-100-worst-passwords-of-2018/ !
18. monkey oo !
19. 654321
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BE=EEEE (Marriott) 2 — KB
BENEEEIEAT  BWEEER
(Starwood) Z&E - H E%J/X—F/@F
EEEmMEWRBE  WmEEE) -
REHE REBA J‘IEﬁJEf&E
R4 ~ Element BJE - LRI - =
FENFEEHIE ~ Tribute Portfolio ~ X3
;@F‘&F’%N C BRREREBEENRS
BISZEREBEEEX ( Starwood
Preferred Guest, SPG ) 5T 2If9zE 5T
& - EEEMBN2REREISTE
%Z—EW o

Z Bl 11 A30HER - #IRE
2014 FLIZK - AARKEREENEER
BEEFEE]IERE - BRiEAER
ZBpEMERKE  BRABAZESR
EYNSEA -

ZBHESIREEREIER
AAERASHATEARRE LET
MBI A4 - SXEME 98 10 B
ZHEEERBERINEAES -

WEEGFIMEHNEMNEED
B R KO BEN B R i i A &S F E 4
it - AT - WHEDP 327 BA - BE
MERIZEIEERRE  SEEEL

FEK (SPG ) lRPFFAIER - HEH
MR BEEANEEER - BRI H
,H\H%D?_Eﬂﬂﬁaz °

MREM(RIRMBE )T ER
*’Hr‘ o . B R AES-128 &AM
2 BEEREAEEHRE TR(EBA
BX)EEWHE  EERBTHESE
ESERTEN -

HRPBEZZENA @ BER
WebWatcher 2t 1 FRE:] Fl
WebWatcher S5 H =& A BRI
I WERAIR R PR EMREINE
B - IBEREEARER - NEARA
HENES -

ZEtEEIASHEANZET
BEAREEFIZERENITRM
BHEN - AR ELEREER
HWREA - FAEBER - B 2014 FLUL
R BOHABN—HAREERETINE
EREMR -

BT SEHNENMALET -
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starwoodhotels@email-marriott.com °

® TWCERT/CC ¥ :
EFRFEENEEZ LASIEFH
% E’%Eﬁ%ﬂ%#%ﬁ - WHI2E
SRESHM RS - ER
FEEBERZR RSB - LU
REBOLALRA -

B R ARIR :

https://www.bleepingcomputer.com/news/se
curity/marriott-data-breach-affects-500-
million-starwood-guests/

o ERIIR :

1. http://news.marriott.com/2018/11/m
arriott-announces-starwood-guest-
reservation-database-security-
incident/

2. https://krebsonsecurity.com/2018/11
/marriott-data-on-500-million-

10.

11.

12.

13.

14.

15.

16.

17.

18.

guests-stolen-in-4-year-breach/
https://krebsonsecurity.com/2018/12
/what-the-marriott-breach-says-
about-security/
https://www.bleepingcomputer.com/
news/security/marriott-data-breach-
affects-500-million-starwood-
guests/
https://www.bankinfosecurity.com/s
tarwood-a-11751
https://www.nytimes.com/2018/11/3
O/business/marriott-data-breach.html
https://www.cyberscoop.com/marrio
tt-data-breach-starwood-hotels-gdpr/
https://www.darkreading.com/attack
s-breaches/massive-starwood-hotels
-breach-hits-500-million-guests/d/d-
1d/1333379
https://www.hackread.com/marriott-
hotel-data-breach-500m-guests-
data-stolen/
https://www.helpnetsecurity.com/20
18/11/30/marriott-data-breach-
reactions/

https://www.infosecurity-
magazine.com/news/marriot-
starwood-hack-500-million/
https://www.itnews.com.au/news/m
arriotts-starwood-hack-hits-up-to-
500m-guests-516350
https://blog.malwarebytes.com/101/
2018/11/marriott-breach-impacts-
500-million-customers-heres-what-
to-do-about-it/
https://motherboard.vice.com/en_us/
article/kzvgbm/marriott-hotels-500-
million-data-breach-hack
https://nakedsecurity.sophos.com/20
18/11/30/huge-marriott-breach-puts-
500-million-victims-at-risk/
https://www.reuters.com/article/lega
I-us-marriott-intnl-cyber/marriotts-
starwood-database-hacked-500-
million-may-be-affected-
iIdUSKCN1002VH
https://arstechnica.com/information-
technology/2018/11/marriott-
breach-leaves-500-million-exposed-
with-passport-card-numbers-stolen/
https://securityaffairs.co/wordpress/
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security-incident-involving -
starwood-reservation-database/

23. https://www.welivesecurity.com/20
18/11/30/marriott-starwood-data-
breach-response/

24. https://www.zdnet.com/article/marri
ott-announces-data-breach-
affecting-500-million-hotel-guests/

25. https://techcrunch.com/2018/11/30/s
tarwood-hotels-says-500-million-
guest-records-stolen-in-massive-
data-breach/

26. https://answers.kroll.com/zh/index.h
tml

78578/data-breach/marriot-starwood
-data-breach.html

19. https://www.securityweek.com/marr
iott-hit-massive-data-breach-500-
million-starwood-customers-
impacted

20. https://thehackernews.com/2018/11/
marriott-starwood-data-breach.html

21. https://www.theregister.co.uk/2018/
11/30/marriott_starwood_hotels_50
Om_customer_records_hacked/

22. https://www.tripwire.com/state-of-
security/security-data-
protection/marr iott-reveals-
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2.2.2 BeatStars S&FE &

AnEE - E—FHERZALES
K%ETQ%EEETQIQE + Batshon £ EL1&
3@%%43%‘%%%%115%1&59 CRINB A

REEREE - HEERARRERE

BeatStars @ X ft b F &5
KIHEZE - TR EABIE b BEHE
TEAMEREMKXSIFIER - BER@
FIKHE - nEECHEZE/Fm -

107 £ 12 H 5 H : BeatStars 15
—tZEHRE - & CEO - Abe
Batshon 7£ Twitter _EFY Periscope B &
EEDIEE - ZAILE— (TR
REZRE R EFINEEMK:

Batshon 37~ - £ 12 H 4 HEH
ML BIEMAZSENTS  BA
A EEAMMINERS - TEFINE
BB ETHE -

EE R HIREERK 24 /MR

ABEREE - SEESERERE -

B AARRAERRT - EGEIR MR B FHY
HEFTERN °

HAl - RIEBH -9 =0 BeatStars

ﬂﬁ% e

Batshon /R~ - WEEFH B ARIE
RFRE LR FANBNE R E - WEE
4% BEFBREREERKL  MEE
BHRAHRE - R BF R
<IHE - BRI ABRRERER
W7 ERAENREARE -

RN

P
2 a
o LI

RRIR
https://www.zdnet.com/article/beatstars-
discloses-security-breach-in-twitter-live-

stream/
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| = HEIE - |, 3. https://twitter.com/AyeNuWAV/stat
[ ) IRl A& ] | 1

: EHXE _ ! us/1070016705781481472

! 1. https://www.zdnet.com/article/beatst . || 4 pns:/jtwitter.com/bogbeatz/status/1

: ars-discloses-security-breach-in- : : 070018118150316032

: twitter-live-stream/ '|' 5. https://twitter.com/Y DMGProd/statu

| 2. https://twitter.com/BeatStars/status/ |, s/1070028480388235264

! 1069803712800010240 5

2.2.3 MBARZEMAIL Quora BR%Z - A 1 ERAPERINE

Quora 2ER BV B E B r1 B¥ Quora &7~ - BRI ENZEN(E
AR AR TS AA0E - H Facebook RIfEEE | EFEAEMHEEEFEAALA—KI salt) -
32-1])3X (Charlie Cheever)fis &- 218 BREALEZERBZERERRE -
Z&(Adam D' Angelo)5? 2009 £ 6 FEl 22 5% F PSR oA -

3% - 7£ 2009 £ 12 B AIGEAR - BB BREZZMEAZMNERRS
B 2010 £ 6 B 21 HEARBIN - BRI RIESIBINERE -
2018 £ 12 H 3 H - Quora EEE % Quora ‘FELZBFERAELEER -
7: SREE  RAMWBREAREZRMA - Quora ZREEAINERIREA -

BN AFENZELR - I S ERENAR R IE - (ERBER A

zraDREENHPRRILE 81 - S BRBSNRESANE
- WEEMMEBRIERIANER | & BRARRLBELZEZMRE -
ER T EHERPIHRE  WEFEL

AT ENREE -
Quora sABHEZZ M RIE - IR

11 H 30 El,usf%_ﬁiﬁi‘“?x’f 7 HY
Tz WA SERET - B /25 : https://www.quora.com/

9|*/§E’J SR BEER - EFEG -
HAERE  WEEARBEANER
HINERHWASNBEITHA (PIWNRE -
EZF - AR E) LEALNHIAS
MAIS IR BIMEEBK - BERE
MEEER) -

o ERIKIR :

1. https://www.bleepingcomputer.com/
news/security/quora-hacked-100-
million-users-data-exposed/

2.  https://blog.quora.com/Quora-
Security-Update

3. https://help.quora.com/hc/en-
us/articles/360020212652

4. https://www.bankinfosecurity.com/b

10
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logs/question-did-quora-hack-ex
pose-100-million-users-data-p-2690

5. https://www.nytimes.com/2018/12/0
4/technology/quora-hack-data-
breach.html

6. https://www.cbsnews.com/news/quo
ra-data-breach-exposes-100-million-
users-personal-info-2018-12-04/

7.  https://www.cyberscoop.com/quora-
hacked-100-million-users/

8.  https://www.darkreading.com/threat
-intelligence/quora-breach-exposes-
information-of-100-million-
users/d/d-id/1333397

9. https://www.hackread.com/quora-
hacked-data-of-100-million-users-
stolen/

10. https://www.helpnetsecurity.com/20
18/12/04/quora-data-breach/

11. https://www.infosecurity-
magazine.com/news/quora-breach-
hits-100-million/

12. https://www.itnews.com.au/news/qu
ora-hacked-about-100-million-user-
accounts-leaked-516470

224 EBIXRKZEHEZEE T ERIEARAF

M 2011 70 2016 FEEBZE
S H  ZBBERXMEBERERE
( NASA ) 1R 2018 &£ 12 B 19 HERR
SEREREEBRZEAR -

ERAFMBAEINARETED -

ZEBRIN - —BARMAREZ IR
FRET-—aFRENIEELE
AERNERES © NASA RR - 118
ZERBEORE (EE -

BN - LmE ARy 10 A
23 HBIRBETHR - BREABER

11

13. https://motherboard.vice.com/en_us/
article/d3b43x/quora-data-breach-
hackers-100-million-users

14. https://securityaffairs.co/wordpress/
78657/data-breach/quora-data-
breach.html

15. https://www.securityweek.com/quor
a-data-breach-hits-100-million-users

16. https://news.softpedia.com/news/qu
ora-suffers-data-breach-users-
names-emails-encrypted-passwords-
exposed-524084.shtml

17. https://thehackernews.com/2018/12/
quora-hack.html

18. https://www.theregister.co.uk/2018/
12/04/100_million_quora_password
s/

19. https://www.tripwire.com/state-of-
security/security-data-protection/sec
urity-incident-potentially-exposed-
100-million-quora-users-personal-
data/

20. https://www.zdnet.com/article/quora
-discloses-mega-breach-impacting-
100-million-users/
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NASA Bn32ZE & Bob Gibbs £
SEEPERIR - ¢ 2006 & 7 A% 2018
F 10 A - BEERLZEMA - Bz X

N \ B R AR

WEDBEM/HEP L ZEBEH https://www.zdnet.com/article/nasa-
NASA A# B0 3£ - discloses-data-breach/

7=~ - —BEE - NASA o EHRIKE :

1% @138 & FN IR 7E B9 E A & Bl ZEH i 1. https://www.zdnet.com/article/nasa-
(Personally Identifiable Information, PII) | discloses-data-breach/

— e - N 2. http://spaceref.com/news/viewsr.ht
TR ENE T RHERBNEBESH -

mI2pid=52074
SEEMeRREREEEEE . | T
M EEREn T EERE, -

2.2.5 HMBMBEEHE POS 2 EIRERIEE -

EFR{ERFEMoIEESNR

=B IMPEEHIE Caribou Coffee 2mamirEstEl -
TEIRARKIRESN B HE POS R EE Caribou Coffee B 7=/~ » f{f7E
mHERIRSH - 10 AIR—Ei#ER  EREITETLS
2N E)TEEH AR 603 ARG 5 BHZEEMRERESHEAR LA
RREN 29 XEE - BEFHEARY "EEEE ., -
HEPTB LR 40% - ZABFRR  EHEEZRFAEER

SEHE BIETE 2018 £ 8 A 28 HENAKZ 225 Mandiant IEZR
Hf1 2018 £ 12 H 3 HE - £2FE B1ERMI K% - Mandiant & %0 Caribou
MWEEPERERFRIEREM N Coffee + 2238 7 /AS) POS R IR

FhEER - RiEshE
REEEFPREBREEFRFMAE ERE T —LEMBENEEE

ATl CIBEB R BE L SRENFA ML - A0 #} - Caribou Coffee "/~ + AREDIAE
BEREBRF - BEGERHFHRS - MUK CARETIWE r#x - F5% - A
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HAR-RL 24 -

Caribou Coffee EA R » BBA
SIRILETHERRINAEREIFE
L ARZMNHRFEAIEAN POS 24
EOHN - WHEEERRRTREE

2zl - caribou-coffee-chain-announces-card-breach
sy N2 = T A= NS i -impacting-239-stores/?fbclid=IwAR2tlebt
A AERNIEREARASER 9e TiIFOCipuN7Ha2d29H66XWDScORpY-

B et PEREENENER - DL JIFZT1rL70pBRad9zrTE

; EEO R TR JER1T - g

B R TREEEHARIOIRTT o EHIE -

REOLIZEBEFE L AN ATE 1.  https://www.zdnet.com/article/carib

51 38 B I | S S R B M [ B ou-coffee-chain-announces-card-

breach-impacting-239-
stores/?fbclid=IwAR2tlebt9eTiFOCi
puN7Ha2d29H66XWDScoRp9-
JIFZT1rL70pBRad9zrTE

2. https://assets.coffeeandbagels-
static.com/cariboucoffee/Data-
Security-
Notice.pdf?fbclid=IwAR1xXIHCdm
3WEFD9bAKINCcOfTPiZyobP8wK
NEnDKWOYUO_k-N-UNORbpgjk
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2.3 ~ WiE RS &5

2.3.1 SFEMIATES Perl Rl 212 overflow g8 151%

Perl 2508 -~ BH - B:F - #8188 o XEEmM:
HIARERRES @ MERZREEsET perl 5.29.1 ~ 5.28.0 * 5.26.2. A BT AR A
(C ~ sed * awk * shell) - EZEBRE o FRLUEE -
Al BOMEERRRES - ZEE N& perl 5.28.1 - FF£%E https://lwww.
MABLEEEXNE S84 perl.org/get.html °

segmentation fault - 4 - - - _:”_Jr]f ;K_ )—@ ——————————————————————
e EiRIKR :
MY —H—\g\ o4 FA
Perl_my_setenv() R H=BIB A He & A 1. https://metacpan.org/changes/release
SF% - KBRS UMK

ISHAY /perl-5.26.3
- # 2. https://rt.perl.org/Public/Bug/Displa
f:ﬁg@a%*ga@ﬁ  MRRH RS yhmizide13a00s
whs 27 3 i} 3. https://rt.perl.org/Public/Bug/Displa
BIE 7 IFRBARIGEE - OI9T4 heap v nmZide133423
buffer-overflow - 81 4. https://rt.perl.org/Public/Bug/Displa
. .html?id=133192
S _grok_bslash_ N( )i == A v
stderr iU & - OJHFREBNMEREER
TR - SREIERFTRIVINOER
S_regatom( )R =118 - 35E) RCE

5. https://rt.perl.org/Public/Bug/Displa
y.html?id=131649
WE - FhR Perl EE L WS RS -

6. https://securitytracker.com/id/10421
! 81

. 7. http://tech.mozilla.com.tw/posts/428
: 2/address-sanitizerasan-

: %25E4%25B8%2580%25E5%2580
| %258B-cc-

: %25E8%25A8%2598%25E6%2586
: %25B6%25E9%25AB%2594%25E
! 5%2581%25B5%25E9%258C%25

: AF%25E7%259A%2584%25E5%2
: 5B7%25A5%25E5%2585%25B7

' 8.  https://www.perl.org/get.html
B 2R : https://hsto.org/getpro/habr/ |~~~ T o oo oo oo m s s

post_images/707/723/436/70772343650f66¢
353ad80a06d5272ca.jpg
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RT
ol S

2.3.2 R[5 SDS 1202X-E ik 28 5B A RE LG 2%

AR EE  REREER
MREERACRR - KEL
% SEC-Consult D HT¥ =2E
SIGLENT & SDS 1202X-E BYfiI7R
Res - BREFEHBIKERESEG - 1
BusyBox 1.20.1 (2012) ~ GNU glibc
2.13 (2011) ~ Linux kernel 3.19.0 (2015)
% HREAKEEBEMRE - WLNEA
HhEAE - dNm#H & FIRSE root
siglent EETEMESE cramfs i€ A48T
shadow 1838 - S —fxfE &SI ER
B - MmN BEREE S port 23
¥ telnet A - B2 SDS 1202X-E 7~
EEZ”” Mm% 8 EasyScopeX KD L
RSN - BEEHANKER S
%Z 2% - H EasyScopeX FTESRES
A EE - 7E port 5024 ~ 5025 O] 58
REAR  RRGR R DRIk E
OlfE - TMEER  EREARREZ
B 183 - BERUSHFARBIR
1BIR1E - BARA port 23 - W EREVIEFEEE

{EEE“:'

A
WAz A

BT E UART(ERIERIZ U R S

Universal Asynchronous Receiver/
Transmitter) - #EFEZEM -

15

B R 2RR

https://mediacdn.eu/mage/media/catalog/pro
duct/cache/11/image/800x/040ec09b1e35df1l
39433887a97daa66f/s/d/sds1202x-e-
side.png

________________________________

o ZTRIIIR :

1.  https://lwww.sec-consult.com/en/
blog/advisories/multiple-vulner
abilities-in-siglent-technologies-sds-
1202x-e-digital-oscilloscope/

2. https://www.bleepingcomputer.com/
news/security/digital-oscilloscope-
comes-with-backdoor-accounts-old-
software-components/

3. https://zh.wikipedia.org/wiki/Cramf
S

4. https://blog.gtwang.org/linux/linux-
etc-shadow-file-format/

5. https://zh.wikipedia.org/wiki/UART

6. http://www.siglent.com/ens/

7. http://www.siglent.com/about.aspx?i
d=549
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233 BEFH Zoom | BEBRERARNEE

B RAEHE Zoom - TET
AXERE THREZHHE @ &
/\EPT%FIE‘% * %%#% Y%Hﬁﬂf

P2 EINEE - 4 Tenable ASIRAZE - Zoom

E 3 S =S#KR Zoom client(macOS B/ 2R - https:/inews.it.ufl.edu/wp-
. . . content/uploads/2018/09/Zoom_Featured_|
Windows  Linux) ZFHERBERT - mage_250_250.png
ﬁAﬂﬁ;lEHJA%$¢ /\" R S‘Z %1%/5%5 ® B2 288 =< o
Ro=E l:ll:l o
EEIEE P port ~ ID E &3 - TltA B Zoom client for macOS
4.1.33259.0925 AR A
, EEEAS . A2
UDP H:HI/L,\ b&l/b\/m\ Al < A{x'fé [ Zoom client for Windows

BEMFRMTEEREZH - #8  BH ; 4.1.33259.0925 AT kR A
B Zoom client for Linux

2.4.129780.0915 B iR 2~

& ez
T BEABLEBLHERS o TR -

# o BESHILUZHEAS - BE m  ~& Zoom for macOS 4.1.348
MERFE - Hm tRETHUERE 01.1116 - 5% https://support.
— - . . zoom.us/hc/en-us/articles/ 20136
Hit - BEBPEE - Zoom Video 1963-New-Updates-for-Mac-OS °
Communications E%& 4 F 4k R 1B 18 5% B ~= Zoom for Windows 4.1.348
P BREREERPETE K 14.1119 - 552 https://support.
. zoom.us/hc/en-us/articles/ 20136
SHEIA Zoom FEAKE - REARIL 1953-New-Updates-for-Windows °
oM E -~ RBAE - dEmERA B &} Zoom for Linux 2.6.1467
= . 2IRAS  SIEE . hEEE - 50.1204 - 52 https://support.
zoom.us/hc/en-us/articles/205759
PEMES - ERERELERANE 689-New-Updates-for-Linux °

ZE Zoom hRAN -
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o e ERIFE:
: 1. https://www.tenable.com/blog/tenab
| le-research-advisory-zoom-

: unauthorized-command-execution-

: cve-2018-15715

! 2. http://cve.mitre.org/cgi-

: bin/cvename.cgi?name=CVE-2018-
: 15715

' 6. https://zoomnow.net/ :
: 7.  https://zoomnow.net/zntw_zoom_F |
. AQ.php :
: https://zoom.us/zoomisbetter :
9. https://zoomnow.net/zntw_about_zo !
. om.php :
. 10. https://support.zoom.us/hc/en- :
: us/articles/201361963-New- :

2

Updates-for-Mac-OS

11. https://support.zoom.us/hc/en-
us/articles/201361953-New-
Updates-for-Windows

12. https://support.zoom.us/hc/en-
us/articles/205759689-New-
Updates-for-Linux

3. https://support.zoom.us/hc/en-
us/sections/201214205-Release-
Notes

4.  https://www.tenable.com/security/re
search/tra-2018-40

5.  https://github.com/tenable/poc/tree/
master/Zoom

2.3.4 1REESFE =] Flash player 0-day I{Z -

"BHTEBERSEREE

EEIFEZRR  REXESETHEUEE
&Rl - BEREBEEE - RANE
EES - mER A HEACREN B SR -

[C1E8 < £ 3 X Flash player 0-day
WE  HEBEREEREE 2 AR
HEEFE 6 AEPR(REIBIYHM) -

Af=

11 AEG=EAEEENEBEHRE -
FieBNY& 5% Operation Poison Needles(
178 - BIEREEZERA Flash
Y use-after-free Jfia - FREN—Z513E
HIE - PRI EFRER
Polyclinic No.2 EBzi$ S - FRL office
N f(22.docx) B B HEABEES5% - ]RA
FEBE Flash MG ER S EHITRE
U - S EEEWIEIF command
line - FEERARIMESZ scan042.jpg - FBEE
B2 P72 3 backup.exe - A &
NVIDIA #&7~-& Control Panel 23—
HH5E - fHEEE - H backup.exe 8

17

Adobe ERZERNXIE - 1R 12 H 5 HA 4

Wik - WIERE® DLL hijacking fR5k -

BEZEHTEHEGREEAL A
Z N R 1T 8EE AT E b Windows -
BHA7EL 32 - 64 Iyt - BEREAMET
¥} Flash player FUIRENZRIE - MAEER
b MEMBRERE  ZFETRH - 28
B NIEHRREKRE R -
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B /KR

https://www.sensorstechforum.com/wp-
content/uploads/2014/11/Adobe-Issues-and-
Emergency-Flash-Player-Update.jpg

E/ng—st

® S =&FEm .

Flash Player 31.0.0.153 Bil R 2%

® FRRMLL

B HY{S Flash Player 32.0.0.101 - R{&)
Adobe Flash Player EENE 5 - 3k
REA NETTARMR - E4E
https://get.adobe.com/flashplayer/ °
HEEHIRIERZ Office 1B -
M T 2RERIRE | EITIEER
BRI -

235 1EERL

T B Qsync Bl XSS ¥R -

BERIGR

1.  https://atr-blog.gigamon.com/wp-co
ntent/uploads/2018/12/Untitled-6.gif

2. https://www.securityweek.com/russi
an-hospital-targeted-flash-zero-day-
after-kerch-incident

3. https://www.youtube.com/watch?v=
40YQyLSVDIU&feature=youtu.be

4. https://atr-blog.gigamon.com/2018/
12/05/adobe-flash-zero-day-
exploited-in-the-wild/

5.  https://thehackernews.com/2018/12/

flash-player-vulnerability.html

6. https://www.sensorstechforum.com/
cve-2018-15982-adobe-flash/

7.  http://blogs.360.cn/post/PoisonNeed
les CVE-2018-15982_EN

8. https://helpx.adobe.com/security/pro
ducts/flash-player/apsb18-42.html

9.  https://www.theregister.co.uk/2018/
12/05/flash_zeroday adobe/

10. https://zh.wikipedia.org/wiki/VirusT
otal

11. https://hk.saowen.com/a/7d832c24c
daf856d87876941f8cf854d8739c04
8aec6c8d16f6667e05a493031

12. http://www.p2f.ru/

13. https://www.infobyip.com/ipbulkloo
kup.php

14. https://securityaffairs.co/wordpress/
78712/hacking/cve-2018-15982-
flash-zero-day.html

15. http://blogs.360.cn/post/PoisonNeed
les_ CVE-2018-15982.html

16. https://get.adobe.com/flashplayer/

Z 3 QNAP EFhRZA

B ELL Linux RER - iEgE
/8 Turbo NAS fE52 %47 QTS - WIEHEC
Qsync iEZEH T A - Qsync Client ##
TEERIERME Qsync BRI 3E -

18

NAS I Qsync Central Station & & Eth
BT Client( R THRE) L E
WHE3E - &3S 8 Marcin Zieba 247 -
BH—IEeBREENEILESRATR
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B BREBENEEERIARE
JavaScript 8 - FHEEUhR Qsync Central
EAR QTS RIE LIFELZEM - B 11
B 29 H QNAP Systems BE5 A% -
F+#RAHE8 Qsync Central - BI{Z ARy
BRI AT -

Q
Qsync

B F 25 : https://www.qnap.com/zh-
tw/utilities/essentials

QTS 4.2.6 build 20180711 Bl iR A<
Qsync Central 3.0.2 BTARZN
Qsync Central 3.0.3 BIARZS
Qsync Central 3.0.4 BARZS
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® FERULE

B FHQTS426 T8 : AIBEHSE
S>HFE>FBEN - R TITMEE
o HEVRMTRE FEH&LE -

B 537 Qsync Central 3.0.2.01 -
3.0.3.01 - 3.04.01 T : ERER
BX App Center>1% = Qsync
Central > 18 55 B B/ EMT AR
ST ER -

o TRIIUR :

1. https://www.gnap.com/zh-
tw/security-advisory/nas-201811-29

2. https://nvd.nist.gov/vuln/detail/CVE
-2018-0716

3. https://www.qnap.com/zh-
tw/utilities/essentials

4. https://docs.gnap.com/nas/4.2/SMB/
tc/index.html?gsync.htm

2.3.6 & | Linux BBERES UID HOE# 1T systemctl A<

BEAEAZER Rich Mirch 217
ZEUMAT Linux 34TAR - ¥ Red Hat
Debian + Ubuntu ~ CentOS - BB [E
i EARRERPEBUNITRAE
%L B ERERIEA PolicyKit -

®E PolicyKit BRERZEHIERDEC -

BEZ4FRINIRSE - H UID KRR
INT_MAX (21474836 47) - TRENEE]
f#77 PR {BE(OX7FFFFFFF) - BURZIRS®

’

19

BRI EE  EEEIRE
UID % 3000000000 - BIFB 12 B —%
HEBE - BEHIT systemctl I5S - &

EESE - 4 0s FEEREN -

TH - RIVE - SREZES service BLED
A7 - BAIZ Debian 25|EESH
policy kit-1 X RAR - BRI REBEE
BHAE  ZHEEEEFREILIE
SR UID - WRDFEMERE -
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B R ARIR :

https://www.securitynewspaper.com/snews-
up/2017/03/Linux.png

o NEEM:
PolicyKit 0.115
o FRULE
B RGEEERERT - HE UID

#8318 2147483646 ERIA -

B Debian Linux BET£%E
https://sources.debian.org/src/policy
kit-1/ - BY4Z policykit-1 0.105-18+

deb9ul SLEXFTAR AN

ERAR

1. https://www.youtube.com/watch?v=
GTIwS9zzuhk

2. https://www.securitynewspaper.com
/2018/12/08/linux-users-with-
limited-privileges-could-execute-
any-command/

3. https://thehackernews.com/2018/12/

2.3.7 BEREE A4 Kubernetes(K8S) =

linux-user-privilege-policykit.html
4. https://packetstormsecurity.com/file
s/150686/Debian-Security-
Advisory-4350-1.html
5. https://security-
tracker.debian.org/tracker/DSA-
4350-1
6. https://security-tracker.debian.org/
tracker/CVE-2018-19788
7.  https://www.debian.org/security/201
8/dsa-4350
8.  https://bugs.debian.org/cgi-bin/bug
report.cgi?bug=915332
9. https://people.canonical.com/~ubunt
u-security/cve/2018/CVE-2018-
19788.html
https://gitlab.freedesktop.org/polkit/
polkit/issues/74
https://github.com/systemd/systemd/
issues/11026
https://github.com/mirchr/security-
research/blob/master/vulnerabilities/
CVE-2018-19788.sh
http://cve.mitre.org/cgi-
bin/cvename. cgi?name=CVE-2018-
19788
https://linux.cn/article-5926-1.html
http://linux.vbird.org/linux_basic/05
60daemons.php#systemctl_cmd
http://man.linuxde.net/systemctl
https://www.anquanke.com/vul/id/1
419341
https://sources.debian.org/src/policy
kit-1/

10.

11.

12.

13.

14.

15.

16.
17.

18.

gan - AMRECRERF

IR L E K8S #]4aH Google 525

ERR=EEHEARH - Kubernetes
ﬁ%ﬁ%ﬁb?(fﬁﬂﬁﬁﬂ BEEIE Docker
LEEMSBE - & Darren Shepherd 73

L

#rigt - E Kubernetes API server K #E
FRARCE IR - RIE

S8 proxy request

5 B K TCPER  ERARERS
L% nﬁsg ! %Hbﬂﬁﬁﬁ%ﬁ TLS }’E‘.,%\
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T

CERT
I ol

EIEEE  KHEZEREBES
server - B HEEEE%X request - BIEER
ATt ol E#ERE - ZERER pod /5

B ¥THES WNSBLERFHR -

RIEREAZ CVSS&¥77 9.8 - BRESE
4 - ABREER - Linux Foundation Bt
EhR Kubernetes A #REES - I
Kubernetes 1.0.x-1.9.x 51 E ik A 1E 4
ZEE - BREILENR - BIFER
IEEAUBIERN - ORERTE - FIE
"EE APl EFRE - ERIRINFEK
ZElIREIEE -

5

kubernetes

B 25 : https://codingcompiler.com/wp-
content/uploads/2018/01/kubernetes-
tutorials.png

B Em
B Kubernetes 1.0.x-1.9.x
B Kubernetes 1.10.0-1.10.10
m Kubernetes 1.11.0-1.11.4

B Kubernetes 1.12.0-1.12.2
FRREEE

B Kubernetes 1.10.11 - FH

https://github.com/kubernetes/kubern
etes/blob/master/ CHANGELOG-

1.10.md/#v11011 R & -

B Kubernetes 1.11.5 - 4

https://github.com/kubernetes/kubern
etes/blob/master/ CHANGELOG-

1.11.md/#v1115 & -

21
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Kubernetes 1.12.3 + EH

https://github.com/kubernetes/kubern
etes/blob/master/CHANGELOG-

1.12.md/#v1123 & -

Kubernetes 1.13.0-rc.1 - 5

https://github.com/kubernetes/kubern
etes/blob/master/CHANGELOG-

1.13.md/#v1130-rc1 & -
Kubernetes 1.0.x-1.9.x ~FEB&#&
4HE  BEBEHTIRA

o ERIKIR:

1.

2.

ok~

10.

11.

12.

13.
14.

15.

https://asciinema.org/a/kubSrehAf14
K7MQ9azw2RpCYd
https://meterpreter.org/kubernetes-
were-patched-to-fix-the-privilege-
escalation-vulnerability/?cn-
reloaded=1
https://github.com/kubernetes/kuber
netes/issues/71411
https://groups.google.com/forum/#
http://cve.mitre.org/cgi-bin/cvenam
e.cgi?name=CVE-2018-1002105
https://asciinema.org/a/TjbO5p1JIN
0dnNSSWhrcopn9e
https://github.com/evict/poc_CVE-
2018-1002105
https://access.redhat.com/errata/RH
SA-2018:3754
https://zh.wikipedia.org/wiki/Kuber
netes

https://www.mile.cloud/zh-
hant/cloudmilexgcpug-kubernetes/
https://medium.com/@evenchange4/
%25E4%25BA%2594%25E5%258
8%2586%25E9%2590%2598-
kubernetes-
%25E6%259C%2589%25E6%2584
%259F-e51f093ch10b
https://kknews.cc/zh-tw/tech/
59a95b6.html

https://kubernetes.io/
https://github.com/kubernetes/kuber
netes/blob/master/CHANGELOG-
1.10.md/#v11011
https://github.com/kubernetes/kuber
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netes/blob/master/CHANGELOG-

RT
ol
o netes/blob/master/CHANGELOG-
l 1.10.md/#v1115
: 16. https://github.com/kubernetes/kuber
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H B/

&% JA-Q1H Wi-Fi

________________________________
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1.10.md/#v1123

17. https://github.com/kubernetes/kuber
netes/blob/master/ CHANGELOG-
1.10.md/#v1130-rcl

B AFRZE

RPEZPhEEIERET LRI - IH
N JA-Q1H Wi-Fi B 3N ae s 5Tk
4 - B5F Open Network Video
Interface Forum(ONVIF)1ZXE 7 (K 2]

GetStreamUri method( )
GetVideoEncoderConfigurationOptions( )
EABRIBEF S ZAHIIMA ; 5
CreateUsers() ~ SetlmagingSettings() *
GetStreamUri( )N EH A BESZ >
RN AR EIE - WWEBEORE

SR IFIEENERY - BRI EEEM
=R -

e

0

—— ¥

& R AR
https://img10.joybuy.com/N0/s800x800_jfs/
t15694/327/2534250173/127870/98f4023/5a

b1c999Nd25505c¢7.jpg.dpg

22

=72 o
o =EER:

firmware 21.0.0.91
RULE

o

uzi\y
I

N7

S

o TRIIUR :

1. https://lwww.secnews24.com/2018/1
2/10/cve-2018-20050-mishandling-
of-an-empty-string-on-the-jooan-ja-
qlh-wi-fi-camera-with-firmware-
21-0-0-91-al/

2. https://www.secnews24.com/2018/1
2/10/cve-2018-20051-mishandling-
of-on-the-jooan-ja-glh-wi-fi-camera
-with-firmware-21-0-0-91-allows-
remo/

3.  http://www.gacctv.com/

4.  https://github.com/iamweifan/jooan/
blob/master/ss_poc.py

5. https://github.com/iamweifan/jooan/
blob/master/es_poc.py

6. https://www.itri.org.tw/chi/Content/t
echTransfer/tech_tran_cont.aspx?&
SiteID=1&MmmID=620622511005
426631&Keyword=&MSid=4402

7.  https://kknews.cc/zh-
tw/tech/p4g4nej.html

8. https://www.hanmin.com.tw/onvif%
25E6%2598%25AF%25E4%25BB
%2580%25E9%25BA%25BC/
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2.3.9 [EFHBERMBERAED Logitech Options - K& Windows %P

BRERIRER AT  HSMKE
WMANHEEESZ WIFIBE - #288
Il BH 8% Logitech Options(&F Mac -
Windows)ER BB EBI A F - EREHIE
# AINEE - ¥ Google Project Zero # 9T
8 Tavis Ormandy Hlzt - Logitech

[/ 2RJ& : https://encrypted-

Options & £ Windows 5 A & &R 18 A% tbn0.gstatic.com/images?
s Er O e 4 465 438 B . g=tbn:ANd9GcTIlcgLoWO0udfD2sO8L93Gh

= websocket server 2 port 10134 - 18
RNE TR BN IR E S -
&2 2] tool_options UL FE R E R BUER

Alssd s MyEsompestE | @ FBRWA:

B/ = 1 .
® F=ZEm .

Options 7.00.564(for Windows) A AR 2~

B process ID - B 2 bruteforce A1 - B REERE  ABOSERER
#EM 3 E $hEHlze "crown” - EVUELE port 10134

B RERGERIETHRE AL
IREA Logitech Options $ERE 2 #152
ZEINE

o ETRIUR :
1. https://bugs.chromium.org/p/project
-zero/issues/detail?id=1663
2. https://github.com/Logitech/logi_cra
ft_sdk

Fi 5883 keystroke &fl5% - EFRIE -
it 2 IBZEZHRAFE Windows7 ~ 8
10 - 8% Logitech X 12 B 13 HEE
Options 7.00.564 - WHEMZEME |

(378 %)5EAB " Fixes Origin checks and ||

type checking bugs 1 - ATEFXHE i

Al F - EEMAT SRR : 3. https://www.logitech.com/en-

Rl Logitech Options 1A% AR - 10 i 4. ﬁftlgsfs;jslt%té%e??on;itech.com/en_us/s
WEERH - BREHZUAEEDN i 5. ﬁgg\g?/r/es/l?g;?rrt]iogitech.com/zh_tw/d
IFSNEREE B SEAR & port 10134 - W EEF i

ownloads
N 6. https://www.logitech.com/zh-
ERES - tw/about/logitech-story
7. https://www.logitech.com/zh-
tw/product/options/page/flow-multi-

device-control
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2.3.10 &&l ! SQLite DB mEimME"EE M -

AR TUE K ES|Z SQLite - & C o XEEmM:
ESHR BEERRRARTRE - SQLite 3.26.0 ZATARA
OESERPEAT FEREURN | o mipiE
Zo1E - AKReR )R Z 2B X (Tencent T & SQLite 3.26.0 B4atg - &%
Blade security Team)#f3% - SQLite & https://www.sglite.org/download.html
= , Eg s EEay - it I
fEEE RCE - WEE O] &Ebo A% o BRINE |
& Web SQL API TEDEAREIUBEZS | 1. https://blade.tencent.com/magellan/i i
s TN N ndex_en.html |
& - WARIE SQL ABAMAT - TTEHH ' 2. https://www.zdnet.com/article/sqlite :
S~ PREIELESHE - B SQLite #E | -bug-impacts-thousands-of-apps- |
. A 7o I including-all-chromium-based- .
PhiE R 2 IS EIEE - 05 - FEARRR | browsers/ l
+ o) 24w ; SE 7 -3 https://news.ycombinator.com/item? :
15 RI 2R Chromium BRI 28l | 119685000 :
% 25 (Google Chrome - Vivaldi * Opera *|, 4. https://securityaffairs.co/wordpress/ |
e e g by s : 78920/hacking/magellan-rce-flaw- :
Brave) - & E#EZERAMGET - & ! in-sqlite-potentially-affects-billions- :
RS Z A Magellan' - VL /E | of-apps.html :
G ) g - = = L . 5. https://worthdoingbadly.com/sqliteb |
RGIIKZE - BE SQLite Team 2 | ug/ :
e b o . 6. https://thehackernews.com/2018/12/ :
, 5 E5 . RBIR | . - !
THEBEIREKR  REHEREELH 7. https://developers.google.com/web/t :
Sk N 3 3 17 ot 40 : ools/lighthouse/audits/web-sql :
BOEPOTREMRERHIRIE - "& || 8 nhitps://www.sqlite.org/releaselog/3_ i
I (AT YS = B2 o B A BE Crmemes | 26_0.html .
ZiRDIBRBVIREERHT - WER ' 9. https://www.sglite.org/about.html :
T HEEZE S Firefox » Edge - Safari 10. https://www.sglite.org/prosupport.html :
. . 11. https://blade.tencent.com/magellan/i .
Chrome 71.0.3578.80 &R - ! ndex.html :
v 12. https://github.com/zhuowei/worthdo :
: ingbadly.com/blob/master/_posts/20 :
S L . : 18-12-14-sqlitebug.html |
Q lte ' 13. https://chromium.googlesource.com/ :
. . chromium/src/+/c368e30ae55600al :
REER : : c3¢c9ch1710a54f9c55de786e i
https://upload.wikimedia.org/wikipedia/com |,  14. https://zh.wikipedia.org/wiki/SQLite |
mons/thumb/3/38/SQLite370.svg/199px-  |!  15. hitps://www.sglite.org/download.html :
SQL.ite370.svg.png
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EENELE CSRF - A EBIRRAHRE

Samsung FHBEFE - oJREBmaR o NEEM:

EENERHE - BAARE D BERE Samsung TRSEEE £ 4

- ARSREEMEBTUREF Artem —

Moskowsky Iz - ZFE=2EHAO - ° ﬁ_ﬁﬂimi : .
=22 F1F web AP L T HER

BN AP FEKRE 22 UBE - -

GEARBREZEBIGHE RKBERT -

BEEBREE 318 CSRF 190]&=%Y -

AeEEfE - EAFEE ; £ 2-factor

authentication 57888 ; ERBTE

METREHEER  SRDBHEKE

REEED  —EEWECIELE web

ZEMEEt - WERAEZEE$13300 -

o ERKIR :

S https://nakedsecurity.sophos.com/20
: 18/12/12/samsung-fixes-flaws-that-
: could-have-let-attackers-hijack-

! your-account/

2. https://www.theregister.co.uk/2018/
: 12/10/samsung_patches_accountstea
: ling_hole/

3. https://www.technadu.com/samsung
l -fixes-three-critical-bugs-reported-

Samsung

account

ukrainian-bug-bounty-hunter/51192/

4.  https://www.zdnet.com/article/bug-
allowed-full-takeover-of-samsung-
user-accounts/

5. http://www.kb-
iot.com/post/730.html

6. https://medium.com/@moskowsky

7. https://account.samsung.com/memb

[E R Z&J& : https://encrypted- ership/intro

tbn0.gstatic.com/images?q=tbn:ANd9GcQM |-~~~ -~~~ """ """ - - - oo oo oo oo s s s
AEUUY g7cAN7HjQOhDojWiOX-
EXKhISkelWvUlap5m7-HaTWD3w
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2.3.12 tMER E = 2% JSsript 512 - H&l IE O-day FEEFINER

MERPTFA S EN AR script FE= Jscript -| ®  FEEMm ¢
% Internet Explorer A& Z A5 |Z - B Internet Explorer 9
== . B Internet Explorer 10
=t 23 4\
& Google & 2 73 Bl Clement Lecigne B Internet Explorer 10
EL - B Jscripto.dll ERECIEIRAY) e
. : s s 2% ® RWLEK -
HRANFERIE - 52Z8 3% memory

o - B HEHSE cacls 152 - EF
corruption MZ£74 RCE W . BZ&EC

JScript.dll °
SHANANRFREEZYERE " |
CHRYANBFHEZEEZLHNES B £7 https://portal.msrc.micro

UL - SEFEZEQERA Jscript 2 soft.com/en-us/security-guidance/
HESBUISTHE . 4] HTML - Office 122 - advisory/CVE-2018-8653 * TP/
PDF - A INIRENEN ST ST AR - B T HE -

o= 70 R B S e 22 A R D e
CEREASEEZRMRMEL - 2R | g S R

TAEEEEIREBERZM IE B 0S i
& % 1E 9 B2 Server 2008 - IE 10 f¢

1.  https://www.zdnet.com/article/micro
soft-releases-security-update-for-
new-ie-zero-day/

Server 2012 - MIE 11 XN EHERE - 2. https://www.tenable.com/blog/micro
) soft-releases-out-of-band-patch-for-
£ Windows7 ~ 8.1 ~ 10 &1 Server 2008 - internet-explorer-remote-code-
. . EE 47 7AA i A execution-vulnerability
2012 - 2019 ~ 2019 EARIEFESR - HK 3. https://kb.cert.org/vuls/id/573168/
ZIIEBSEAETHFWE - 12 A 19 HiEr 4.  https://lwww.bleepingcomputer.com/

news/security/microsoft-releases-
out-of-band-security-update-for-
internet-explorer-rce-zero-day/

5. https://krebsonsecurity.com/2018/12
/microsoft-issues-emergency-fix-
for-ie-zero-day/#more-46087

BES2NEEBREN  BEEREALA
BE(ABR)UIHZE  BEETAES
cacls I8 2 - S£17BRHI JScript.dil
=FE - BE IE BREER  REFeB

6. https://en.wikipedia.org/wiki/JScript
BB - TR MHBILIE 0-day J&od - 7. https://zh.wikipedia.org/wiki/JScript
8.  https://portal.msrc.microsoft.com/zh
-tw/security-guidance/advisory/
CVE-2018-8653
9. https://portal.msrc.microsoft.com/en

-us/security-guidance/advisory/
CVE-2018-8653

[ F 25 : https://krebsonsecurity.com/wp-
content/uploads/2018/12/iexploder.jpg
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2.3.13 S REY Squid Cache $8FRE 2 MAE R XSS EN

Pl C++F38 2 Squid Cache 2R | ® =EEm :
By HTTP U2 fERk=s - o £ REVE AR B Squid3.1.12.1 ~ 3.1.23
ZRLRERE - 248 Unix » mac OS X +| ™ Squid 3.2.0.4 ~ 3.5.28
Linux * Windows & - &7 HTTP:| M Squid40 ~43
HTTPS » FTP FERBE - BARS o BURIEK

R KIE R E MR - AEE B K& Squid4.4 - FES

Jo = N INAE : http://www.squid-cache.org/
7% 8 Nikolas Lohmann 247 + Squid 2 vy
SN B S Squid35 - B2
ERR_SECURE_CONNECT _FAIL - http://www.squid-cache.org/

N e _ Versions/v3/3.5/changesets/squid-
RESHEEAE - FANE http 72 3.5-f1657a9decc820f748fa3aff681
REEFT - HEWHTE X509 5 68d314 525803L.patch
ke s s - B {BfSquid4 - FZ
NS - ’FEEAEE html code - Fir http:/Awww.squid-cache.org/
B VELE MBS ELEIRE) Versions/v4/changesets/squid-4-

) o L N 828245b90206602014ce057¢c3db39f
Cross-Site Scripting - FHE AR - K2 b80fcc4b08.patch

HBE0JERARE TLS/SSL £ E - et
s . e BERIR

WEZBEAL - RimEUH"--enable-ss| 1.  http://www.squid-cache.org/

5k "--with-openss|" A5 i £ 4 AL 3R 55 Advisories/SQUID-2018_4.txt

XSS WEHFE - Squid project EEH

2. https://github.com/squid-cache/
squid/pull/306
EARAE - BEREMANTELIAS -

3. https://cve.mitre.org/cgi-bin/cve :
name.cgi?name=CVE-2018-19131 :
4.  http://www.squid-cache.org/Version !
s/vb/changesets/squid-5-6feeb15ff3 :
12f3e145763adf8d234ed6a0b3f11d. :
patch :
5.  https://zh.wikipedia.org/wiki/Squid_ !
6.  http://www.squid-cache.org/ :
7 l
8 l

http://www.squid-cache.org/Intro/

B A - http://www.squid-cache.org/Intro

/who.html
https://upload.wikimedia.org/wikipedia/zh/t 9.  http://www.squid-cache.org/Version
humb/b/b7/Squid-cache_logo.jpg/200px- s/va/

Squid-cache_logo.jpg @ |- oo oo oo m oo s
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10. http://www.squid-cache.org/Version
s/v3/3.5/changesets/squid-3.5-f1657
a9decc820f748fa3aff68168d314525
8031.patch

11. http://www.squid-cache.org/Version
s/v4/changesets/squid-4-828245b90
206602014ce057¢3db39fb80fccab0

2.3.14 WHENZEIREIEERE WebAccess HMI/SCADA

= @ B Buffer Overflow

AR (Advantech) £ E T
ZB#E - 1oT & - 1ET Advantech
WebAccess RS RIEEF 5 - BEBaE 2
ABNHE @ BERRELREZZR

(supervisory control and data acquisition :

SCADA) - AR B &b EEIRE
ZEAMBIERIZEE - & Tenable
WL & Jacob Baines 3§ - E5 B
#2E stack buffer overflow - CVSS v3
A 7.3 WEBEZXNTESN 70022
i DCERPC #L2 - 1552
BwPAlarm.dll &1 - 0] 5E5|5& DoSc
5 RCE + S E % Windows 2008 R2
SP1 & E WebAccess/ SCADA 8.3.2
BlUbRE - $H EIMEELE SN
MERSI S RETERATLAS -

________________________________

28

B R 2RR

https://www.taiwanexcellence.org/upload/pr
oduct/old/104153BA-A020 _L.jpg

@ sz .

==Y u[u
WebAccess 8.3.2 DLATRR A
o EERULE :
EV8 WebAccess 8.3.3 © ;&%

https://support.advantech.com/support/
DownloadSRDetail_New.aspx?SR_ID

=1-MS9MJV&Doc_Source=Download -

o IRIUR :
1. https://www.tenable.com/security/re
search/tra-2018-45
2. https://ics-cert.us-
cert.gov/advisories/ICSA-18-352-02
3. http://cve.mitre.org/cgi-
bin/cvename.cgi?name=CVE-2018-

18999

4.  https://www.securityfocus.com/bid/
106245/references

5. http://www.nsfocus.net/vulndb/4229
1

6. https://support.advantech.com/suppo
rt/DownloadSRDetail _New.aspx?S
R_ID=1-
MS9MJIV&Doc_Source=Download
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2.3.15 2% Pulse Secure _ &L X =M

Pulse Secure, LLC #@{F 3= o FEEMR:

B Secure Access SSL VPN SA-4000

: A 2= Ol
Juniper Networks HY Junos Pulse Z an#R 5.1R5 (build 9627) 4.2 Release

& Siris Capital UZfE - EF 38 SSL (build 7631)

VPN iZEZEVIRFE - JTHRSNER AT & B Virtual Traffic Manager 9.9r2 ZZ Al
Rafael Pedrero ~ Ekzhin Ear #8381 AR~ 10.4r1

Pulse Secure ZEmiit - H Secure ® FRRUDE :

Access SSL VPN #r§2 SA-4000 JE45 https://my.pulsesecure.net/

members/redirect/?application=licensin
ganddownloadcenter - EAEBIRE -

NEER -

update.cgi #EPRIEE R F - B EHER
ABEEWSE - 72 SA-4000 2EEH
mETmBH ; SERREEESR
Virtual Traffic Manager (vTM)Z XSS -
ERRNBERETANAENEZS -
DIREREEER  RHBBRBINR
REEGEHES - IRBESENER -

o BERKE |
CL https://kb.pulsesecure.net/articles/Pu :
: Ise_Security Advisories/SA43730 :
. 2. https://seclists.org/fulldisclosure/201 .
| 8/Dec/37 l
3. https://cve.mitre.org/cgi-bin/cve :
: name.cgi?name=CVE-2018-20306 !
4. https://cve.mitre.org/cgi-bin/cven :
! ame.cgi?name=CVE-2018-20307 :
. 5. https://vuldb.com//?id.128289 !
. 6. https://cve.mitre.org/cgi-bin/cve !
: name.cgi?name=CVE-2018-20193 :
7. https://www.pulsesecure.net/vtm/tec :
: h-info/ :

Pulse Virtual
Traffic Manager

8. https://my.pulsesecure.net/members/

AP/ redirect/?application=licensingandd
https://www.accyotta.com/pulsesecure/virtu ownloadcenter
al-traffic-manager [T o oo oo oo o m e m e
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2.3.16 B={TENHR FB IRIE - HIRESIFEE

REEELEHDITHTF Lasq -
EMSZ 5 FE B 9R BB Facebook FUETE -
Fi#E Lasq B#E - BEERS A
RESHABMTE - FEHHYZEMIKE
2 RSIARTEE  BHEEES
BEEEE 16 - BIREBRIE —EE
& MFB HIRHETHAS - BE
EBERIR  ZTBEHEEEA - B#
FRBERBHEINRE @ EZEG
#5AL X-Frame-Options=DENY 77
PEAB - KIIZEEE I F Facebook 1TE)
FRAEE D ZHEESHRINEE - &
mobile_iframe=true - BEIRITEREEE
/BERE 2 URL - Bl EEH FB AR
RZBEEE  BHERETEFER

HEEEMXLEE  FTEESREN -

HO[GE S EREERIER - Mk
account - 2 FB E 50 I A TNEETF
i - IS 2= Clickjacking &8l
2% ELIMIERE - B Lasq EHIE
hHolgF - WiIRHEKRE TR
(https://malfind.com/test/poc.html ) - 1

AEEEER pochtml FFETAREDER. -

SRELREE -

________________________________
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® f

[ 2KJ& : https://zdnet4.cbsistatic.com/

hub/i/2018/09/28/ff0fec41-7365-4f02-8017-
acla566d9a6d/5288580bd98cc107d7efcbb5
9303a6ce/facebook-icon.jpg

e = .
Y B2 488

Ro=/ENn .
Facebook

RIEE

+y
N

&
H

o ERIKIR :

1. https://malfind.com/index.php/2018/
12/21/how-i-accidentaly-found-
clickjacking-in-facebook/

2.  https://www.bleepingcomputer.com/
news/security/the-clickjacking-bug-
that-facebook-wont-fix/

3. https://www.zdnet.com/article/resea

rcher-publishes-proof-of-concept-

code-for-creating-facebook-worm/
https://twitter.com/lasq88
https://developers.facebook.com/doc
s/sharing/reference/share-dialog

6. https://zh.wikipedia.org/wiki/Facebo
ok

7.  https://zh.wikipedia.org/wiki/%25E
7%2582%25B9%25E5%2587%25B
B%25E5%258 A%25AB%25E6%25
8C%2581

8. https://blog.m157q.tw/posts/2018/07
23/clickjacking-frame-attack-
defense/

9. https://www.ga-knowhow.com
[?7p=2944
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2.3.17 BJR | ZF D-Link BHRZRF=1EIRZINRERLE

R E Tyler Cui JIZHZE D-Link | ® FZEEmMm :

K%t - &% atbox.htm - spaces.htm - #% ME_1.01 ~ ME_1.02 * AU_1.06
dirary0.js =B BIUREIES G - 1.00 - 1.01RU ~1.02 ~ 1.03 ~ 1.05
SDS2RASTIRE - (R T A SEERERR - B 2.01 > 2.02

e YR =, A ik 2, 2=
ﬂﬁrﬁ.ﬁ?%%ﬂﬂ]ﬁ& Eﬁﬁ\t@ﬁﬂe = °® ﬂ@;ﬁﬁﬁii :
/3% K DSL-2770L ~ DIR-140L - DIR- 5 4

640L - DWR-116 * DWR-512 * DWR-
555 « DWR-921 & 7 & 845% - ME S
M o|fEFieEmimREd  AEBE

o ®RFER:
1. https://seclists.org/fulldisclosure/201

: 8/Dec/46 :

=2 h [ A - 2. https://seclists.org/fulldisclosure/201 :
T l 8/Dec/45 .

. 3. https://seclists.org/fulldisclosure/201 :

! 8/Dec/38 :

F B JR https://images.yaoota.com/_XzHd

-gXZA1VZWt6aqRYtjs_PfA=/trim/yaootaw
eb-production/media/crawledproductimages/
ed5ee30fb9a6940b6c16460baalf2ala.jpg

2.3.18 #BEME ¥ OfficeScan XG HEPRIZE £ FLfE

1% Abdullah H. AlJaber 7347 - T RENEEERRNNEERER
Trend Micro P [ ERES NEE  BHRERRYFRAERE

OfficeScan XG - 43R _IEHERIZEIR fEHIaIS AT - BUE CVSS 3.0
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 CERT
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Score 43 5.9 - PR E - BEEA
ﬁﬂ%%ﬁ&fﬁ °

@) TREND

[ F 25 : https://static.spiceworks.com/

images/products/0009/9347/Thumbnails_Tr
end-Micro_OfficeScan-XG_Q1-2017
_profile.jpg
TEEM

OfficeScan XG
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o FERULX
& http://files.trendmicro.com/products/
officescan/XG/SP1/osce_xg_spl win_e

n_criticalpatch_5261.exe EBEHE=ZE

BERIZR

1. https://success.trendmicro.com/solut
10n/1121674#

2. https://www.securityfocus.com/bid/

106305

https://vuldb.com//?id.128284

https://vuldb.com//?id.128283

https://cve.mitre.org/cgi-bin/cve

name.cgi?name=CVE-2018-18332

6. https://cve.mitre.org/cgi-bin/cve
name.cgi?name=CVE-2018-18331
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4~ BRIFAERIEE

2019 EEELZRE
TR 2019/3/19 — 3/21

aEtEs | EBFREET L &TBE—EE21E

SEEN ARG https://cyber.ithome.com.tw/

2019 EEELXAERBFMERM—ESHESEFE
R 2019 Zfé%%& = (CYBERSEC 2019) fEIb&E4E 180 KU ERIE
REREETMAZELEY  BRTAEMHEKENEZEmMARE -
1RHEB8 180 EEL T HOMGFERE « 5T 80 U LRABEETINE
LZEHEEORE - RTEENELHR  FojlHREEEEaD KIER
6,000 I EAE EETRMN - HEEZEARMK BRI TIENEA -
RSEHEWKREEIESE—A - E—HMDERE—BZE DB
T MEEHHEMUNEEKASHABEBABNERHE - FiHMK
HER  BEREE . EZBAL  AIMANEXAFS - EEUDERM
—EELEHENTEEARKEER  FNEXEEERD - R AL
H o BFARRTRELEHANFTLAMT K ELETREHLH
BEIHE mpE DREREENBAMAEENHE  HEEEZRHSBMI
K- SHUEREMSE  BHREMERE  EREMIRKBEEILHNE
s NBRE -

SRS R

m|+ hiis

A

® NI EEELTARGHE .
vV BERAREETEE
ﬁmﬁﬂxiﬁmﬁ ERERE WHhEHR—EED
WRMRKE BRVIBSIAEEEE
g%ﬁﬁ%—;ﬁﬁE§$”
%ﬁﬁﬁﬁ&ﬂ%vﬁﬂgﬁﬁﬂﬁﬁﬁ EN
BEAFAENEZRE  AVNKIREELERBERE
SBRHEHEARR - 1H%§%&%ﬁ§@ﬂ%@

E

il

AN N N NN
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Black hat 2019 F ool K=

EEIAGE | 2019/3/26 - 3/29

EENNEE | I EREE SR
SEEIAANG | https://ubm.io/2zZu87q

blackhat ASIA —$t#E M B ERERTE K - BREEXEHTELHARHEER
FE#% i
® Dlackhat Asia B4EEEZE (Cyber Security) BXZZEREE  REENELH
Jllﬁ EXBEEREEEMET  WIIZBBUTHE - EERELZA
LAMESHIED  KENSEEEABHNE -
v Z.E‘_';EEJI‘I SLBRREGWEXZE  BE 'DNEELXEZET,  WE

B T e B T il

v MERBERBUEPIIBIR - IBFEER - = PR - wmXEEER
% o

v DENMBEZREREZF LA DAETERBRERASEIEELIRIE
2E -

B EREZEBriefings)-EERIKELXERX DA ELEEHBRAE

o BIEBWE  ARTHRUSELHBEASRH—ESZZFAMERELSE

SEE) S BEEEBIRNFE ; BEELITEPERATESE - 2FIEEER (1 10S &
Andorid ~ BBIR R4 - VA - ERER INVRF - MEZRGER - £3%
HigRE - BRELBRE AR EE ;

® 2019 FEMAGHREFEFFRER | https://Jubm.io/2rN2NRq ( SEEEZBTRETR
2019 FF 2 BATh)

® 2019 FBEBHRESIEHNIE  BRENZ:  BEE -  HBEES/SHE
g 10X BXROERE  FER/AR - @AEBEHE ABRE - YBE - =B

BEEE For:  BEZHBEN - ¥Rl B3R

it N

BIZE A E (Business Hall) - 23 X EZEmmEETE AZMNBIRYES
® 2019 FIETERM :

|[lf0b|OX os° @QUA"YS nnomatl  |jackerone

\ 3
.. efficient |P Lockpath N ) eLearnsecurity ﬁh U CASHSHIELD
o Gﬁ wolf

DEFINING SMART
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2018 ERBIREHRIE
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B4 : https://twcert.org.tw/
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