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2.1~ BIRSMNEZREER - BB

211 B ERXEEINEEH -

ZIELELEH Email ~ 2100 BAERBE AR

BZMFEE Troy Hunt BETIBE ; i
;--have i been pwned?
EREEINESH - Mg HE LR Chck i you have an st ot s e ST
ZWWAEES  SHBEZEMTIER
EHWRZESHINEERELMA - M
Oh no — pwned!

E Etl: %77 fg ;-I-SI- EP %B J/\/{ Eﬁ E,% ﬁg Il,:g;lg\ 1%—% T? E *éé" Pwned on 68 breached sites and found 57 pastes {subscribe to search sensitive breaches;

B 2RI& : https://www.troyhunt.com/the-
2 VAN 2 A= °
R O EREMARS 773-million-record-collection-1-data-reach/

Troy Hunt B# B EHARM | e :
o . o ERKIR : |
Email MZ M AZAMIE " Have | © 1. https://www.troyhunt.com/the-773-
Been Pwned? ; 9 - HFOIEMBAR || reach/

test@example.com pwned?

million-record-collection-1-data-
. o o Sp i mh s 2. https:// .wired.com/story/collect
2 Email 1E3EAEE - SHZEHN PSSV y

ion-one-breach-email-accounts-
SEEENE  TEERTESET | passwords/
BB ARRPERYE  £RAAENS
BEZN - WHRRBM ZPEERFE - ML
TRIRZINE -
® Email SPHEZ :
https://haveibeenpwned.com

® ZigSfEE
https://haveibeenpwned.com/Passwords
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2.1.2 inMEET I %4 Amadeus EXIFE -

RETESS - EolREMRITCHR

s EZFAE Noam Rotem | AL AKRIRBIEREFNRE - £

B MIEERE 4% -  BZAREKR | A EHBAEENTAREBEM
= AT ERENM Amadeus 2FEAN | Rl -
g\ij( ZE\/%/EJ ° EXE/\EHQ ﬁﬁ(g

AR - MBEERIREERM ; ME&
BEFMEATAL - ZEITUEXR
MRERF Raost - BIANBE U EAL - M
MNRESE  UEESHSRENSE
aa » Email ~ EHUFEE -

WEHRETERRN SR RS —pp—
B HIZRESEMAEBEEES EHE https://techcrunch.com/2019/01/15/amadeus
-airline-booking-vulnerability-passenger-
2MBRBAVB KRR - EZIRES records/

MWINEREEE  oJIESHFH . ZRITE -
app FRI A H ST 3R - . 1. https://techcrunch.com/2019/01/15/a
! madeus-airline-booking- :

EEZOUDBAENSRSRE ~ || vulnerability-passenger-records/ |

. 2. https://www.scmagazine.com/home/

ENSEECELNTENSE - # | :
MUEANEERBSSEEN  BR | ;

security-news/amadeus-booking-
system-flaw-could-have-exposed-
Ze] BRI ZEE TS - ™ Amadeus

info-on-millions-of-travelers/
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2.1.3 BREBZBHHEMAR GoDaddy ZIZEEiX -

P ZmhE B R E R REH

B2 KrebsOnSecurity 23R | Wi§ DNS EQ2E MWABREEH -
RWERL  TEAMRAKRERYDER ZEERALELBNTEE
HHRESH  HAEREAMAET | GoDaddy #3iEEBIL—Hik AKX
7 GoDaddy WLIZHRKBRE - Hb | $1R(E - GoDaddy AR EEEFEBE L
—EHREESHENFE  BERT | BRK - EREUTEELE -
ZEER - ARYBUFHERMER - SEHILERS  RAEEEER
wEEL  EMRMEESFRZE | EREEEIREEEEIEN - &
HEHEBANSHREERE - HREX | BIZEIMBRESABERN - -
FES  B—MREE BHNIIRER
BAFAR ; ERNELENIREHEE
#5238 Email HIIREFEE R FREA -
MR EIRBLENIIRIE Z T LIBELE
BUIREBENRFNRE - MERS
38 H1 2 K o hE 51 1 2 RO A9 I8 383X

s WIRE A R E T ERAE A F 3R : https://krebsonsecurity.com/
2019/01/bomb-threat-sextortion-spammers-

H—FTRKmhE - NEESS - HHWER abused-weakness-at-godaddy-com/
J& - FACEM - 45ETHL - Oath 55 - o ERIZHR
s e 1. https://krebsonsecurity.com/2019/01
L AR AIR BRI - K /bomb-threat-sextortion-spammers-
< sES N s prm = | abused-weakness-at-godaddy-com/
%1518 GoDaddy FMWER - MEE | https://arstechnica.com/information-
[F2RIF GoDaddy HIZIEFELE : FAR technology/2019/01/godaddy-weak
! Sl ness-let-bomb-threat-scammers-hija
GoDaddy Wi R BHEERTAEEHE : ck-thousands-of-big-name-domains/
- 3. https://www.itpro.co.uk/security/328
AP PR AR EREK - AIEBRERE || 22/godaddy-authentication-
: vulnerability-exploited-for-
5GBS R B IR | phishing-campaigns
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2.1.4 ¢ ﬂﬁﬁiﬁmuiﬂ%-ﬂ ’ ¥:I. E’E,J—_;IE *EE/A\\IEEEE ? j]':,m#'lyﬂi%g

BEMAHARm T EXHETR | EEARMNAMZAX - BRI AR
2019 R EmIEETE LEHAAE | EREES - 2R EE - B - #x -
MmEHYE ORE  HEALEY | BRARESE  HHELSRLERS -
ERBEEZREHR ; @ERTK - ,SG .““ﬁ
HESRBENERES  TAZHHEER

EXRNEMPENFRANRE - ME2E
RATEBRENE L ARRBMEK -

S ! 1‘1 -1ur
EF+—AARREABRALE B F 3R https.//www.stuff.co.nz/busines

.. $/108940155/gcsh-declines-huawei-proposal
& (Government Communication | o T .

o FHRIKR
1. https://www.reuters.com/article/us-
davos-meeting-newzealand-huawei/
new-zealand-pm-says-country-is-

Security Bureau) #7€ - M\ " BEROE] |
ZER, HHE  2IHAREEEES
Spark ¥R FBEE 4 5G HKERE - BIRA not-discriminating-against-huawei-
: iIdUSKCN1PH2IN
R 3G H 4G WELEREBHAZEE - . 2. https://lwww.stuff.co.nz/business/10
N N e 8940155/gcsb-declines-huawei-
MR ZERTEE " AERBEER L O | proposal
o ' 3. https://www.wired.com/story/huawe
Bz —  WWHBEDIEEEEEL | is-many-troubles-bans-alleged-
N ! spies-backdoors/
EMEEERS AL BIMER | L ]

2.1.5 BEIKBEEHEE Vodafone EfmtZ/OABIFAELRE

Vodadone CEO Nick Read &x/~iZ | PAERAZEARE  FERHRZE
NEMERBIHDERMWIG B G R | PEZOBEINEN  VWEBEER
B BEZATINEUNZOREIEERE | SRENEEES -
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Nick Read f&i - BAIREE E BT
ZRERARAZAHRELLETHN
MR BT AZMEERS
HEITBRRRA ; &% Vodafone
EEMNEZ OB ERERRE -

:I:IIII'
IIII

‘I]]]$}

. R2RR
HZLETABERRAANEE - https://www.theguardian.com/business/2019
/jan/25/vodafone-pauses-huawei-equipment-
R TRT - 8- HRWIFR core-network-across-europe-security-
F BRI BCARE S - BREMBA concerns

o ERIKIR:

1. https://www.theguardian.com/busin

BUMERENEEABR - R AHEEN

AimEENRERBERETHIRE ess/2019/jan/25/vodafone-pauses-
i huawei-equipment-core-network-
v it

= 2. http://www.newelectronics.co.uk/ele
= Z .
TSRS L 56 Mf ctronics-blogs/vodafone-announces-

pause-in-use-of-huawei-
equipment/207334/

___________________________________________

. AL A | . :
At - Vodafone 5F &S~ FF KA I across-europe-security-concerns :

2.1.6 EEIEFFMNEE 5C BIEREEE

BEAHRE  AEBREMEN | B - BEMNRBERRENRE -

¥ N —1C 5G BERERVIES] - A EBIINAZER R Jean-Yves Drian iR
BOARZEMFR D - 1 H 20 &K~ - ABERTHBEER

—ZEEYBHEAEL R | BETESROAR  OHEBER
RENEELEHHHEBERER | RREEAPRETERRAREE -
BT  BERRERRIARLE WENTE - I E SRR
WHEr— - BAOEEE  HE . | FARBEARRERERONE
B AR BE - B4 225 | EREVR; XERSLESHAE
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EFFR - ABEEZFEE Orange
CREXNER - BAERKHW 56 &
W PERRESRE -

/‘1/-\

O

B 2KIR :
https://www.reuters.com/article/us-france-
telecom-huawei/france-tightens-5g-network-
controls-amid-huawei-backlash-
iIdUSKCN1PJ1T6
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o IR :

1. https://www.reuters.com/article/us-
france-telecom-huawei/france-
tightens-5g-network-controls-amid-
huawei-backlash-idUSKCN1PJ1T6

2. https:/iwww.lightreading.com/mobil
e/5g/orange-rules-out-huawei-for-
5g-in-france/d/d-id/748274

________________________________________

EfEL - 88 PC BEMRTFIIBIRERE S X -

BEZBREINFEA

McAfee $t¥1EEHLL PC HEE
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TEE B 200 =7TRI=BIR A LBt

= .

aim
W
uft
o
i
N

NAEOESEREE
® 75% AVLEE T K i /B B ET I PC

BRHIRK L R - I EEL -
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K EEERE N ENZFE -
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HEMOURSEEMEINELZR
s - McAfee IR LU MERE ¢

® FEUEETES SRR
PG - K —KRKIRAIEE -

® [EHKIEHIE RIS IR -

® & NMETEAREIE D - X

BEZBLIRI R R

BRI RIERG - A DIER

ECRIEE -

R2RR
https://www.helpnetsecurity.com/2019/01/0
7/the-future-of-gaming-security/

o ERIRIR :

1. https://www.helpnetsecurity.com/20
19/01/07/the-future-of-gaming-
security/

2. https://www.mediaplaynews.com/m
cafee-gamers-worried-about-
cybersecurity/

3. https://www.apnews.com/09212eb4
c23940b3b3043c20dde467¢eb

2.1.8 PS4 ~ Xbox One * fi{#X Surface £tBiBT+EEE -

WiFi Bl F R EIRZNBHNITIRE

MBRAXRABEERRNESR
i E Embedi #7195 A & Denis Selianin
B BZARRIERREN
Marvell WiFi ERE fH - HFBFAEZL
ERE ; XBEREANALRE - TF

TERPFEBE NEInNTREIE -

Selianin WA IR S5 - 2R
H IR Marvell Avastar 88W8897 & F
ROBNISEZE 245 ThreadX ; S7EENE

ERZMEZERESBERERET -

WEED - AL WiFi @R AR
M2LRETLENEREKE - 65F
Sony PlayStation 4 ~ &% Xbox One
TW#R Surface B %5 - =&
Chromeboook %%l ~ —£ Galaxy J1 5
WES  RARETREMUE -

Selianin I EPFFIML [ IEEERR - K
o fTHEREREF A - Hp—&oH
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M EEFIARA ThreadX FEAEKE -| '@ BERNR :

1. https://www.zdnet.com/article/wifi-

-I*Jﬁ TheradX Ezﬂ -H'PFFT T?KFHJHSE;] E firmware-bug-affects-laptops- '

! smartphones-routers-gaming- :
: devices/
. 2. https://embedi.org/blog/remotely- ;
compromise-devices-by-using-bugs- :

in-marvell-avastar-wi-fi-from-zero-
knowledge-to-zero-click-rce/

& A 2R : https://www.zdnet.com/article/
wifi-firmware-bug-affects-laptops-
smartphones-routers-gaming-devices/

2.1.9 Fortnite E#BFSiRE - WS X RZ E{E & i 72 E b

EZE Check Point 15t - #A | A - HFEFEBARE @ REHRER
METIKIIEK - MERAKZEDAILR BB WEENENESREERE
L HIBIERY Fortnite FEZEZER Check Point T R X = 5557 AR
A RERXWRFRZ G OEERE TEFEFEIZ - M Epic Games 17
ATBIRTRAUBEEEETHNERS TR BEESRE - BAlE
s BEREEHIT K BB T B AEEAMRELFERE -
BREBOIRESNE -

BEERBBNEERE B8
EANHEPBEMEZH I - DB
EREENEY) - BERESLHE  FiF
IR E R A B CRIRRES ;
1B Check Point &t - ftf1{f3353R £ FLE
Epic Games AL F A XSS B R

[ F 2RJ& : https://research.checkpoint.com/
hacking-fortnite/
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: o THIIE - : miII.ion-pIayers-data _
: _ : |+ 3. http:/;www.gamasutra.com/view/ne .
: 1. thps.//resgarch.checkp0|nt.com/hac N ws/334524/Epic_fixes_Fortnite_sec !
| king-fortnite/ R urity_flaw_which_left_all_200M_pl l
: 2. https://gamedaily.biz/article/525/epi ' | . ayers_vulnerable.php :
: c-patches-security-hack-that-may- ||+ -

have-exposed-more-than-200- .

___________________________________________

2110 ZEHEXEERERZE/VILES LS

EOK =B FENMMEPAEE DNS Bl E

CISA EAEDIEY - RBAIRE | © DEEHDNS SHIESZHE
EAEIBH— %535 % DNS BEMIfKE | ©® DNS EREHZHEINZLET
SH MEBMENESEIETNE & LRG| FAEE
IBREEHE - JEI7E[E] CISA [C/# F 57 -

PRI LR, VR : L 5

CISA B - WEEBRCE IRATARIE IR DR

B

BEREF LS ESE DNS EEEH
BAE - BUE DNS EE#%E =T
KL ZECZ DNS ) A ~ MX * NS &

® AR TS © CISA BTH
EHGTER L AT IB B B - &

EEZTEC IR B iEZ5E

BTN HRERNSENERE BT -
WEEEEN ARG - BESh - CISA thE R HEEBAHE

IBSh - RSB ERS 7 DNS & | mpymmpiiisismssy, -
HEAE - [E UG 0 B WIS i 2 Al 52 A 15 AY
MERRFERE ; AIEREERERFS
ARREMEMMMABRZER - Mok
REARBEMN -

CISA EREBBAZEMNHE L . n—

[8 K 2%J& : https://boingboing.net/2019/01/
TERAKENL 46 R - 058 DNS [ : 22/dhs-dns.html
® TH##DNS KEHL R EA
ZEEIEO A EH - B EIEE

H
i
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o ERIIR :
1. https://cyber.dhs.gov/ed/19-01/
2. https://www.cyberscoop.com/dhs-
dns-directive-government-
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shutdown/
https://boingboing.net/2019/01/22/d

3
hs-dns.html

________________________________________

2.1.11 FPEAZES A E Bk 14 DNS &SR INE

IARFFZ DR ~ dbFF  dEEFI®R
BB FFARAS, - ISP ~ MBS BRI
Zl DNS WEHARNESH ; ZHEZL
A E] FireEye 5 - BHEEEEER
BLWESHNFPABUSER -
A ERZIEIREENS
7> - {B FireEye I8 - ARENEK
BENEEN IP BEAGSEHEHP
BRSSO ABIR I BB S -
EEWEBSHD  WEEG
RrfEE A =1 EAEF£EF DNS - WK
HENSEEWMRBEN - Hb—&
KEFZZUBENEAENR  EA
DNS EEZEEEREEN DNS 89
A iR UENGHHEHAS ; 5
— BRI R ERAREENTZME

12

#E X DNS B9 NS 728% -
AR ETIESE  AREFEHAR

B Let’s Encrypt MIZRE - HIE=
EEESRHIAEGHEMEE  REHK

REWERIR -

[ F 2KJR : https://www.securityweek.com/
dns-hijack-how-avoid-being-victim

.. BERRIR

1.  https://www.securityweek.com/iran-
linked-dns-hijacking-attacks-target-
organizations-worldwide
https://www.fireeye.com/blog/threat
-research/2019/01/global-dns-
hijacking-campaign-dns-record-
manipulation-at-scale.html


Eva Chiang
矩形

Eva Chiang
矩形

Eva Chiang
矩形


82BN e EEE RO

' l m Taiwan Computer Emergency Response Team / Coordination Center

2.1.12 IEEFEFLHE AIESEC BIREEETRNKRIMNFRE

SEE R KB A RS E4ENTE FE AIESEC H918BR 230175 BR 22
SREL HTEME 126 BEER | BN MIESAASIT RIS
FESETEAN TERCESEE | GDPRUBEYS  ERISTES
BE®, (AIESEC) - ARMBEZH | EMTEET - UL REBI 4% -

RAEBRREFERENELRX -
B EZ 5T & Bob Diachenko
#7458 11 A %38 AIESEC 518 AIESEC 'YéI%

Elasticsearch B} E 7 RVE BB Data Breach
RE  ERARUBHRENE MRS

e &l 2R
HRERBORL - 92BES https://securitydiscovery.com/aiesec-data-
BEms 4R EE - e@mERE | e
Skl - eSSBS - HLE HAEARS o ERIKIR :

1. http://securitydiscovery.com/aiesec-

BE T ERREEERESP - data-breach/
2. https://blog.aiesec.org/statement-of-

AIESEC RNEEE Zhit R T H the-potential-security-incident-on-

, S = — 4 ! aiesec-platform/ :
Diachenko &8 A1 X - B EALEE 3. https://techcrunch.com/2019/01/21/a :
RIREIRAET - THEANTA 07 | leecdanlead :
TEENEAEFN | BRIZERS

LAEZIE -
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2L B AXREREIHHEBEEZREIRESZA

Website Planet G EX &0 - R SHFRSZEL -
FPREZNAXERERERED - 4R
BAERANESHREZRZA -

2SN AR E R EREERD

4> BlIE Bluehost ~ Dreamhost *

HostGator - OVH ] iPage ° & R RR
. e https://www.websiteplanet.com/blog/report-
Website Planet ZFEEZEHEX popular-hosting-hacked/
Paulos Yibelo A S EHERBEN |0 mHmE: 00 ;
2R - ERRIEEAREESD R 1. https://ww.websne_pIanet.com/blog

[report-popular-hosting-hacked/
FERGEEERAENES BAE |

B RTINS RSBR -

2.1.14 Bz (= 484k TAS05 2 ENFIEIRE TR B BRI INEE :

ServHelper B FlawedGrace

Proofpoint 35 - ServHelper A Proofpoint FUERZEth 2537 - R L
FlawedGrace 7 BB EMEEEES - | ServHelper W EEE FHWED
AEAmEER  SATEEF1LA | tERTES X BEHE
AR Email WEBSHF ; DEDP— FlawedGrace RIIE< % ; IRIBDHT -
BB - ServHelper TERGRESHETR FlawedGrace BRiRHEFINASE - gL
FEREII O SSH BAEEE - #Fiz | EHNIIEARREERERE -
EEBE58 ROP 2InIEHI X EEN Proofpoint ¥§ -+ TA505 sx:TFE
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I EE H IR EEE RS -

o EHRIR |
. 1. https://www.proofpoint.com/us/thre I
at-insight/post/servhelper-and-
: flawedgrace-new-malware- :
FlawedGrace T introduced-ta505

ServHelper

2. https://www.bleepingcomputer.com/
news/security/ta505-group-adopts-
new-servhelper-backdoor-and-
flawedgrace-rat/

B R 2R
https://www.bleepingcomputer.com/news/se
curity/ta505-group-adopts-new-servhelper-

backdoor-and-flawedgrace-rat/

2.1.15 IcePick-3PC B2 S B BE - SHEYRES - EFANL -
KIREHFNAE IP

& Media Trust WML 2 HEE | AMENRETBHER -

B X (DSO) 5 - IcePick-3 FZELIA % Media Trust ¥ - Z28A

FREZACHAIEEE EMNE=AEG | BBEXREF S IcePick-3PC HFZ -
HEx ZEBRAUEARPEMN User | TEETEEE S5 BESEXE -
Agent ~ XEHR| - EE% Android
B BMEE - HEBIRNREET
BEHOEEN , —ERIZEER
Android %4t - EE#1T RTC P2P &

i BERREER 1P AL - ERER:
https://mediatrust.com/blog/icepick-3pc-
HE—B#ERE mENRFEEX new-malware-steals-device-ip-en-masse

___________________________________________

o ZTRIIIR :
1. https://mediatrust.com/blog/icepick-
3pc-new-malware-steals-device-ip-en-

- BESUREEIZESERONE -
DSO AR ELESRERREEE

FESUEFHL VPN E4R - NSEREMNER Masse
IP - UG BUR AR 838 P A sz A AR analysis/140722/

3. https://www.infosecurity-

ZFWEHA ; DSO BB - UEZER magazine.com/news/icepick3pc-
malware-strain-steals/

RIS AR |

2. https://threatpost.com/icepick-adware-
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22 - BMEWNEBEHRFE

Baeltm@EERTEREL =
IEMBAERSRITOTHEE LS
% - 1R 107 %F 8 B 28 HEEAA @A
BENAAREAEFI - MBS
BEBUMOERE BT E Z RN
WHEPLETELRR  UiRHERE
BRELTRAEEFENEHR - &
FRAEE  BRAEFICRRIP A
BN ; AEFIERAIET 97 FFPH
BR 208 BErE - ERBEUERY
% %H - BHRFH - i -

BERERE  ZHAENCERR
FEEmL ; EREIENETFR
MEERN - MIEMWES -

INARERE - FE—HREME
EHEANSATEN - ERIMIARE
Bk 38 fEI IR ££ 1500 @480 - F IR
AZENTREEE ; MEANEEN+
B ATHERR - AT ERT « R ASHE
IS LW E —HBZEAR -
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221 BIEHEERLAHRAAREPEREAR - E=8BFEEINR

WEBFE

BIRISHRE  AE/RRELREL

HEE LM EREN /N, -
BA T—GEAS B - NEEIE
E1E  BREEAIEMATE - R

2014 FF K 2017 FE _EBHEILHE
S EERMER - F8H 298 EEEE -

-
G Bl 042 B3

B /2R : https://health.gov.taipei/News_
Content.aspx?n=BB5A41BA1E6CA260&s

ms=72544237BBEAC5F6&s=5D7AE3A66
E3B0OD65

o ERIR :
1. https://health.gov.taipei/News_Cont
ent.aspx?n=BB5A41BA1E6CA260
&sms=72544237BBE4C5F6&s=5D
7AE3A66E3B0D65
2. http://news.ltn.com.tw/news/society/
breakingnews/2659779
3. https://www.businesstoday.com.tw/a
rticle/category/80392/post/2018091

30028/dth @R A E R FEZ
%20 FEEEEEZINE
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222 BB ETEEAMEEER - E5HTEZESR

EREBELERZESN - BE— WEFX
FRUU EWEHEZREBCE A EE ARWESHOgER AR M1t
IRER EZEZCERES 22 T#2 4 (social engineering) B EZ =5

TEtgEmES] - % « BRE S ES S EE M Facebook F
RBHE - SEBUBAVIRBE | Twitter 2555 - AR BB B OIE—

RER - SFEE AR email il - 5 S A B (S A -

3B FROATEIR - FHERS - B

8% . IS S% - —(8 1D 5 GOD

B9 Twitter 1ESE1E4BES ERIARIBLEE R -
EEBAT SR TN EEET

DER - HRIRIBBREN - 1EK

ZBNHH - B R 7R -
s https://www.bloomberg.com/news/articles/2
2015 FREIEENEER - 25 019-01-06/germany-seeks-u-s-assistance-

; s s R - after-hacking-breach-bild-reports
EEEENENAGEIAE  H#E d P

16GB WERER ; EXMEBER
El:ﬁnlu\'ﬁ_'l‘z R%'ﬁ:%?én Z =) n n,k Pawn
Storm o]REFIEKZERT AR -

o ERKR : ;
1. https://www.bloomberg.com/news/a I
; rticles/2019-01-06/germany-seeks-
: u-s-assistance-after-hacking-breach- :
I bild-reports :
2. https://www.forbes.com/sites/davey
: winder/2019/01/05/russia-or-the-far- :
: right-who-hacked-german- :
politics/#210ffcef12c1 :
' 3. https://www.thelocal.de/20190104/p :
: ersonal-details-of-politicians- :
revealed-in-huge-hack-on- :
; bundestag-mps

___________________________________________
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2.2.3 ZBARHRAHEB SIS LEE L IR

REEZBIRIMNEBR

KRS -

#5 PSS B B R KN B SR +1 L ¥ A8 B [E At -

FE R LR -

EREMIEELBAORE  TE
MU B2 IR ) A (BT 5
MW ) WARKRAE - HINES
(GEAZBERSER) ENRIRRENSRI T =R
(ARARFEHR) A (EWEHAMW) thE
WK

CEAZBER) 5ImaiBA 15
e "TEARRERUEBNENEE
BERBEMANERS
MIEBENE R - |

FBE Ryuk ) ZREFRNE 15 2 50
{ELLHSHE RS - FEZ/AT] Check Point
1B Ryuk EEFE )\ BB FER
HKARNTBETHRERNE ; MERK
EERPZERREOWMERADER

V&8 HElEANBE -

4% A
EL==

it - Rl E MRS

18

WEFE

BT WRBSHMN—XER
Ryuk FOATZRERES AR - LEERAS I EE 5
B AR MR EMREE - B
FIE NS RMANREERIIFE -

1B E % /23] Sophos # Check Point
el - HEERBMEES (5
CEA)  AREMEBEENRESB
REEBHFE - Ryuk T EHHRTEH
2 REEZTRHEENERERS -

Ryuk F 2HELZZ[ERFZHIR
It R H E T E(RDP) RIS T E
S HI#EREBIEPAE LR EEEE
MEBAEIESR - TRCGREMZRE -

[B 5 21558 : https://www.securityweek.com/ryuk
-ransomware-suspected-us-newspaper-attack

1. https://www.securityweek.com/ryuk-
ransomware-suspected-us-newspaper-
attack

2. https://www.securityweek.com/cyberatt
ack-hits-us-newspaper-deliveries-report
3. http://www.govtech.com/security/Ryuk

-Malware-Tailor-Made-for-Maximum-
Disruption.html


Eva Chiang
矩形

Eva Chiang
矩形

Eva Chiang
矩形


82BN S S E IR B R B

Taiwan Computer Emergency Response Team / Coordination Center

Awoertoc

B BERE IR FormBook BREBREEEZRTERBERE

—X B 1 2016 EFLH IR - =55
BV B Windows RS P Z IR SR Z S

HZEEBEE FormBook - IRITWE L
RAERBREBREERERZTZEE
2 BRIEEEEEARSSE

WEFZE

FormBook LRI ITEEF X - 2iE
BFESREBHFIEST - FAPRF 7 SR TS
B2 EREESH RTF 8 PDF 12
% ZBRELEZFA Office 15
LHITRE ( CVE-2012-0158 2 CVE-
2017-11882 ) - e —{EA FHIE—A
N4 DropMyBin FUTEZR N ERFE T T~
WZERBAER
Windows 2% - i RHEEEES
HITAVERES -

&) FormBook -

— B FormBook A INZ 2Ll R YA
W17 MERUEEINEREKT
KRIERTEZE - FIUNEE =S - Email

19

A FTP MESC RN EAEM - FNE
SRR EXAFPNRREE  EX
REEMBAPEEEE - BER LE
ZHEMRES

BZ M Deeplnstinct STEE M 1
BEISREMERAZ IS EE -

DropMyBin

B /KR

https://www.technadu.com/security-
researchers-report-formbook-malware-
spike/56235/

1. https://www.deepinstinct.com/2019/
01/27/info-stealer-formbook-
continues-activity-and-uses-a-new-
malware-friendly-file-hosting-
service/

2. https://www.technadu.com/security-
researchers-report-formbook-
malware-spike/56235/
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- g RS R &S

2.3.1 MSHTML 5|ZRIFEN B TR

LR

E

\\\

MER MSHTML 51Z58Z WAL °
B #ERFAEREBINITR m IE9-IE10"IE1]L
@ o ME BB RGBT BN B MS Office 365 ProPlus ~ MS Office

MSHTML 3| 8:E#MARIIT - T 2016 * MS Office 2019
1B — 5 - B MS Office 2010 SP 2 ~ MS Office
EZ JIFR

2013 RT SP1 ~ MS Office 2013
SP1

B MS Excel Viewer 2007 SP3 ~ MS
Office Word Viewer

591¥}J¥5£ ;
BERAEFEBTARBIER -

o TRIIUR :

1.  https://portal.msrc.microsoft.com/en
-US/security-
guidance/advisory/CVE-2019-0541

2. https://www.securityfocus.com/bid/
106402/info

3. https://www.cvedetails.com/cve/CV
E-2019-0541/

Tuﬁiﬁ

[ A 25 : https://lwww.exefiles.com/zh-
tw/dll/mshtml-dll/

® CVE #®5% : CVE-2019-0541
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2.3.2 D-Link i8S P EmB IR0 ETRIFENITEN S RE

BZHFTENI CyCarrier CSIRT #f
Harry Huang 23R &85> D-Link %
MAZMEZZ/E - D-Link

AA

1/\

RE
F
[

&5 B
P

L

[® F 2KJR : https://www.bhphotovideo.com/

c/product/971699-REG/d_link_dir_820I1_
ac1000_dual_band_cloud.html

® CVE #®5% : CVE-2018-20674

E %8 T30 A 2 B AR AN §T) 32

21

B/ = 1 .
Fo=/Emn .

DIR-850L Rev. A FiFB R4S
DIR-805L Rev. B FT & iR A
DIR-880L Rev.A P& iR A&
DIR-822 Rev. C1
DIR-822-US Rev. C1

BRI

FAEORREHEEREm RS - BR

S‘ZI:I;:FUD

EmMREERIRRESR  LHE
TR EHRLERRE -

B RIICE ;
https://securityadvisories.dlink.com/
announcement/publication.aspx?na ;
me=SAP10101 :
https://cve.mitre.org/cgi- :
bin/cvename.cgi?name=CVE-2018-
20674 :
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24 - BRI EREE
ICANN APAC-TWNIC Engagement Forum
SEENRGRE | 2019/4/16 — 4/17
SHENMRY | EAREREREZED O
SEENAENE | https://forum.twnic.net.tw/2019/

April 1617, 2019 | SAHREERSIL

NTUH International Convention Center

ICANN & TWNIC £EZ#HSERXRAHIE (ICANN APAC-TWNIC
Engagement Forum) - 525 7 A MHER Z @ %R A LB RAHBE A KA -
FEEHE C IP U RARLEEEEE - ETFEARERN  EFEa8H
BEIRARANERG AR ENREAKEENRERS -

EE e ICANN & TWNIC 1 i@EFEaNEN - SEMERN 2 HEHEEANZERFEG
Ao T—EER - —ERE WBET  UEERXRWERII—(EL
BE1E - sUimidiB s T KRS 118 -

HMBERCEWSHE - B T —EHF - —(EREE, HLE%RE

()

The ICANN APAC-TWNIC Engagement Forum is a joint effort of the two
Internet organizations to bring the stakeholders of the Internet together with the
local and international communities to share and discuss the latest topics on
Internet policies, domain name, IP address allocation, and cybersecurity. It is
the best chance to meet, discuss and share your opinions on the latest issues and
know the stakeholders in Taiwan.

It is also our goal to establish a platform for the communities to ignite the
discussions from a variety of aspects of stakeholders and to keep pace with
dynamic technologies and rapid innovation. With our goal "One World. One
Internet.”, facilitating we work together, discuss together, connect together
under the global community as One.

We need you to participate and voice out for the One Internet!
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2019 EEELZRE
SEENFR 2019/3/19 — 3/21

aEtEL | EBREET L &TBE—E21E
SEEN ARG https://cyber.ithome.com.tw/
2019 EEETASBAECERM—ESUSEFEELHS  R—
ARV 2019 EEE L KE (CYBERSEC 2019) T_J'Elt =45 180 KDL ERIEY
BREEEMMZEZEY  BRTAMARBUNELERHERT -
IRHBIE 180 EELZZTHMNERE - RE 80 YU L HRHARETNE
ZHBARMN - RT7TEENELHR  FoHREEEETMER
6,000 I EAE EETRMN - HEEZEARMK BRI TIENEA -
RSHEMNKEEFEE—A - E—HAENDERE—EZEIJMUBEUN
v'miéﬁ%u¢Hiﬁaﬁﬁﬁﬁﬁ@%mﬁﬁﬂﬁoxmmx
BER  EREBE - EBEAL  AFMACEAES - HEUDEEM
—EELEENTEEARKEER  FNEXEEEMD - R
H o HFARXRTRELEHANFTLAMT K EETREHLH
BEIHE mpE TREREENBAMAEENHE  HEEEZRHSBMIT
K BUEREMRE FHREMERE  FREUBRHBELHNE
SRR -

® 2019 EEELTAEH

vV BERAREER
ﬁmﬁﬂ~$%mg~§%ﬁ¢~mﬁﬁﬁ—@@$

MM EIRES - ENBRIIHEEE
g%ﬁ%%—i%ﬁﬁﬁﬂ“

EEERELU  RABHENEBEHEEN

BEAFAENEZRE  AVNKIREELERBERE
REBEHBERR  BEELBHEEBERNNE

mE) EE}

E

AN N N NN
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Black hat 2019 Al A=

SHENNFR | 2019/3/26 — 3/29
SEENMEL | RTIEREZ D ER L
SEEIAGIL | https://ubm.io/2zZu87q
blackhat ASIA -t ¥E M HERBRBK - UREXENTELNARER
FE#% i
® Dlackhat Asia 24K E(Cyber Security) BXZZHEBREE  RBEEBHELH
Bilfk EXBYERIEBEERRET  RWSIZEBUTHE  BEEZTA
RmBEERIER - WEW“E%AEEG°
7E'JEEJII S REEBEIHEEEE  BE "TNEBEREES, &
BT 55 R T M
MMEREBRBATIER - IBFBER - £ PR - TASEEHE
% o
vV DHHBERRKREZW LA  DACEMRERASEZINEREREE
BE -
B EREZEBriefings)-EERIKELERX D AELEEHMBRAE
o BIHRE: AR ﬁ%’“%%ﬁ’fﬁ?ﬂ)\%?%1?—(—1lﬁlﬂﬂﬁﬁj(ﬂﬂﬁﬁﬂﬂ Z2
RN EREEBOTES ; BARTTETERALEE - HPABES © 105 &
Andorid ~ EE¥E 4% - MIBIA - ERE - INERF - HD@%%L% =t
SR - ERELERSE RN ERE ;
® 20190 FEAMEARS IR E EEFAA T ¢ https://ubm.io/2rN2NRq ( SeEEETEET
2019 2 B/A )
® 2019 FEREMETEHE . BAEALTE BHE  HEBEEIH/SHRE

B A E (Business Hall) - 2 EZEmmEEERT AHSNBEEFEES

Infoblox °e° @QUA"YS ANnomaLl  |iackerone

CONTHOL YOUR NETWORK

Se efficient iP° =) Lockpath @ eleamsecurity W [ casusmieo

z*z

BE - BLROEE  ER/AER - BEME - ABRZE -  BE - =
R TEeYE  ELRHREH - ¥oliE - IR
2019 FIE1ZREM :

rf
wolf
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2018

[ER 60 E - [SHER - EE - £F - BfF - EXMNEEBRRRARES

ERERIRE
A 60 EEZX - #8318 2,200 BEFXEALTHE - XE 88% - =B 6% - BUM
3% ~ FER 3% °

&5 57 RELZER - 2Bt 33 HBEXEGW - 10 HHEIRE 30 BEME
R 18 REIFRIRES L -

ZMESE © M Tech! ~ Netpoleon ~ Westcon Comstor * Pacific Tech *
Quantiq International

B2 R1# : IHis ~ MSD International Gmbh ~ I RIEEE - FREEER
ERIARFE : 2C2P Pte Ltd - Allianz Asia Pacific * FinlQ Consulting Pte Ltd - X
AN+ BRAT]

B EAR 75 : CommzGate - Ericsson Telecommunications *~ ZE & i il B R A
5] - LGA Telecom Pte Ltd

E &M AR #% . CTC Global Pte Ltd - Deskera Singapore * ITOCHU Techo-
solutions ~ NCS Pte Ltd

HATENL : MR RAEE BELERE WNKENRGEERER
&~ FNE A ER

EINFLEE © GarhiJapan - —EEH AT - —ZERE - KEEF AT
NEEBEESPE : DSTA - Jupiter Protection Pte.Ltd + MINDEF - S-fifteen

Space Systems

& &fl & £ :Attila CybertechPte Ltd + CDNetworks Singapore * Horangi
VenusTech

2019 B XEMZEwmEBERE

EEIESIE

2019/5/8 — 5/10

EEN R

Sttt ERERERE

BN AP NG

https://secutechinfosecurity.tw.messefrankfurt.com/taipei/zh-
tw/visitors/welcome.html

EENEE

2010 EE+/VB(F) DAL HEERES - (ERA) 88 . BR=
xR
A% -

EZE5 L RNEEHERRARSENLZEZEZE: 8= 1 BEAR
BRI FBHAR S ELFRRCHNERY -

A AR USHEMEEHENLZEAS -

BE . RATENTEEESEREREN -
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o Ruily : FrALAREIREERE - BE -
3KimiE - 10 ERAHRE LR - 50 15E:E + HAIRR -
o ELEBAHM :
v EZEEEER (Security Management and Compliance)
v #BREZE (Cybersecurity )
v  ElfR#1TE)Z % ( Cloud & Mobile Info Security )
o ELEARIRLLEA
v EZEE : Infra Security * Endpoint + Application Security + Wireless
Cloud ~ Mobile Security ~ SIEM - Incident Response * ldentity
Management .....
BR  EBEXEAEMEMSHE  BRRAMANEFSERESmENRE -
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%3 E - 2019 F 1 A EHERA

RPLEBHZEBABE SIS - BE - ERERSHAEWNELFEEER - 2019 F
1 BIEEHET 75278 £ - U NRSIEMAETEIE - DAl BBRACRATE - B
HematE AR AEREE -

BERERTESSEERERNESH  BREEZRCIENARERE
B Z IP - BARFLETEERE IR - NE 1 R ; BRBZRATER/A
POFMEEZERT  StHRHSHEEMERX ZEBMRE - WE 2 Fir

RWBARNGERASARPOMMBEENBRS  SBERERASE - WE 3
T o
FHIRIRA T E
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RPOIHRERE  AAEEEEHAZEZRREBHINE - KRB Z2EH
A EERMhERREREE AEERE ZIRREBEAFREREL -

RPOHERBUILERRER ZESPFABEN - WETHE ZEE - SHS
BEBUREEMINEHRE  BERETEE -  MAZECSEEXENURR
SETEBIWAS - BraEREBRLD

ICB M ARIPU OIS LER  ERHEELZEUREBEREE PR
BIULHE ZIRIEBIGEE -

B - NP OEREAAEES  FEMREEUABTSNREEGER
BRENKL , FENRECEAR  EREMLEERZRSL  LEMEEM
BwHE  ARZEHBSRELEHFEEMREN - TNERRSHRSESERM -

H-REAEMS  APOTHEHEZREHEMEN  WHECHSR®E

EZEW  Z2ZE2VH 8 AU L=l - WESR - 8~ URBARFIT - I
=2 MEABREZER  URBS5EFALATBASERNKEZ SIS
2B -

o ZEEHL
1.  https://support.google.com/accounts/answer/32040?hl=zh-Hant
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BITEM . S 2ERAESHKEIEZ RO
(Taiwan Computer Emergency Response Team / Coordination Center)

HHIEE : 2019F 1 B 17 H
HREE : M2 s - =IENE - JTZCHE
AR#5ERE : 0800-885-066

& F B4 : tweert@cert.org.tw
B4 : https://twcert.org.tw/

Facebook #4588 : https://www.facebook.com/twcertcc/

& FIR4R LRIE : https://blog.twnic.net.tw/
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