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-scams-rank-number-one-total-
reported-losses

A 2ERFZEASEEZRENER -
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https://siliconangle.com/2019/02/13/
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A ITRFER S B4V TE 2,600 7T - &
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3. https://blog.avira.com/phishing-for-
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I3
N

[& R 2R : https://siliconangle.com/2019/02/13/ftc-issues-warning-online-romance-scams-
ahead-valentines-day/
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BEEEMEE - Bl Facebook EREEBRENERE - —K
Messenger 5§ Sktype S XS/ - EHERZIRAEEMNSEE -

12 Avast it - Rietspoof EfER | [[)5F & 5% R 1% 25 18 M B S F 2R A
BEREABSNNELAZ - BEWNS | BHELS -
EVRFTEERGREREENER 0 BERIZR

e . — 1. https://blog.avast.com/rietspoof-
R ciid At [m] lup =] 1 . -
REFIRPAXRSBAROR | malware-increases-activity
ZHrEE - MH Rietspoof EAZEAY . 2. https://www.zdnet.com/article/rietsp

oof-malware-spreads-via-skype-
FUHE  HILEEENREARE spam/
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34 T9REELHR

3.4.1 B BEREEIASER Apple XA BRERBSRIE Z 2t HI 5l h

g4 Apple App Store ¥t EZ8089 App BHEHERISHIEERE - BH
App Store 1B HBBIEEHEHE - IEEMEZEELIAHEIA
BBy iPhone 2 £ - BI3&EB " EFENESHIGA LRI, -

Apple EMMTEBRR RN | BRZSEHE S EIUNRHAE
4 EZ Apple BRACEAREE | MRATWES - BEERRATW
ETRHURHEANEIRRENEE | ASERREEEELRRL; &
1B &3 K Facebook # Google j& A Ith Facebook 1 Google #2BRES SN 8%
W E-MAETEREREMAT | THREE - Apple RETRE ;
mEmmEe . IEIETAATRE | I8 Sophos B - BEZATRBAL -

HLHE Sophos FE L - FARILE | (AT I EEE B E AL Y R
JETT48 App Store URRIEES - 70 | Apple BUS ST B -
sEANEERECLEEERERE | o FRER:

U REEN A T || psirekeysoptes o
EANEZAR  SERSEN - &

hardcore-porn-and-gambling-apps/
BITEWMING - BEETsEREEE %ET7%A7%91%E6%8A%80/faceboo
N k-reasarch-buy-user-usage-data-

2. https://medium.com/%E6%A2%97-
: eOb44ealb94a

Sensitive Content
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3.42 FiEFED T AIG B B St E2 80 - A iPhone EHIKENE

BEEHKRLE Facebook L9 = iPhone FH#ES 1E SHIE B BB AV 43R
REEMBARZE/VEE -

BaEH KT Facebook = Store th M & Z2 5 R FHERES -
iPhone S4B fESHIEENIERVAB EFRFELZERN Apple ID 1REE
REHMAPZE8/VEE - E0/EE A iPhone % - Z #£BIFI A Find My
ARV social engineering B Z - iPhone FSHEINEE @ RImTHTE FHFH
24980 iPhone 7£ Apple E iR 1% iPhone -
BT ENER AR - 8 iPhone T - RXEEMOS

S €Tt Facebook 1B AS - AR SEBOREZEKES -
BRBEAITAS - WRERTEA |

e e ) o FRIKIR : .
R5I=ZEE LI - #E - SEEKE 1. https://www.facebook.com/1000112 i
#9E& X FHE1R £A89 Apple ID EANRSEE I

i 08704373/posts/739904306393186
2 ABCH iPhone - MIEZI App

e e e e e e e e e e e e e m — — — — — — — — ——— — — —
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Awoertoc

3.4.3 Google M3& % Play Store P EEHNENELEES

Google &
A8 - ZRsy N 2RRVE AR EE M -

HE R EEAM i0S F& - H
Google FEFAEERY Android A/ EE
FRL - BI0_E Google —F¥AR % £22
EBHEEERJE Play Store B9 App i
THUE%Z - ALERARPEESNE
Z @S © Play Store PHEEEET T -
BRAAVEZREEHESREGE -

Google YT F R FIRIERSTERL

Z s _EARAR Play Store 0 App BYEZIEE - EFKIE

BENEEE BB RTHE LAY
55% - M FZERERFE S RIIE N 1
66% °

844 Google MNs&1EE - BT
Android ¥ & F1AHAZE-FRIE T
FLEFE  REBFSILBEEEN

2l . Android FAEFERI 2 N &S
LEARES ABRRERES - LU AR E
S EBRZ -

2 . BRYR1HRL Apple App Store BIf
% BEMBYE ERBEBNES R | o :E%fr—l_@}éﬁ" ____________________

TEEERZARNERIE LR 1. hitps:/android-

developers.googleblog.com/2019/02
HEL PR EEE /how-we-fought-bad-apps-and-
FE -

malicious.html
2. https://www.infosecurity-
_ . magazine.com/news/google-play-
Google "R - EEF—FZ2PH app-suspensions-jump-66-1/

Google Play

Google Jlli&%] Play Store FIZ L FE

55%

RIS RN E
EHT55%

WIS
18T 66%
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BA4AMMMNFHRLAERERRR ? Ut RESFFRIFIR

VRS KBRS 3 ( Oracle ) 8218 - —SX %4 DrainerBot FIESFER
EfE - B TERFZ Android App & - BEEEMEHIERRZE
10GB WERAHE -

BEXATEY - £% Android | 10GB - ¥#3FEREEIMERERNHE
EEAN App PEIR—EESFRNRIE | PRS- GERANNWERER ; 5
DrainerBot 5 - MiEL App W MNE | IMIEIZIEREEFHWEE -
MEOREZE—TER - FEXELH —XEGEAT

NEFRFZLEE T S7A DrainerBot | Tapcore ¥ K E{fi =75 DrainerBot RYEX
f) App - DrainerBot BiETERFEAH | BBH%TE (SDK) - ZAEHES
BHEBET  TEHAZHFEAIN | BEBXERE—ELTEXRESEY
TEBES  ARODESHIEMIRE | BiBE =T Android App ERZA
SHEER - EERERN—TEHAE | W SDK -

_______________________________

A= FFA -
e ERSE A ‘o FHIE : l
IEE S YA . DrainerBot S 1B 1. https://www.oracle.com/corporate/p :

i ressrelease/mobilebot-fraud-
BRfMESESHNIEINERES i operation-022019.html
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BEERERERMRERIEZI ASEBNAFEEERA Triout

I&\lm\iﬂﬂ% ’ f&EE%ﬁ%mE%% °

Bitdefender {51 - FZAEIEEIRA
2 Triout WiESZFBE App © RENE
BEFRLRFEERES Psiphon - S REIAIFCERIL
FEAPFEH Android F# FHIXF
WA~ BREHRE FREHR EEH
BRI 18 GPS EMIREIE -

R Psiphon EXAFPED - &

Bitdefender 151 @ Exx B EEES
R#EZE =75 Android App B /& L3R -
£ Google Play 229 1E bk Psiphon 7
RZEE ; FFPEFETE Google Play &
BORENEIE - B RIS
=735 Android App BIEF FEHZHE
oI 8REe -

o BRIZR

1. https://labs.bitdefender.com/2019/02
[triout-android-spyware-framework-
makes-a-comeback-abusing-app-
with-50-million-downloads/

2. https://www.zdnet.com/article/now-
this-android-spyware-poses-as-a-
privacy-tool-to-trick-you-into-
downloading/

KREBELTE  BEBA—8E
ERFE (ZERET) - BEZ
MENER App BIEIBEADLZESE -
5 9h Bitdefender i - ExXBE
App AMBIHEESRA - T H P 3
R FHILEHGHESEHRETRE
MOl BEtEES -

Android smartphones can be very secure
-- if you know what you're doing.

[8 F 2K : https://www.zdnet.com/article/now-this-android-spyware-poses-as-a-privacy-
tool-to-trick-you-into-downloading/
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ZBIRY Email BAR#5E VFEmail.net 7S HATE 252 2 Sim AR AR TR

IR - FTAEEXEEF/ Email BN ZERIER - AT OIAERLLEIE -

VFEmail 1¢ 2 B 11 BERBEA | ERETEERENRAFEIR -

# - ZATEARBNABER L VFEmail BIEHEEE ? BRI
B FEANLRENENERE | RAEE ; ZATEZE—ERER
HRRAETEIMG - m—ER - | MAEGIP-

VFEmail ERENEFHLAE | e EMFE: 0
st e et
SHEEEATNRERE - ETHY provider-vfemail/ |
AT -MAMBETTERE - | |

2. https://www.vfemail.net/
UZEBEEIEMNE ; BEE—A

INALERT!!!! Update Feb 11 2019
www vfemail net and mail vfemail net are currently unavailable.
We have suffered catastrophic destruction at the hands of a hacker, last seen as aktv(@94.155.49.9
This person has destroyed all data in the US_ both primary and backup systems. We are working to recover what
data we can.

New updates 2/11/19 6pm CST:

+ Incoming mail is now being delivered.
o Webmail is up. Note-mailboxes are created upon new mail delivery. If you cannot login, you may not have
received mail.
* Mailboxes are new, no subfolders exist
* No filters are in place. If you created a filter with Horde, Login to Horde, Create any folders you need.
Click Filter, Click Script. then click "Activate Script'.
» There is no spam scanning at this time

At this time I am unsure of the status of existing mail for US users. If you have yvour own email client, DO NOT
TRY TO MAKE IT WORK.
If you reconnect your client to your new mailbox, all your local mail will be lost.

[& A 2R : https://www.zdnet.com/article/hackers-wipe-us-servers-of-email-provider-
vfemail/
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352 ME—ORIHEL 77 EEREMEHER

MEBRZAN "AZEMB . - —ORELT 77 EEBHEDN - B
¥1 21 Microsoft Edge 1B 28 —HEZI Azure 10T SDK - FHFiEEET
s -

FHNERERB _SMERKIBEL BRI - ER2MEEEES WannaCry
SHENNEEHR - ZHMABIS | F NotPetya Fi2E%8 SMB R - iR
HE 77 BEEEERIREINERKE | 2017 FEMARKR -

HPESIEE - o EmFE: 0

HohEEETENERER . 2 i 1. ?ng/e{g:)rritgll_.msrc.microsoft.com/en
CVE-2019-0676 9 1€ 0cay WA - | 5 R irosot comen
R o R A R R A i 3. hl:tséz?lclm%léig:tﬁggm/articIe/micro
SRS ERE : soft-february-patch-tuesday-fixes-

IERTEIZ—1E SMB i ENEE :

77-security-flaws-including-ie-zero-
day/
B - EfERE o EREERATE

m Microsoft

& R 205 : https://www.zdnet.com/article/microsoft-february-patch-tuesday-fixes-77-
security-flaws-including-ie-zero-day/
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3.5.3 7% 14 £ WIinRAR Z&FRA& IR BE

BREI WInRAR HRIEREEE—BEFECK 14 F - tEARSE
HTESENENLZZRE -

WinRAR 2—EBEXHF#EIN PREEEHITE -
TRERBHETH  AFRZELR £ Check Point AFEERE%E -
o] BEYRAY Windows BB B 28t - WinRAR 17BEUH$ ACE BARERISZ
HAEI WinRAR ASIEWBE—EGFE | & LMERZROERE - NRIRW

BB 14 F2ANZETRE - Windows BISZ 27 WIinRAR £
WIinRAR EHZZ 2 RHER BERRER -
573'\ Mﬁ)’(ﬁ%ﬁéﬁﬁﬂg_ﬁﬁﬁﬁﬁ :. f’é’:ﬂ;}{,},@ :

1. https://research.checkpoint.com/extracti
ng-code-execution-from-winrar/
2. https://arstechnica.com/information-

UNACEV2.DLL - SfEsRAEE ACE ||
: technology/2019/02/nasty-code-

BRAEERETVE - B 2005 FREMLE

B . ELM Check Point 2315 Tl execution-bug-in-winrar-threatened-
millions-of-users-for-14-years/

FMAEEZEXERE Windows ByE8#% | T

WinRAREFR
* pEEmEAEzEewA.
BEEEICheck Point

L
BEoTF AU Windows
RE B R E .

WinRARFEEH
L2
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3.6 - BNIERS A&

3.6.1 Google it & E 283RBZZ ol F A iOS Oday imifE &1 T8

FA BB BN F 2 4t

Google B % [EX Project Zero I ® CVE #®5% :
B CVE-2019-7286

EfFE & Ben Hawkes 15 - FHRERR B CVE-2019-7287
iOS PRYMIE ODay i&Eid - IHEBEE | ¢ Zmwzg -
EFNE 2 F2OERTATERRER m  iPhone - iPad % iOS #£
B ® FERBLE
BRI RRIEAEENBEER TBIEHE i0S 12.1.4 DL ERRA -

o TRIIUR :

1. https://twitter.com/benhawkes/status
/1093581737924259840%ref _src=tw
src%255Etfw%257 Ctwcamp%255E
tweetembed%257Ctwterm%255E10
93581737924259840&ref_url=https
%253A%252F%252Fwww.zdnet.co
m%252Farticle%252Fgoogle-
warns-about-two-ios-zero-days-
exploited-in-the-wild%252F

2. https://www.zdnet.com/article/googl
e-warns-about-two-ios-zero-days-
exploited-in-the-wild/

3. https://support.apple.com/en-
us/HT209520

BEREETERZENIER - i0S B
PEERENMEEMRAI0S12.14 ;
EEMRABRHELE 7 cal IR

FaceTime #5832 °
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3.6.2 MacOS ZiEmE IS E43R -

A% A Adobe Flash Player EFFEZ=

B LW E Carbon Black fE FHIE o =EEMm:
R BT A SRR IE Y, . i8S B MacOS X 10.10.5 & 10.14.3

137 7 &R Shlayer BREEFSHEETE -
1B Adobe Flash Player 25 -

o EERULE :
EE == AEH BitTorrent 48145 - LY

LR (BB EEEM Mac & - SRS EERERR -
WoMBEREGWHEELEREQE B EIEES . B2 A% Adobe
R BEAEL - Flash Player - Mt 28 7 RRFRER
Carbon Black RIAIL 5¥4t 7 5258 #0527 iR Flash Player «
BEENEFANESTRSE - | =wwem . T '

o IRIUR :

1.  https://www.carbonblack.com/2019/
02/12/tau-threat-intelligence-
notification-new-macos-malware-
variant-of-shlayer-osx-discovered/

2. https://www.intego.com/mac-
security-blog/new-osxshlayer-
malware-variant-found-using-a-
dirty-new-trick/

Carbon Black.

Threat Analysis Unit (TAU)
New macOS

Malware Variant'
of Shlayer (OSX)
Discovered

& R AR - https://www.carbonblack.com/2019/02/12/tau-threat-intelligence-notification-
new-macos-malware-variant-of-shlayer-osx-discovered/
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3.7 - BRI ES KRGS
ICANN APAC-TWNIC Engagement Forum
SEENRGRE | 2019/4/16 — 4/17
SHENMRY | EAREREREZED O
SEENAENE | https://forum.twnic.net.tw/2019/

April 1617, 2019 | SAHREERSIL

NTUH International Convention Center

ICANN & TWNIC £EZ#HSERXRAHIE (ICANN APAC-TWNIC
Engagement Forum) - 525 7 A MHER Z @ %R A LB RAHBE A KA -
FEEHE C IP U RARLEEEEE - ETFEARERN  EFEa8H
BEIRARANERG AR ENREAKEENRERS -

EE e ICANN & TWNIC 1 i@EFEaNEN - SEMERN 2 HEHEEANZERFEG
Ao T—EER - —ERE WBET  UEERXRWERII—(EL
BE1E - sUimidiB s T KRS 118 -

HMBERCEWSHE - B T —EHF - —(EREE, HLE%RE

()

The ICANN APAC-TWNIC Engagement Forum is a joint effort of the two
Internet organizations to bring the stakeholders of the Internet together with the
local and international communities to share and discuss the latest topics on
Internet policies, domain name, IP address allocation, and cybersecurity. It is
the best chance to meet, discuss and share your opinions on the latest issues and
know the stakeholders in Taiwan.

It is also our goal to establish a platform for the communities to ignite the
discussions from a variety of aspects of stakeholders and to keep pace with
dynamic technologies and rapid innovation. With our goal "One World. One
Internet.”, facilitating we work together, discuss together, connect together
under the global community as One.

We need you to participate and voice out for the One Internet!
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2019 EEELZRE
SEENFR 2019/3/19 — 3/21

aEtEL | ElBREET L &TBE—E21E
SEEN ARG https://cyber.ithome.com.tw/
2019 EEETASBAECERM—ESUSEFEELHS  R—
ARV 2019 EEE L KE (CYBERSEC 2019) T_J'Elt =45 180 KDL ERIEY
BREEEMMZEZEY  BRTAMARBUNELERHERT -
IRHBIE 180 EELZZTHMNERE - RE 80 YU L HRHARETNE
ZHBARMN - RT7TEENELHR  FoHREEEETMER
6,000 I EAE EETRMN - HEEZEARMK BRI TIENEA -
RSHEMNKEEEE—A - E—HANDERE—EZEUBEUN
v'miéﬁ%u¢Hiﬁaﬁﬁﬁﬁﬁ@%mﬁﬁﬂﬁoxmmx
BER  EREBE - EBEAL  AFMACEAES - HEUDEEM
—EELEENTEEARKEER  FNEXEEEMD - R
H o HFARXRTRELEHANFTLAMT K EETREHLH
BEIHE mpE TREREENBAMAEENHE  HEEEZRHSBMIT
K BUEREMSE  FHREMEE  FREUBRWBELHNE
SRR -

® 2019 EEELTAEH

vV BERAREER
ﬁmﬁﬂ~$%mg~§%ﬁ¢~mﬁﬁﬁ—@@$

MM EIRES - ENBRIIHEEE
g%ﬁ%%—i%ﬁﬁﬁﬂ“

EEERELU  RABHENEBEHEEN

BEAFAENEZRE  AVNKIREELERBERE
REBEHBERR  BEELBHEEBERNNE

mE) EE}

E

AN N N NN
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Black hat 2019 Al A=

SHENNFR | 2019/3/26 — 3/29
SEENMEL | RTIEREZ D ER L
SEEIAGIL | https://ubm.io/2zZu87q
blackhat ASIA -t ¥E M HERBRBK - UREXENTELNARER
FE#% i
® Dlackhat Asia 24K E(Cyber Security) BXZZHEBREE  RBEEBHELH
Bilfk EXBYERIEBEERRET  RWSIZEBUTHE  BEEZTA
RmBEERIER - WEW“E%AEEG°
7E'JEEJII S REEBEIHEEEE  BE "TNEBEREES, &
BT 55 R T M
MMEREBRBATIER - IBFBER - £ PR - TASEEHE
% o
vV DHHBERRKREZW LA  DACEMRERASEZINEREREE
BE -
B EREZEBriefings)-EERIKELERX D AELEEHMBRAE
o BIHRE: AR ﬁ%’“%%ﬁ’fﬁ?ﬂ)\%?%1#—1Iﬂﬁéﬁj<ﬁﬂﬁﬁﬂﬂ5‘22’£\
RN EREEBOTES ; BARTTETERALEE - HPABES © 105 &
Andorid ~ EE¥E 4% - MIBIA - ERE - INERF - HD@%%L% =t
SR - ERELERSE RN ERE ;
® 20190 FEAMEARS IR E EEFAA T ¢ https://ubm.io/2rN2NRq ( SeEEETEET
2019 2 B/A )
® 2019 FEREMETEHE . BAEALTE BHE  HEBEEIH/SHRE

B A E (Business Hall) - 2 EZEmmEEERT AHSNBEEFEES

Infoblox °e° @QUA"YS ANnomaLl  |iackerone

CONTHOL YOUR NETWORK

Se efficient iP° =) Lockpath @ eleamsecurity W [ casusmieo

z*z

BE - BLROEE  ER/AER - BEME - ABRZE -  BE - =
R TEeYE  ELRHREH - ¥oliE - IR
2019 FIE1ZREM :

rf
wolf
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2018

[ER 60 E - [SHER - EE - £F - BfF - EXMNEEBRRRARES

ERERIRE
A 60 EEZX - #8318 2,200 BEFXEALTHE - XE 88% - =B 6% - BUM
3% ~ FER 3% °

&5 57 RELZER - 2Bt 33 HBEXEGW - 10 HHEIRE 30 BEME
R 18 REIFRIRES L -

ZMESE © M Tech! ~ Netpoleon ~ Westcon Comstor * Pacific Tech *
Quantiq International

B2 R1# : IHis ~ MSD International Gmbh ~ I RIEEE - FREEER
ERIARFE : 2C2P Pte Ltd - Allianz Asia Pacific * FinlQ Consulting Pte Ltd - X
AN+ BRAT]

B EAR 75 : CommzGate - Ericsson Telecommunications *~ ZE & i il B R A
5] - LGA Telecom Pte Ltd

E &M AR #% . CTC Global Pte Ltd - Deskera Singapore * ITOCHU Techo-
solutions ~ NCS Pte Ltd

HATENL : MR RAEE BELERE WNKENRGEERER
&~ FNE A ER

EINFLEE © GarhiJapan - —EEH AT - —ZERE - KEEF AT
NEEBEESPE : DSTA - Jupiter Protection Pte.Ltd + MINDEF - S-fifteen

Space Systems

& &fl & £ :Attila CybertechPte Ltd + CDNetworks Singapore * Horangi
VenusTech

2019 B XEMZEwmEBERE

EEIESIE

2019/5/8 — 5/10

EEN R

Sttt ERERERE

BN AP NG

https://secutechinfosecurity.tw.messefrankfurt.com/taipei/zh-
tw/visitors/welcome.html

EENEE

2010 EE+/VB(F) DAL HEERES - (ERA) 88 . BR=
xR
A% -

EZE5 L RNEEHERRARSENLZEZEZE: 8= 1 BEAR
BRI FBHAR S ELFRRCHNERY -

A AR USHEMEEHENLZEAS -

BE . RATENTEEESEREREN -
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3XRiwiE - 10 ERIRERERE - 505ERE + BURR -

AN
) ?CH 13 % ‘ﬂﬂiz'

I2R  EZREMEMLE  RRCHANEFSERES@BENRS -

i AR EIE RS - BE -

—9—'\

&rag(O

s 2 B IRELE AR (Security Management and Compliance)

MRl Z (Cybersecurity )

ﬁ"’ﬁ 1178)Z % ( Cloud & Mobile Info Security )

BB A

22% ;22 . Infra Security ~ Endpoint ~ Application Security - Wireless »

>¢|f}

|‘r\

Cloud ~ Mobile Security ~ SIEM - Incident Response * ldentity

Management .....

DEF CON 27

SEENRSRE | 2019/8/8 — 8/11

. Paris Las Vegas

3 B

A EN IR Las Vegas, NV 89109, US

sEENAgLL | https://www.defcon.org/

® The DEF CON 27 Theme: "Technology's Promise' :

DEF CON 26 was about the inflection point between disorder and dystopia - the
moment before the point of no return. The DEF CON 27 theme, in a way,
responds to '1983"' with new questions. What does it look like when we make the
better choice? What kind of world do we hack together in the sunniest timeline?
How does our real best-case scenario compare to the future we've been dreaming
of for generations?
Extra consideration will be granted for submissions that tie into this year's theme.
We want you to hear about your hacks and research, and how will it relate to the
discussions below.

R EN B

1) Cypherpunk and "engineering out of the problem™. :

Tim May was once quoted saying anonymity online would "alter completely
the nature of government regulation, the ability to tax and control economic
interactions, the ability to keep information secret.” At the time his
manifesto was for "both a social and economic revolution™ and so began the
newly formed "Cypherpunks". Cypherpunks invented cryptography with the
aim of abolishing big brother, but 30 years later we have big corporations in
their place. Large corporations have insured that the 21st century hasn't
come without compromises.
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Crypto-anarchism is still alive and well today in well known examples like
Tor, Freenet, cryptocurrencies, etc. Tell us what you're doing now to
circumvent the future we're living in? Corporations are developing
advanced facial recognition and becoming “the new big brother". Social
media is exchanging a false sense of freedom at the expense of a total
removal of anonymity. The Cypherpunk ethos will have to adapt now that
we have merged the "instagram-able™ life, biometrics, ML, 10T, and micro-
targeting. To build a future that doesn't limit our love of modern technology
and socialization at the expense of freedom will require decentralization and
anonymity technology breakthroughs. What are you doing to engineer your
way out of these problems?

2) "Keep InfoSec out of Hacking™ :

DEF CON wants to support the culture of hacking. Between the TV
interviews and the assessments we are still the same people with funny
names threading the eye of the needle to make the next breakthrough.
Hackers have become mainstream, seemingly to leave the underground to
make a "legitimate" living. The industry has developed policies for ethical
hacking, multimillion dollar pentesting orgs, bug bounty programs, and set
the foundations of security for behemoth corporations. Being paid for
hacking was the dream, but now it is an industry unto itself that focuses
predominantly on enterprise.

DEF CON is a hacker con, not an InfoSec conference. Hackers are more
focused on the joy of discovery, irreverence, novel if impractical
approaches. InfoSec is more focused on enterprise, frameworks, and
protecting the interests of share holders. There is great value in both types of
content, but our con is a hacker con by design.

Activities that enable the hacker mindset and demonstrate how to master a
certain technique are always going to be selected over a great enterprise
InfoSec talk. DEF CON has always tried to provide a way to amplify the
work of hackers, to create a venue for research that allows for others to
grow. The idea that technology should be free was written into the subtext
of "The Hacker Manifesto™ and is just as valid today as it was 33 years ago.

3) We want the computer from Star Trek, what we're getting is HAL
9000. :

At DEF CON 24 we hosted DARPA's Grand Cyber Challenge, a challenge
to the innovation community with a $2M prize to build a computer that can
hack and patch software with no one at the keyboard. This was a lot of fun,
and yet there were whispers among us of a future where artificial
intelligence will render some human jobs irrelevant. We can see ourselves
approaching an event horizon of automation. This technology is not without
a price, but how do we get to the utopian world where we ask a computer to
make us a cup of earl grey without landing ourselves in a black mirror
dystopia? Engineers are developing smart home devices with disembodied

34



BEEEAEGEHKEEBHRA PO
m Taiwan Computer Emergency Response Team / Coordination Center

voices, while hackers are quick to shout tropes of "NSA listening devices".
Is the reckless misuse of technology leading us to a dark future? What can
hackers do to help achieve the sunniest timeline?

Above are some suggested topics that loosely align with the theme, we
consider all talk subjects. If your talk doesn't fit in one of these topics don't
worry, the suggested themes are just a starting point. We've dozens of
speaking slots, the tracks will be filled with a clustering of subjects;
hardware hacking, lock picking, mobile hacking, reverse engineering,
legalities of hacking, and more.
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(Taiwan Computer Emergency Response Team / Coordination Center)

EHIEE : 2009F 38 128
HREE : M2 s - =IENE - JTZCHE
AR#5E&E5E : 0800-885-066

& F B4 : tweert@cert.org.tw
B4 : https://twcert.org.tw/

Facebook #4588 : https://www.facebook.com/twcertcc/

& FIR4R LRIE : https://blog.twnic.net.tw/
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