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47 600 &~ [EIA MAC firdlt - Rk
REHESIRAETIR - REHE
IR IR ORI ERBEREALE P (http
s://[shadowhammer.kaspersky.com/) -
SHECEREEEEE - @ -
tEE 1= ShadowHammer B9488 T

H

B (https://dlcdnets.asus.com/pu

b/ASUS/nb/Apps_for_ Win10/ASUSDI
agnosticTool/ASDT _v1.0.1.0.zip?_ga=
2.20570680.1823363715.1553584600-
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BEIUE "HAHKRE, GEP &
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IARAE - BRIEFREAREREE Y
R RBEXNARREEN 58
WEEH  EHETEERERATEH
R - FAEBBEMEEE T E L
P BEABREE -

o IR :

1.  https://securelist.com/operation-
shadowhammer/89992/

2. https://www.kaspersky.com/blog/s
hadow-hammer-teaser/26149/
3. https://www.asus.com/tw/News/ls

yIB2Q5VNIN1Y 3w
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DNSSEC
FIBEIZEE K EDNS ROIEE - % 7 M DNS TMEZA LA TH
DNSSEC Za5MER=-IEEMZEIRER ;| B - B Y DNSSEC Rl -
1. ERSEE M (Data Integrity) : WLE—2R - oI LUKEE /> DNS HH 7 5%
EARIEINERNZTEN - REBDL SRE - RIEFEHENEFZE - &
ANTEE-FETEN - a8 HAZEEFEZCHMIRE - R
2. KR OIEREE M4 (Origin Authenti- | B&EHEBEE /O (TWNIC) Z5EH

cation of DNS Data) : EREMNNFTE | HBEMN  #EER] - PEEE - oo
Z /R IEHEZ DNS # & E#/DNS fal iR A 1S - pchome ~ FMEACERE - &
- MIFRBEIBOATHREL ZRE AREFK - Neustar ~ P ERERBHALE -

il WEATER Z RIS - Gandi SAS  Key-Systems GmbH % -
3. OIER:E 2 ATZ1E M (Authenti- 1925 L1 -3 DNSSEC AR5 - #3fp

cated Denial of Existence) : TEREFH | RKREEZHBERELSEKFER
ZUWE T ZAU/AIIEAEE L AR DNSSEC @ SERE#HE—ETEE
OJ3%38 NSEC 1T858 - B8z A ZEHTESMAE - ABERAEALTH
EEAEFE - MIFEMAER - ¥ BEEEBAZOMERARRE -

o ERIIR :

1. http://www.cc.ntu.edu.tw/chinese/epaper/0022/20120920 2206.html

2. http://lwww.myhome.net.tw/2011_03/p03.htm

3. https://www.lijyyh.com/2012/07/dnssec-introduction-to-dnssec.html

4. https://medium.com/@sj82516/dnssec-%E5%9F%BAY%E6%9IC%ACYES5%EY%
9F%E7%90%86%E4%BB%8B%E7%B4%B9-65841439d0a5

5. https://blog.longwin.com.tw/2019/01/dnssec-dns-sign-edns-check-2019/

6. https://blog.twnic.net.tw/2019/01/23/2286/

7. https://blog.csdn.net/star_xiong/article/details/40429457

8. http://net.ndhu.edu.tw/~net/DL/20110330.pdf

9. https://en.wikipedia.org/wiki/Extension_mechanisms_for_DNS

10. http://dnssec.nctu.edu.tw/images/DNSSEC/DNSSECtech.pdf

11. http://www.myhome.net.tw/2011_07/p05.htm

12. https://www.twnic.net.tw/dnservice_company_intro.php

______________________________________________________________
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11
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F585 - BANEEERZSH

5.1.1 ZEFEMZF DDoS B EFE X 85%

£ FBI Y& MEEARA 15 @ "% DDoS . #ih1E - XFEHNEFIK
DDoS WEERE A 85% °
BEZ B NexusGuard B2RMAFTIH | B AKBEEH KB -

& LT EIE 3K DDoS WEEMHH ABZEBUTES  #HAREE
£5E  BRBEKRERED - 7T DDoS W ERE VT - BERZ
DDoS /P FE - SEHMRER | DDoS WEFEN—1&E - botnet

BAREREERFRE T 15 EEE | E1THW DDos BTN ER - WE
47 DDoS W EMAIL - ELEMILMA | ERTARREREE -
15 10,4 35 B S A B RIER ERIZRR
- . \ o A G 4 1. https://threatpost.com/threatlist-
RmaEL  SEAENESE ddos-attack-sizes-drop-85-percent-

UEES 2014 F#E . B/AESE T —+EE post-fhi-crackdown/142907/

o 2. https://www.nexusguard.com/threat-
DDoS W% ; M7 FBI HKEELMAE -
#ESH) DDoS WEEM - AR

°
)ﬂ]]ﬂ

report-q4-2018

DDOSIBRAHE5% - TP

FBIFR15(@ [{0ZDDoS| £EsatBars.
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USB flifl - EE—ARFRANE Z &R

REGRABEEABNSMFRIEL - Bcf USB C EFIENE
RECHER  R—RBNEZEBIRIR -

MAIRBHNEZMREAS - HAl
ERBESEAAREL R E L5
RIFRWE ; |MERD HATRLRE

S8 E R USB ALY IOMMU (&
HAREREEEET)  TARRTEE

BIEHEANREER -

R AE B —T% Thunderclap
ROl THE - ARMEAZRIE USB
CEEE  HBREBINE , EREE
BS&EBEBB USB 1B - |BRIMERE
BHGROIEEIE - IR ANZRFEIFE

Windows * macOS -~ Linux £1 FreeBSD -

MEAEREL - FFZEB USBC
EENEE - HEE ' EERERER
B, (DMA) BE] - BESUBkIRIFSR &

14

mEE - FIEKNERCERE ;

IOMMU BIERETE R - MEEM LR
REREFIRERF oM RIEASR -
VIREZERIETR © RIMZRAERT
Z BN ER oI IRRRR - E2EEZ

R Y BEEAMWBRARIEN -

MRAEEEHPEES BN
Fa4 - DLESEWRDER ; EE
BEENE  BERREECHER LA
AANRBEEERE -

o ERIIR

1. https://www.cam.ac.uk/research/ne
. ws/most-laptops-vulnerable-to-

: attack-via-peripheral-devices-say-

: researchers

' 2. http://thunderclap.io/thunderclap-

: paper-ndss2019.pdf

SERRRWUSEZZ
A\ A
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5.2 BIRBFAESEZEN

5.2.1 ZBIEMREFRFFE AR Citrix EB% - 6TB X REFPIRRERE

Iridium 2 BHBE2FEFRA—1EEA "BBIERINE L (Password
spraying attack) B9 X AR Citrix ; EBARNENA—LEEN T8
AR REEHBAR—BEPIVZFSIRSR - oJRUERIEN

B LM Resecurity BRI EIE AR Citrix 12 HEFZ =B ATE
H - ZEBMURIR—RA ik, (Iridium) | AP ARBEEENEZERRE - EE
HFERRZIEER - AR 7 ZEEEI EinFHER - FILUSERESEHT
FFEEANI - E B - AT AAANTE - SN R ER O gEE B EE -

HE BT EEIRRIFZ AR Citrix -

BIREIEY - Citrix 2EXEHG

EREAEEZ! Iridium BZA ; BR 7 &

o ERKR :

1. https://www.citrix.com/blogs/2019/
03/08/citrix-investigating-
unauthorized-access-to-internal-
network/

chain-the-major-target-of-
cyberespionage-groups/

3. https://doubleoctopus.com/security-
wiki/threats-and-tools/password-
spraying/

Citrix ETHEAFASE -

BIRAEIRE . Citrix A ZIZ 6TB
NHER O REEREREE ;
ZAMLEEBRASR

=5 - FBI W ESF —FA/NHAIE L2, https://resecurity.com/blog/supply- :
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522 IlEEETE - ItRREHENEEEEBEEEN

STANIIEEKEER MASTEHEBS - ERABEAILEREK
ARANGHEEREBNERIVABINETE -

MAORHME - T—FFH - 3b
RRREAMEEE - BB MEMEF
WARKR - WEEFRZFEMETR

RUE  E2H/I|ZTHBEM AR -

EZ /AT McAfee IIRIEY - B
2017 FLUR - bR E R Al B
BPAEZBEEMBENIRT - AHS
¥ AHEMEH RS, AMELBEG

EREEME  WETHRIRBRD -

McAfee IFFEANBZBIZAILTER
EEANER:  EENGEEILLR
BREUNEEEATFREMERATT

RITTAR - RRATZE—BRUL -

2= H AR i RN OREEER
A E MR - HSEEZERTNA

MAEBETHE , REBESRXFENH
EEEALN - KLE - DUREERR
BENTHAE - MmN - FEE -
RR - FHIER - #5
B RR &8, EEEREHN
PRIV EIRER -
EERERABELATINERNG
ABRRE - BEEWER - ZEREINL
BRmMAESSEEE  AREEA

FE I RZAE BB EMNEZVE

=2
= A\
= H

o IRIUR :

1.  https://www.nytimes.com/2019/0
3/03/technology/north-korea-
hackers-trump.html

2. https://www.thesun.co.uk/news/8
555223/north-korean-hackers-hit-
us-european-banks-trump/
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5.2.3 Bl 2R BRI PR S P R PR B

DEZIRERE " HERIE  HARM

SMEMERETES - EhEREERZ "HEEIE . (Supply-
chain attack ) - IR¥zEEFHEESEEEAEPT -

BL WM ESET 5FRMFEMEE | ESET RIAEREBEHEZLA Winnti
o SMBERERBRLIRZIE | AEEE -

THEBWE R - 2V BEMEE BHREREE N EREREM -
By —EZERTE  RHAZAEDH | AMECEBREPHNRSEEE ; B
BREEARRELN B2 EREIBERE -

ESET &5 - = EEZ 52 AR 12 _;__félﬂ:_)‘ﬁi_liﬁ_ﬂ,—?_: _____________________
BERIFE HAZEERAEN
BAFE - BEATE—E%EF -

FEARAB—%M HEFE B
B ENWESH - & 2011
FEEEE ; B Kaspersy £ 2013 & Err]zti?ﬁ::;rl‘agtg'igenCG/SUPPW-
| UHEMZASS "Winnti, o |T T

oL https://www.welivesecurity.com/20
: 19/03/11/gaming-industry-scope-

: attackers-asia/

' 2. https://securelist.com/winnti-more-
| than-just-a-game/37029/

. 3. https://docs.microsoft.com/zh-

: tw/windows/security/threat-
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5.2.4 PEIFRZIRERE APT40 SHEBERRETHIERZREE

BELZME FireEye BRWE - sFAEEPEFZIRERE APT40 RIBX
ROIARPN  GRVERZEEETEZEEZENF SEHAKERE -
FireEye TE3REPIEL - APT40 £ | TEIBINEZRMERER - 1 EE
ZENHERE  gF1RE - B TE T, HEBEXRERGER -
i IZEMAREBMREN - BRNENS £ FireEye TR ISP - B
BLEEBUNESENEHBNEEER | #7177 APT40 ERANZEREFIE -
MROEL  SBRENEULR :;__;é’_ff_riﬁ:)?" ____________________ .
HAFEBR  S¥HA T—a—, | 1 https//www.fireeye.com/blog/threat :
: -research/2019/03/apt40-examining- :
BFE  BIIESRIEEE - ERURS - =R . | a-china-nexus-espionage-actor.html !
L2 https://www.infosecurity- :
BE - JERE - BRkA: - ME D |, magazine.com/news/chinas-apt40- :
9 N : group-stole-navy-1-1/ :
Sifae - wmt o EE - EmEE . |- T
WmEMIEL - APT40 BR 7 LIBZIE
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525 HIEEZEEETHEREEEEA AR KE

BREZH—TLtEZEUEER
HEZEZESERY  ZEBRAAENERENE - ZIEERIRB P
Bl L B B RO RZ IR T EE -
RIBZ BIERE - BlSE 4 ZHE-TtELATERRUEER ;
17 HETHRAAENEE - HERE | 2FHN—SEEURZLR 7T t1+8

PEERRE P ERERNRE - EBE - ABHEEZZRIR - BLE
NEEZZEREMEX - mi BERTESRAERIANEE

Ed - BERETHABEREFNEN DRI ER G R EEEZ S

EREANERAR  BEAEEE £ HZE—m AT EMBEAR - m

MEAOSEBRNIREASZD - BERHEMEANRETR ; BEE

MBS - BERETE " AR B FUER - EBMERS AL
AXRZE - MESE/NGEHERE, ;| BREREER "RBREN, -

== £ 3 = = U 1T A s I |
MmEBRftht A EEELTANEN o THRIHE -
SEHBARLEIBRET  E2E 1.  https://www.bloomberg.com/news/a

I
. : rticles/2019-03-12/indonesia-says-
RKEREREA - : poll-under-attack-from-chinese-
I
I

, e . russian-hackers
HEEZEHA L ERBRRHEE

2. https://www.reuters.com/article/us-
HEEH - HEftstEERENETR

indonesia-election-
iIdUSKBN1QU135
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5.2.6 BEABEUGFHIEEREE A RRBCIREGE

EEHriE I AT HEEA A I8 B AUk 38 IR E R EHE A IRBERC SR 8RS - TIEEE
BEEARE -

WK EEE FHNELRE Scanbox @ JEEEBXMBEDtT AR
Trustwave HRETZERMRIHESIEL - 7% | Scanbox BEINER - HP=nT7 &

ATBBEEFBISBREERE | WATEAEN -

p=]1g

MEHNBEBTT# - B2 EE Trustwave f5i - BEZAMPI BN
NIZIRECEREES RERMBER - BICLBWRIEIE -
WEELZAEREANZE M2 A5 A H) Scanbox i RIS ER -

Scanbox - FAF—BESEENANL L | _BRREIMNERERFEERILD

ZE A - Scanbox B9 Javascript 2L E EBEEEE -

WERPHERESN  BEERNE | ¢ e 000000

FSFIFT A28 - Scanbox BFF % "5

HERIARZ , ( Advanced Persistent

Threat ) B2IRAMEANEE]EE -
ZAAIE TN BE E B HEEHTIEE

HREREE BN PFERE - Trustwave &

E-H_HEREIRZIEBEEA

1. https://www.trustwave.com/en-
us/resources/blogs/spiderlabs-
blog/attacker-tracking-users-
seeking-pakistani-passport/

2. https://www.trustwave.com/en-
us/resources/blogs/spiderlabs-
blog/bangladesh-embassy-website-
in-cairo-compromised/

e e o e e e e e o e e e e e e o = e e = = e = = o e = - - -
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5.2.7 KR ERFE AT Norsk Hydro BENBEREEE - EUILFEEE

FIKREH—B _MNEFATMEEES - 1t 19 HERZIRHIER

ERZIRIE - BEEmEER K BUIBFEIREET -

EIREE— ] HERFEAST EAER BETHWEFRAER - FH
&8 = (Norsk Hydro) - IRARE (19 SR E B INIBAR TS A8 T 1F -
H)EZZZ0EBIRERENE ; B Norsk Hydro ;8 BE =S REZE KK
Al A BB B EMR BIIWBRA - B8 AR AFALZZEWNES
@R mEEF W BRI FEIRIEE st ; R RETERIRATEZER -
- EEAMIEEAIERERF - B T=NHED - BRIEEERS

M Bl % FF~ - BE Norsk WHEMIERIERANER -

Hydro B 28322 4 LockerGoga -
T M LIREEERE ; —Bhs
BNENEBERZSWNE @ SEEIE operations-after-extensive-cyber-

attack/

. :

! I

. :

! I

: |

! I

zz = E i =4 ! i |
B NEHREN - L2 https://www.reuters.com/article/us- |
|

. |

! I

. :

! I

. :

! I

.

o ITRIUR :
1. https://www.zdnet.com/article/alumi
nium-producer-switches-to-manual-

" SHE norsk-hydro-cyber/aluminum-
LockerGoga % Norsk Hydro 355 producer-hydro-hit-by-cyber-attack-
WEEHAER - BT ERE AL shuts-some-plants-
iIdUSKCN1ROONJ
M= B EE T i A BN EE 2 3. https://www.bbc.com/news/technolo
2 gy-47624207
S BATIMASEEAMER RGN (oo T T
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5.2.8 LAB#MERREEENIESEEERFEANT - SR EHEZRHER

MELBZES (Norsk Hydro)fa 2T - EEKERENESEBEIRE
LockertGoga WE - EREEMNZEER LT EHER - BRIE&KE

SREIESESE -

REBEEBREB LT ZRAER - - EREHER -
O ERA—EMNENERME 1% ZDNet 2 - HEEEEIRSE
ELIE®E  KEDFEBCOEKELR RERSPBEUENAAIRK - 5T
BAE - BUTEET ,; HEPEEAEERMHE

REEERENREEEESNM | MAEBRNEW - EHONIBKRE
BRI RNE EEKEN R A AEERIREEE - BRBEGEE -
£ BNEMOEEEMNEERR | o =www.

o ERIKE :
FmE - WEBAVEMNRMNBEFH 1.  https://twitter.com/NorskHydroASA
BRI -

/status/1110521624703524864
2. https://www.hydro.com/nl-
S NENE SR A B T SR T B 4 nl/media/news/2019/update-on-
MEED - 2 ESASEXKEMN
2R - NOVHETELUREZAEF T

cyber-attack-march-26/
3. https://www.zdnet.com/article/norsk
FARBRIE 4 ; Ea&%?ﬁf‘f‘ﬁ E NS
. it -
i'é’#ﬁ %

-hydro-ransomware-incident-losses-
reach-40-million-after-one-week/
ﬁ%ﬂ&&ﬂmmﬁm@&#mﬂ,
Botthe kwmER

*A—\
N VS

e
* & ##
L
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ZRBEEARENRMAICER

REFZEMRRAERS - LA

EMNPEFEZERR - BERNE
[HIRAZERR

& - oeEH SR ERYEA S %

LBEHERREPERERD
ZREEFRFENKINREE ; —
EEREE -

£ X L% Z B & (National

REBIR AR EE L

Security Advisor)iX HRT2& R T =R

RBEMBEETES

A HEARRNER

SRREEH | FE TR -

BEERAER
e EREE

5o MEPEEER/NTIEREMK
MEZMERENLE "EFERERZMR
EREE, -

BERDL - AERRERRTW
RERBABFANZSEALEESR
BDRGUR - LA BER K RE R
OIsRZH ; M A BIRRIEE LR
43853 -

o : | :
2 o :;g *%T:}‘% & i f'fl 2 =

EDNIHBUIEER -

U

S&EYTIRAZT RS - BN
EREMNBEERERENELZE -

o EHITR : :
1. https://techcrunch.com/2019/03/28/u :
k-report-blasts-huawei-for-network- |
security-incompetence/ :
https://assets.publishing.service.gov. :
uk/government/uploads/system/uplo !
ads/attachment_data/file/790270/HC :
SEC_OversightBoardReport- :
2019.pdf :
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53 #HERIEERIN

5.3.1 Facebook # o IS N FI12 R EEUE R P2

Facebook #I5IRZFER—BE IR NMZBABE A X FIEREEERAP
& - 1 B{E{l Facebook AR AIGTIZE -

BEZ M KrebsOnSecurity 2355 | R ERIEZEFNBE
Eis - f5HE 2012 LR - Facebook Facebook %7~ - AT EARF EIBAI &
ELARNNZ AR 4L S PR R T EUE {84 Facebook Lite B12]E 2 Instagram
RAEBERATIAEEIRES L ; AEBARBEFHER B EEER -
& Facebook & ZIRE - ERRVE R A R8¢ EE Facebook
Facebook ETHRREERAVERAASPIE | Twitter A Github th&EREZE & IARTS
- K8 _EBEI/NE Facebook BEH | BHARE -
BWLIPISRES - ME Facebook —_ 8 | o wmwms: 0000
BB T190]17H » A48 Facebook #04&
LR AZ@IMRL -
KrebsOnSecurity FUER St I5H -
RIZFE R Facebook T ZRIE R FENED
B BRBEEFHATEBBL || 5 nioslewioom heomiews/2018

PTE R ECEREE SRR . | /03/keeping-passwords-secure/ |

1. https://krebsonsecurity.com/2019/03 :
[facebook-stored-hundreds-of- :
millions-of-user-passwords-in-plain- :
text-for-years/ :

2.  https://arstechnica.com/information- |
technology/2019/03/facebook- :
developers-wrote-apps-that-stored- :
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5.3.2 #32IRFE® GitHub # Slack ETREM N ESH

EZMEEBENRBRESHEL - ZASWRASRR—B2H - #

HIFEABWNEBA - HEERFA GitHub M Slack E1THREZIZ -
BEBIARXEL  ZRNBSEHE | WEESRERE - EUEBRREE

—REHAN TKAKE,  UHEF | REBAEREEMMHREFL -

EREXREEBEANRERBEINBBARR AR LBHE - Slack F&RE
EEE RN ML EstoEE | KUBRARREERE . THEE
e B ZETERE - E21=2 & #E A/ Slack workplace - Slack

BUERMBBAT - BESE | ASNRGLFBIIAR - GitHub 1
FUF Windows 2Gh—ERMNZS | YA THENES  BREES
I CVE-2018-8174 - EXEEM T | FHHIEREESRE -
BEREMNERES  GOBEA ¢ whaE. '
EHEREN - BARNSEZEA
RS TEE -

EEEEND  BRHEEER
BB HMEBORABERATA ckdooruseogii.
GitHub FIEDISEETS Slack BIAA | s e
o ELE R RS A HETHE

iy W o T\ Y/
4 zw{ . : / Y
r, l | / / | g

1. https://www.bleepingcomputer.com/ :
news/security/new-slub-backdoor- |
uses-slack-github-as- :
communication-channels/ :

2. https://blog.trendmicro.com/trendlab :

v = / ',;fif’/"‘\ g
} X h7
—1 =
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W3C [EXHEZHBELZZE AHE WebAuthn

FIXPERERE WIC ERERILE—BEEMWHEBELZEEARE
WebAuthn - &AMNTFEMREZEZEAPRNZEEALN - MA
AR AR T = A RSREARES -

¥R WebAuthn 2— 28 ABIHY

APl - ST EERZIXBAEIL O E R P E R

TREVE (SR B
) TENRED FIDO ZEHEFE
ARG - EEWARIEERES -

<% WebAuthn B#8LG - A B
TR T HPRIRIEME - E U
BiAZ B ERILE RS EISIRR
WHEE - BEMAPARAZA ; HF
ABBELCRBYENRIEN - 3
EREHEETH -

ﬁ%ﬁﬁﬁﬁﬁﬁﬁ%ﬁsﬁﬂ’ﬂ%

H A Android 1 Windows 10 E#£8
A2 WebAuthn 3232 - Google
Chrome * Mozilla Firefox 1 Microsoft
Edge £ IET0hR P28 WebAuthn
Apple Safari BRIAIEEEF 12 At
AAEL AR AR 38 7 WebAuthn -
o EHIFUR :
1. https://venturebeat.com/2019/03/04/
w3c-approves-webauthn-as-the-
web-standard-for-password-free-

logins/
2. https://www.w3.0rg/TR/webauthn/
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542 MRAERL=RMNEXEMNE

=HNMERA_ENH - MRBERLSEEKRERH -

BERME—HEL 23 64 @858 | Skype * Visual Studio & NuGet -

B¥ - HdEltE 17 (@& E ( Critical ) #E3&FTA Windows ] Office AAF -
FEHNER - KUK 2 Bt HEHRE T7B0%%E % Windows Update EEH&1E
ROEEFT - LREME -

o ITRIUR :

1. https://www.ghacks.net/2019/03/12/
microsoft-windows-security-
updates-march-2019-overview/

2. https://www.us-cert.gov/ncas/curren
t-activity/2019/03/12/Microsoft-Rel

EESBHRIRED  BAZEE | :
i eases-March-2019-Security-Updates i

Ko EERRNTEINFNESE
o e
EEREEMOER - 81
Adobe Flash Player ~ IE 2|E28 + MS 3. https://portal.msrc.microsoft.com/en
-us/security-guidance/releasenotedet
ail/ac45e477-1019-e911-a98b-000d
3a33a34d

4.  https://portal.msrc.microsoft.com/en

Team Foundation Server ~ i{£2H  |' '93_/ S_efu_“_tY'glf'?a_n_cei _____________

Edge #IE 28 - MS Windows fEZEZ 4
MS Office E2 SharePoint + ChakraCore *
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- OJRE B EINEEIE

543 RENREREMBANBEZE

BXMREMFIRABEENE
FElEsFHPLZRENBIGEE -
BEZ AL Security Boulevard
B RAOZILEIRAE R BB
BANBREBBERN ,; EXEE
mAmEZER 7 "EHRREE, K BR
e Z BRSNS ARAIR
BRI

SR B EANBEREBEIRN - S&H

ZiIERL - MERNEBEEE
R IPG 12 - BRY Windows B

Z2WEI - EEEA Android iR -

FF%% ) WordPress A ub R & 2 B
EZHEEBERENBER

footer.php &2 WordPress 242X -

Security Boulevard 151 - =& BROFESIIEAZ O RINEGIR
TABEZRETENRILE - & WREHES  ZHSUEERILLE

‘4=
ZEEARAR LR FRENRE - &
RECHPEERZEIAZSRENS -

RIER "B ERKRE - B
BB R RREIERR (Critical error) -

BUMSH  EATREAENER e mwms. .
(= iEs == 1. https://securityboulevard.com/2019/

02/fake-browser-updates-push-
ransomware-and-bank-malware/

;%%5ETE% f
RiliE - EEL THOREENRE :

A critical error has occurred
due to the outdated version
of the browser. Update your
browser as soon as possible.
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5.4.4 WIinRAR ZRIZHFRIRERE - SHRZE APT WEEH

TR EIRBEERETEREMN WInRAR iEiE - #ACTEEBE - B
MBS ERZRABRARNESHE -

FERIA /O EER WinRAR &£
TRE - BOEHABE  BERH
REMNEIRZERZRABN AR
AEEBWE  HPbEEZEEZE APT
IRHEBENA -

WIinRAR #9338 CVE-2018-20250
FTEZRLIERE ACE EENEXBEX
REMFTE ; MEEZ QS Check
Point AfhizmEEHE - BLIRF A
ZREETHINESH - McAfee 15
&t BEABE—ERN - ZATME

AZBAREERZFENNZESH -

ZomnNEEERRZEEURE

BERENAPFPERAOREREN B & -
RIEBESY BRI P E R - McAfee faL -

HAUNWBF AZHERBENER

ORI AR EE ; B R FREERAE
- 2L —L MP3 183 - (BEF
MBEHATEREARSHIE M
B It#E — AT -

e B8 o B e T e th &R DR 2
BN ESY  HPRELES4ERR
APT B2 BRSNS -

#£5%& Windows BISHPNB %%
WInRAR - FEYIBIE /M B &R -

o ERIHE :

1.  https://www.twcert.org.tw/subpages/
securityInfo/securitypolicy_details.a
spx?id=810

2. https://www.securityweek.com/rece
ntly-patched-winrar-flaw-exploited-
apt-attacks

3. https://www.securityweek.com/winr
ar-vulnerability-exposes-millions-
users-attacks

4.  https://twitter.com/WIinRAR_RARL
AB/status/1100358049993240577

X P RERER 2 A8 A%, & R S M B e MR 3AE,
AR E SRR R AR
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545 2 R/N\EEVHARPENNEARENE - ZHERE - EAFN

BEZMREAEZR—EAZE/\E—FTEME Email IRSFEIJEEEN
BEfE - FEAKRAEOFREZERER - WEH LEAFR -

FAEZHF A E Bob Diachenko | 5l - £H - BAEMER - F=F - 1t
A0 Vinny Troia 2237 - TEA91E AR - SRS - A58E -
Verifications.io 2 h - ZE—EEREAX | F2WEE - BERNE - 234U -2
IV 150GB - AZ BB/ EEHFE | S0HEESE -

189 MongoDB Eift}/&E - )2 B R HriE ABRBRMREEZI - 2
efaht - WU AECFE - AEBAGFINBE—AZER ;

%S & Verification.io A5 - KB | Verification.io th S5 & EH A -
= i Ty e B R = T e T T T T Tmmmmmmmmee |
A2 Email 1THHZFEE ; EX2EHKE o HHRINIE |
FHIBRIES ERD Email BEYER |1 1. https://securitydiscovery.com/800- :
: million-emails-leaked-online-by- :
EERES Email EBLERBES - email-verification-service/ !
_ u s o | 2. hitps://www.wired.com/story/email- :
BX Email b4k - EREEESZ | marketing-company-809-million- !
N N, : records-exposed-online/ :
S EBORAAR - QFEHS . | L
Email stst - RS - BRSr
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- g RS R &S

55.1 ifRAEBNREIN Intel ZEEBRLZZERE - BE#HAS

ZAE] I T $252 The Register $RE - Intel RIEZBRBHAEASHEIRE
SELRmAE - BEEWEE 0 UFBZiREESER - EEFECEERN
MErBER -

== B R Hr 4538 T E5B5% (Wocester ZIBR LURRLZE ; BREIEERSEE
Polytechnic Institute) BB m BEre KB | RIBSREFER - AL oJsEEZ R4
(Universitat zu Libeck) EZM R AESR | FHRRBEA BEERTTREIREEPEL
RMRMESIEL - BEHS "The B 1F - EERERRI R HIRE AMD
Spoiler ;s WEZ®E - M—FEZRAIK BRI L -
SR Intel " Spectre, R - & | o mamao

=R .
FEREBRBINRETENEEE "8 Intel Core Z2 &R B EIEz:
#.17 1 (Speculative Execution)IHEE o FERULE :
EREERE EEREATHEE BRI ARARTI R -

ST EEANEN  TEREEY | o wrzom- ;

B 2R AT EM Javascript BITI %) <[+ 1. https://arxiv.org/pdf/1903.00446.pdf :

o . 2. https://www.theregister.co.uk/2019/ :

MEABRREY - EEREE | 03/05/spoiler_intel_processor_flaw/ |
FRIEESAIRIRE - M B Intel Core —1%
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5.5.2 Windows 10 E2 Windows Server 2019

DHCP FAtl &En H TV ISAYIRE

BZME Positive Technologies & + # Windows 10 B Windows
Server 2019 2238 DHCP jmifil - ol ZEAREFERMITIENS ; BEHA
E#3%3% 8 Windows Update B &4t LUE#ERRE -

ZBEEd - REEUUANRE o FEEMm:

CHENNEZ E DHCP alfRzs - EUNE ®  Windows 10 ZF SR

TSR 17 B0 E A E) DHCP B3RS B Windows Server 2019 & &K
77 B/) 6% AE Al Ea A KA 0

S E IR e L AE N E - 1L o MORWPLE :

B . PR\ 738 Windows Update 2225 ER 2019
Windows 10 B4 =ESUNET ~ o
SR F=REFEHRS -

LWL DHCP BRWBMAmMEL - | .

o ERIKIR :
W O A UL S EE A 3 s |
1. https://portal.msrc.microsoft.com/en
TSR -

: -US/security-guidance/advisory/ :
: CVE-2019-0697 :
ZEAEMMISY  HEEMEKERE X ' 2. https://portal. msrc.microsoft.com/en |
. -US/security-guidance/advisory/ :
BEDEBFEFREEIERE | CVE-2019-0726 :

. 3. https://www.techrepublic.com/articl :

: e/windows-10-dhcp-vulnerability- |

() ARaR ;
CVE #R5E allows-for-remote-code-execution/
m CVE-2019-0697 T

m  CVE-2019-0726
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5.5.3 Google Chrome BIBRFELZERE -

RHARBRERATESIENE - FEEERDLET

Google ZZEZ M A B KX E IR - o FRRYLE
Google Chrome 3| & 23 7 1E F R HE w3 E#7 Google Chrome /5525 =

72.0.3626.121 1 - BB o
a0 12 B2 (use-after-free) Ji)E - B E Of ~ B - SAHAE
1. FAREIERS - M4 E A

EEAREAENERRRRELR chrome://settings/help - % %5 2315 0,
RELS - SRERRNITERREDE - TRAGEEBEEN

2. PhEE TEIRIE), TR EH
® CVE #R3E :

B CVE-2019-5786

o TRIIUR :
1. https://chromereleases.googleblog.c
om/2019/03/stable-channel-update-

o S&Ed : i
Google Chrome 72.0.3626.119(2) | for-desktop.html !

RoE=ERR .

g 2. https://thehackernews.com/2019/03/
LRI AR ZR update-google-chrome-hack.html
3. https://www.ithome.com.tw/news/1
29152

5.5.4 Mozilla Firefox BB R FEZZRmA -
RN EERRNTERERE - SEEERLETERN

RIZE Mozilla BHMLZE M AT | HEol#REFRIRE(Bounds check)iZE
7~ - Mozilla Firefox BIBzHRAIRE | E&BEREUBE - KIHLEEET
A AEESFEESERE - E7F | RETENAR A ZRE(CVE-2019-

)


Eva Chiang
矩形

Eva Chiang
矩形

Eva Chiang
矩形

Eva Chiang
矩形


82BN EEE RO

' l m Taiwan Computer Emergency Response Team / Coordination Center

9810 3 CVE-2019-9813) - WEE O[5 2. B¥AINAN
EEI%EE@%%%?AE%%IEEW%H@ (1) EﬁEf(;%U%:Z%% ’ %ﬁ%%%?ﬁﬁﬂ ! %E

# TERAR L > "B Firefox 4

i - BRERNTERENE - BB S TR RS EE R -

® CVE #5k : (2) FHE "TEWMRMELIEH Firefox
m  CVE-2019-9810 SERLEERT -

= CVE-2019-9813 3. RERFEAER  BOHRK

o TEEMm: P AHRRO AL B4 -
B Mozilla Firefox 66.0(2)UBIMEA |" 0 opvom . T !
la Pl (BIZABE | o s
BIRRZS US/security/advisories/mfsa2019-09/

2. https://www.tenable.com/plugins/nes i

o RAShumLk - sus/123012 :

1. BERRDUBRIAA - BB i

IR - BhE “HHHJ > TER l
Firefox, - OIEEERIERN

Mozilla Firefox &U%; EERRR

E7M -

3. https://lwww.ghacks.net/2019/03/23/
mozilla-releases-security-updates-
firefox-66-0-1-and-60-6-1-esr/

5.5.5 Apache Solr EEZZiREE
AFWNEZERNTEERENXS  BEERERLETEMN

Apache Solr 2FENRBIEHZEX I AEEIR - Solr B9 ConfigAPI
WEERER - Ll Lucene BNERZL | NFFHEBESEE HTTP POST 5BE3KIE
HEITENENWEN - R RES - o jmx.serviceUrl AR - 15 IMX B/
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Awoertoc

ZIEMEE RMI/LDAP IR - FHE
F Sor A2 =0 & =51 I &
(ObjectinputStream) - #E ] 38 212 I #,
TRESEINE -

(1). ¥ Apache Solr £ 7.0 M#&
AR -

(2). EHEABIERT Solr b -
o 3T N AIBEIE

CVE #R3% :
m CVE-2019-0192

S EEm
B Apache Solr5.0.0 £ 5.5.5 hR 7
M Apache Solr 6.0.0 £ 6.6.5 hRZA

BRORIEE

a. 12H ConfigAPI : &5#.17 Solr
TFRMARBEYE - &
disable.configEdit 52 & 43 true

b. F&i SOLR-13301.patch 17 H
B4R Solr - NEEAH

HEYO'R : https://issues.apach

e.org/jira/secure/attachment/12
961503/12961503_SOLR-

13301.patch
E B Apache ER CEt¥ L5530 E c. RARAREERRRERE
HIEEMA - OIBi48 R AR X Solr Ak 2=

BSEL NEZETT

o ERIKIR:

1 B - BRETHEERR 1. https://issues.apache.org/jira/brows
Ht o e/SOLR-13301
REM 2. https://vulmon.com/vulnerabilitydet
2. ORZ#MEMAIES "solr ails?qid=CVE-2019-0192
3. http://mail-archives.us.apache.org/

version 5 T BRI ERMREK -

HhR LIRFERA - oI RE
NAFETE -

mod_mbox/www-announce/201903.
mbox/%3CCAECwjAV1buZwg%?2
BMcVIEAQ19MeAWztPVIY D4z
GK8kQdJADFYijlw%40mail.gmail
.Com%3E
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5.5.6 Cisco =7 VPN iR EmFEZEIRME -

RHERNBHERTESIZEINE - FEEERLETSIE

I E X 2538 Cisco RV110W - 2. IRBBREISENEEHE
— (1). RV110W Wireless-N VPN
RV130W & RV215W = 3% VPN & H . .
Firewall :
SEMFEZZIERE - EERI= ®HE " Routers > Small Business
+h = O . Routers > Small Business RV
MEmZMEERENT AR ARTER Series Routers > RV110W
A BESHER . B IEREY Wireless-N VPN Firewall >
B s s Wireless Router Firmware ; 3212
X I = 7|<-\- Ny == S s— .
BN S O 5 2 B R R AR R 1221 HEBRFESTTE -
B HTTPBK @ EMEEIRNEE (2). RV130W Wireless-N

Multifunction VPN Router :

2628 T Routers > Small Business
Routers > Small Business RV

oD EESRERPITERES -

® CVE #R5E : Series Routers > RV130W
B CVE-2019-1663 Wireless-N Multifunction VPN
Router > Small Business Router

@ Soap=o . . e
SoZ=FEm . . Firmware ; #£1£ 1.0.3.45 & 4&
B RV110W Wireless-N VPN . .
MRARET RS, -

Firewall : ZEEARA 1.2.2.1 DAY (3). RV215W Wireless-N VPN
HIFT B R Router :

B RV130W Wireless-N 8r8e M Rout small Busi
== outers > Small Business
Multifunction VPN Router : &5 e .
52 Routers > Small Business RV

hRZN 1.0.3.45 RIRYFR A R Series Routers > RV215W
B RV215W Wireless-N VPN Router - Wireless-N VPN Router >

588 R K 1.3.1.1 BTEOFF A5 A Wireless ~Router FlrmWfre o EE
1.3. L1 BERAETE -

o BRMA 3. (BEDEYSEEEEETY
BT Cisco =75 D4t ¥ 153252 —

BEhRA - TH%%%%EQ% MERERRR | .

_JZK%J/X"FL GEZ

1. https://tools.cisco.com/security/cent
1. ZEREAIL : https://software.cisc

: er/content/CiscoSecurityAdvisory/ci :
o.com/download/home - B4ZE : $C0-53-20190227-rmi-cmd-ex :

2. https://lwww.ithome.com.tw/news/1
" Browse All , #%8f -
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£ 65 BRMFHASREEH

ICANN APAC-TWNIC Engagement Forum
SEBISRS | 2019/4/16 — 4/17

ShHENEE | EAERBIEEZET 0
SEENALG | https://forum.twnic.net.tw/2019/

April 16-17, 2019 lxlmlum-m:u
on Cente

NTUH Inf

ICANN & TWNIC (B2 W SFERXMAIE (ICANN APAC-TWNIC
Engagement Forum) - ££5 7 AR BEEA RS & A B ERAHRE A S L8 -
FEIEE - IP UM ERBEZESTE - ETAARERN  EREaE2HE
BIRABNERAARLEEHE AEIAEEENRERS -

EEMEE | |CANN B TWNIC B HETANEN - SEME RN HRAEA =%
ATl T AR - —EEE . WBET - WUAESFRER B
AEE - SimE B r R R B -

HHFELCWSHE 5 T —EHF - —EREE, HLE%RE

The ICANN APAC-TWNIC Engagement Forum is a joint effort of the two
Internet organizations to bring the stakeholders of the Internet together with the
local and international communities to share and discuss the latest topics on
Internet policies, domain name, IP address allocation, and cybersecurity. It is
the best chance to meet, discuss and share your opinions on the latest issues and
know the stakeholders in Taiwan.

It is also our goal to establish a platform for the communities to ignite the
discussions from a variety of aspects of stakeholders and to keep pace with
dynamic technologies and rapid innovation. With our goal "One World. One
Internet.”, facilitating we work together, discuss together, connect together
under the global community as One.
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We need you to participate and voice out for the One Internet!

SEENRFR | 2019/4/23 ~ 2019/4/25 ~ 2019/4/26
et —&ERaXKERgZP OMEERE
mENEE | AR5 —IRXEEES
S5 —E IR T 28R S105 BB HE
SE B 4B Ik Ehtrr])q:/:/;\gv;\évL.psg;v;/ire.acer.net/webc/htmI/acﬂwty/show.aspx?
o IEEEl: THRASTHRRE
o EHMEN: PEREENEZEEE
o BMME  REEMBBR)BATRSEENULEEBE
o EiETE:
SE B LIS v  EZEBEREAGILS  BREEAZIEREEEMES
/ 2
v EBZEEEBRAPEES  BRREEHESNTERZNER
v HEBEZEBNZE  ABREEEELENE
v  BEREINEZHE
v BURBTZEEREREZ M © B windows 10 &5
v ERURAHBERBERARIE | BRINERIME

SEENRSRS | 2019/5/8 — 5/10
EENEE | ittt EmERERE
SEB) 4 https://secutechinfosecurity.tw.messefrankfurt.com/taipei/zh-

twi/visitors/welcome.html

E BN

2019 FE+/\E(F) TRENLZEHREERSE
AREEES L
B4 - BHESFBRHFHERHETHARACHNEEY -
o i K PFEHERUBEBEBMNHEERENZEZAS -

o T RATEWIGHEBSEREREN -

® Ruily : FrALAREIREERE - BE -

(B A) R
HENEESHmEZRARTENLZZEE: 85 &

CRR=

R
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3XRiwiE - 10 ERIREZRERE - 5015ER + BURR -
& ELFEHESM
v ELEBEER (Security Management and Compliance)
v R Z (Cybersecurity )
v EiRE{TEZZE (Cloud & Mobile Info Security )
o ﬁ;? B B
v EZHEB : Infra Security ~ Endpoint + Application Security * Wireless
Cloud ~ Mobile Security ~ SIEM ~ Incident Response * Identity
Management .....
BUOS5R - ExREmEMER  BREAMNESERESmENRS -

DEF CON 27

JEENRSRE] | 2019/8/8 — 8/11

. Paris Las Vegas

3 B

BENHRG Las Vegas, NV 89109, US

SEEIAGLL | https://www.defcon.org/

® The DEF CON 27 Theme: "Technology's Promise' :

DEF CON 26 was about the inflection point between disorder and dystopia - the
moment before the point of no return. The DEF CON 27 theme, in a way,
responds to '1983"' with new questions. What does it look like when we make the
better choice? What kind of world do we hack together in the sunniest timeline?
How does our real best-case scenario compare to the future we've been dreaming
of for generations?
Extra consideration will be granted for submissions that tie into this year's theme.
We want you to hear about your hacks and research, and how will it relate to the
discussions below.

mENER

1) Cypherpunk and ""engineering out of the problem™. :

Tim May was once quoted saying anonymity online would "alter completely
the nature of government regulation, the ability to tax and control economic
interactions, the ability to keep information secret." At the time his
manifesto was for "both a social and economic revolution” and so began the
newly formed "Cypherpunks". Cypherpunks invented cryptography with the
aim of abolishing big brother, but 30 years later we have big corporations in
their place. Large corporations have insured that the 21st century hasn't
come without compromises.

Crypto-anarchism is still alive and well today in well known examples like
Tor, Freenet, cryptocurrencies, etc. Tell us what you're doing now to
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circumvent the future we're living in? Corporations are developing
advanced facial recognition and becoming "“the new big brother". Social
media is exchanging a false sense of freedom at the expense of a total
removal of anonymity. The Cypherpunk ethos will have to adapt now that
we have merged the "instagram-able™ life, biometrics, ML, 10T, and micro-
targeting. To build a future that doesn't limit our love of modern technology
and socialization at the expense of freedom will require decentralization and
anonymity technology breakthroughs. What are you doing to engineer your
way out of these problems?

2) "Keep InfoSec out of Hacking™ :

DEF CON wants to support the culture of hacking. Between the TV
interviews and the assessments we are still the same people with funny
names threading the eye of the needle to make the next breakthrough.
Hackers have become mainstream, seemingly to leave the underground to
make a "legitimate" living. The industry has developed policies for ethical
hacking, multimillion dollar pentesting orgs, bug bounty programs, and set
the foundations of security for behemoth corporations. Being paid for
hacking was the dream, but now it is an industry unto itself that focuses
predominantly on enterprise.

DEF CON is a hacker con, not an InfoSec conference. Hackers are more
focused on the joy of discovery, irreverence, novel if impractical
approaches. InfoSec is more focused on enterprise, frameworks, and
protecting the interests of share holders. There is great value in both types of
content, but our con is a hacker con by design.

Activities that enable the hacker mindset and demonstrate how to master a
certain technique are always going to be selected over a great enterprise
InfoSec talk. DEF CON has always tried to provide a way to amplify the
work of hackers, to create a venue for research that allows for others to
grow. The idea that technology should be free was written into the subtext
of "The Hacker Manifesto™ and is just as valid today as it was 33 years ago.

3) We want the computer from Star Trek, what we're getting is HAL
9000. :

At DEF CON 24 we hosted DARPA's Grand Cyber Challenge, a challenge
to the innovation community with a $2M prize to build a computer that can
hack and patch software with no one at the keyboard. This was a lot of fun,
and yet there were whispers among us of a future where artificial
intelligence will render some human jobs irrelevant. We can see ourselves
approaching an event horizon of automation. This technology is not without
a price, but how do we get to the utopian world where we ask a computer to
make us a cup of earl grey without landing ourselves in a black mirror
dystopia? Engineers are developing smart home devices with disembodied
voices, while hackers are quick to shout tropes of "NSA listening devices".
Is the reckless misuse of technology leading us to a dark future? What can
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hackers do to help achieve the sunniest timeline?

Above are some suggested topics that loosely align with the theme, we
consider all talk subjects. If your talk doesn't fit in one of these topics don't
worry, the suggested themes are just a starting point. We've dozens of
speaking slots, the tracks will be filled with a clustering of subjects;
hardware hacking, lock picking, mobile hacking, reverse engineering,
legalities of hacking, and more.
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BITEM . S 2ERAESHKEIEZ RO
(Taiwan Computer Emergency Response Team / Coordination Center)

HHIEEE : 2019F 48 10 H
HREE : M2 s - =IENE - JTZCHE
AR#5ERE : 0800-885-066

& F B4 : tweert@cert.org.tw
B4 : https://twcert.org.tw/

Facebook #4588 : https://www.facebook.com/twcertcc/

& FIR4R LRIE : https://blog.twnic.net.tw/
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