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TWCERT/CC EERRKERR 3 H 15 HERXELZ ARG - TE2EHH
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£ 3 E- -BRINEEERNEH
3.1 BIASNEREER - HBHEEE
3.11 - ZIEEEEEE "WANNAMINE ; HFAUEE

ZEIEHZ 2B (US National Security Agency)i &8 —ETR
ANATER 2017 % EZEBENRIFERSHREEEL WannaCry J -

3

TWCERT/CC EZEEEFR 2018 £3 A


http://surl.twcert.org.tw/aJwi4

IREIEWARRARIMNEZ R (Monero) - BRBZEE
WEREHELE LT -

8
H
e

BERHOR

https://motherboard.vice.com/en_us/article/yw5yp7/monero-mining-wa

nnamine-wannacry-nsa
3.1.2 - NCC #8458 - REZRBAERZE

NCC HEERFRRRUELZIRABRE - RHESERERE

BRI B AR (IoT) BB :E R BRIIRIR  FE It B a2 M IR EE

HE - 155 - NCC MarERERBRAMEMA loT ZEfas il
178 -

BERIERR
http://www.chinatimes.com/newspapers/20180202000321-260204

3.1.3 - ATM I INEE . B3R 7 AMIREELE M
ZIKMA ATM 2 2SR Diebold Nixdorf £1 NCR Corp.
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https://motherboard.vice.com/en_us/article/yw5yp7/monero-mining-wannamine-wannacry-nsa
https://motherboard.vice.com/en_us/article/yw5yp7/monero-mining-wannamine-wannacry-nsa
http://www.chinatimes.com/newspapers/20180202000321-260204
http://www.chinatimes.com/newspapers/20180202000321-260204

BmATM IR WBES - BRRHIERE 7 AZERBHE BT |

BERIZRR
https://tw.appledaily.com/new/realtime/20180207/1293346/

3.1.4 - 38R IPHONE gy IBOOT [R¥#8%% GITHUB & A
38R iPhone B#1F M/ A Boot RBRBEEEK

GitHub EERF - EACREEREE AR iBoot [RiatE P IR TR
A - SHERRBREEZEE iPhone EE S

BERIZRR
https://thehackernews.com/2018/02/iboot-ios-source-code.html

3.1.5 - AR SR R A E B IZRERER

ZEMRAERIR—HEWES "PZChao s NAEEZEE) - &
MR EBEIREUS - B - ABMEEHRS - £ 8% E Y0
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https://tw.appledaily.com/new/realtime/20180207/1293346/
https://tw.appledaily.com/new/realtime/20180207/1293346/
https://thehackernews.com/2018/02/iboot-ios-source-code.html
https://thehackernews.com/2018/02/iboot-ios-source-code.html

ME R ERER R WHBESI T ARV ETT /A - LLAN 2R i 78 HY -
CERESIZ IR A R BB EE TR InEH -

ERIRIR
https://thehackernews.com/2018/02/cyber-espionage-asia.html

3.1.6 - 2017 FMTHECR RS EPEF 7T I5?=HNSA TEE % ZEE
METASPLOITE ZReai&E 5 A

BZM7EE Sean Dillon #& =1& NSA(ERBXZ £ K EN TR
W I 2 I B : EternalSynergy - EternalRomance K&
EternalChampion %1%l ¥ Metasploit ‘& -

MS17-010 EternalSynergy / EternalRomance / ==
EternalChampion aux+exploit modules

v

ERRIR
https://github.com/rapid7/metasploit-framework/pull/9473

3.1.7 - BEZIE - BESHEE - 2018 BARABEERSE

RIBZEECERGERMANZIREE T REBAZEEINSNE
REBRSVOERSHELAE BFEZHEABUGHEN - KI5
@IEA - RAEFIREREA G ATALS -
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https://thehackernews.com/2018/02/cyber-espionage-asia.html
https://thehackernews.com/2018/02/cyber-espionage-asia.html
https://github.com/rapid7/metasploit-framework/pull/9473
https://github.com/rapid7/metasploit-framework/pull/9473

BERERIR
https://blog.trendmicro.com.tw/?p=54355

318 - —BEZHAREIEFHA

EMSERAMAY 2017 BIRFEMEANEREN - 8EH 10 &
TORIREER SRR - B 5 ARVLCAI 2 E BB MR E S AFEER -
BNBRBAREFVNA N SERAS EERNAE &M -

ERR

https.//tw.appledaily.com/new/realtime/20180214/1298189/

3.19 - ZERERPEUMRFBERER ZEZSHRERAZE
ZEIBETREE(U.S. Department of Energy, DOE)iR 2 B 14 BHE
BATP e - R SR AP M — (BRI RE LB A E
(Office of Cybersecurity, Energy Security, and Emergency
Response, CESER) - ZIAZRE B HEEEREEIESERERER
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https://blog.trendmicro.com.tw/?p=54355
https://blog.trendmicro.com.tw/?p=54355
https://tw.appledaily.com/new/realtime/20180214/1298189/

HAEELZEE  SERHEHERANER  UnZFERIMZERE
B NTWHEXARTHELSHETEN - BHRERMESE -

BERHOR

https://www.energy.gov/articles/secretary-energy-rick-perry-forms-new-

office-cybersecurity-energy-security-and-emergency

3.1.10 * RISK BASED SECURITY 2 2017 F£ERE S kS

E L& Risk Based Security A% 7 2017 FEREAS TS -
W ERERE 2017 FPAT1BE 2 MELERE 2016 %77 31% -

VulnDB vs. CVEID Past Five Years
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BERIZRR
https://pages.riskbasedsecurity.com/2017-ye-vulnerability-quickview-rep

ort

3.1.11 - BB E DS ERRERE

2017 £ 7 Rog - MK BUGEL " BEREE sl ) WE
SKER - IS - FIEERGER 2017 F 12 B a8 EL2NHERKR
B 22 Eh Pk B E(MINDEF Bug Bounty Challenge) - E&2Ek% 300
2 "TAERE ) ARBEIMSERSEB RS  wlRGFEE  TR=
BARR T 35 @A -
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https://www.energy.gov/articles/secretary-energy-rick-perry-forms-new-office-cybersecurity-energy-security-and-emergency
https://www.energy.gov/articles/secretary-energy-rick-perry-forms-new-office-cybersecurity-energy-security-and-emergency
https://pages.riskbasedsecurity.com/2017-ye-vulnerability-quickview-report
https://pages.riskbasedsecurity.com/2017-ye-vulnerability-quickview-report
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http://www.cna.com.tw/postwrite/Detail/229287.aspx#.WpTBO4NuaUk
http://www.cna.com.tw/postwrite/Detail/229287.aspx#.WpTBO4NuaUk

3.2 - BRENBEHRFE

3.21 - BEEBREEAKIBERE - Mac BiBE5E £1L MacUpdate i#ifé
MacUpdate #IE B EE2EFRBIEIZREEERE - BREH

ZE Mac SETOEERAREFE FTNIZEE L - EXLEXREIR - A

ZH Mac i85 £ MacUpdate ERMARERENTEE - #%

AR#5IRIETE[ Mac EREZBIERESIZEEL -

i

EEEEHMIEWES " CreativeUpdate trojan / miner, - BE=Z
FIRF 3% T B Platypus F—{@#&/)\kk - €& Adobe Creative Cloud
fEfRes NEIZIERER - 2018 £2 A1 HE 2 B 2 HNHZEEW
EHEEERIERRS -

525 AR MacUpdate #U5 - WA FHERURIZIREETL - REEX
OnyX - Firefox A Deeper &5 APP - i NE AR IR A5 ERE
SRR ES  ZREZBEREEEBUSELERSEZES AR
A% -

a1  Firefox B APP =2 & B B i B URL
"download-installer[.Jcdn-mozilla[.]net ;A =2& Mozilla[.]net &
THR - BEEAELZERR —EEEREXTHR2EARAER K.
S48 APP 21538 Platypus 3% - S T HARKZIRE Mac FEF
23 ZEMESEE python - perl A ruby (2 Shell FIA -

=Z&(RE APP I &£ 5% URL" public[.]Jadobecc[.]Jcom .
TEER  FZHEAIERI APP WABEIATIEEEEEE -
MacUpdate ZE2EEREE - 1BIBRAILRARLE R HEMER -

TR A MR B S ERES AR AR -
ZiEHPEECHZEABNER®ILELZEE T Mac App Store
NEI APP - B A BE(RE APP 25 AME - AMEVEE=7 APP |
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EFERREEE

"Mac BN AEBERES » EEGZEREERABEATE-
%@Kﬁwu?%gaﬁq Mac & ﬁ(xgé JEK;K

BERHOR

https://www.hackread.com/macupdate-hacked-to-distribute-mac-crypto

currency-miner/

https://blog.malwarebytes.com/threat-analysis/2018/02/new-mac-crypto

miner-distributed-via-a-macupdate-hack/

322 FREEEE UBSETRREAMBETL . SRTS
MBF I

MBESE R PRBNET AT TRREARE PRESE
ASBIRS ZHBHHEM | 3

= nj::jziz .
1 p8 AT R

Iﬁl

RAREPRESEATHIRS BFETEVHEEFHEES
R¥EFEESBEF I : " https://einvoice.nat.gov.tw ; ETRE - #1
BERIRER - ST RERBZAZIERTIRIE ATM - NIEERIB KO 5
EEEoE  BUABITMENEFRERZSREFE " ERER
0800-521-988 = fIEE/" 165 EFiRER o RIFHEEWH =&F -
A% 5& A\FEBRPERH

%_l

TWCERT/CC T%EEE%? IREERNBEHFIL U DMEZE
T BRI AR EAS - BRIRE LS Hallm TWCERT/CC & -

11

TWCERT/CC EZEEEFR 2018 £3 A


https://www.hackread.com/macupdate-hacked-to-distribute-mac-cryptocurrency-miner/
https://www.hackread.com/macupdate-hacked-to-distribute-mac-cryptocurrency-miner/
https://blog.malwarebytes.com/threat-analysis/2018/02/new-mac-cryptominer-distributed-via-a-macupdate-hack/
https://blog.malwarebytes.com/threat-analysis/2018/02/new-mac-cryptominer-distributed-via-a-macupdate-hack/

UMMNEERERBRAKLAODERER - FZMFHA
https://www.twcert.org.tw/subpages/securityReport/simple_no
rmal.aspx

C Z ] ﬁZ BZSIB E-Invoice Platform
BFRRESIRBYS

BERRIR
https://www.einvoice.nat.gov.tw/home/ArticlelshowArticleDetail?articleld
=1517278017153

3.2.3 - ENEIRTT SWIFT 485 - ESEZFER 200 E=7t

ENE City Union Bank(i it S R1T)SWIFT 2MmEREWE -
ERE—EHUARES HY—SHBEAEESE  FIESINRED A
FERTIRU R BEWER TR L - WERRIERNEBETLRA -

RBEAFERZMEREL 2 H 17 Bk 18 HZIR1TERIH
BEARE SWIFT 4t EFs B ERER - WEBRA=5F 1 SWIFT
R A BRI ERIGE I ER - A5TEERT 200 B=TT -

Hop—S5REA S50 BETHEM - HERBBMARETRITIR
PR ARASMRMFNRITREMEL - 55— 30 ERUTHEIRR]
ERB AR EINEHIRITIRPEZI T HERS T HEHRTH
PBHIEEEMRSERK - S5 =2425T 100 B TWERR S A 2518 7E=E
AXRERTTIR P38 45 ¥ — X PEIERTT - EIE City Union Bank 3117
£t 2 H 18 HiER B/ FREMMAMNTEFERSIF -
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https://www.twcert.org.tw/subpages/securityReport/simple_normal.aspx
https://www.twcert.org.tw/subpages/securityReport/simple_normal.aspx
https://www.einvoice.nat.gov.tw/home/Article!showArticleDetail?articleId=1517278017153
https://www.einvoice.nat.gov.tw/home/Article!showArticleDetail?articleId=1517278017153

ENE City Union Bank &7~ - BEDR AR AREILIEAB L ER
a1 - REEZIRPIHEZREIBIUSHRREA - RITELZZERE
N McEE SWIFT 2RI FamHERTHEZENE D -FAEREN -
HESEE 100 XEMEBHEEERITEANESZAE SWIFT HEE 2

BERHOR

http://www.moneycontrol.com/news/business/companies/city-union-ba

nk-cyber-attack-successfully-retrievedblock-money-in-2-out-of-3-cases-2
510837.html

https.//www.cityunionbank.com/downloads/Press_Release_swift.pdf
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http://www.moneycontrol.com/news/business/companies/city-union-bank-cyber-attack-successfully-retrievedblock-money-in-2-out-of-3-cases-2510837.html
http://www.moneycontrol.com/news/business/companies/city-union-bank-cyber-attack-successfully-retrievedblock-money-in-2-out-of-3-cases-2510837.html
http://www.moneycontrol.com/news/business/companies/city-union-bank-cyber-attack-successfully-retrievedblock-money-in-2-out-of-3-cases-2510837.html
https://www.cityunionbank.com/downloads/Press_Release_swift.pdf

3.3 « RiERSmIFER

3.3.1 - FE T A Electron BZi%ERE - &KX Windows 121

GitHub 2 RE MBI AEZE Electron(F Eimn & Atom Shell) - O] 4
& Node.js B2 Chromium 512/ % GUI BRRET( - AR I9FE MR
%% Windows 1EX£ %45 £ APP - B4REE APP A& R ERNTERIHE
EIEes - (FHET Electron 3 2 APP #21F/TEES - BosERBER
FERER URL - mEARERESHEIZIBT - 2R Electron FTH
BUMERRABREZ - GitHub B A KRB - SR
EHE  ZimAPBRTER -

ql

ELECTRON

BERIZRR
https://thehackernews.com/2018/01/electron-js-hacking.html
https://electronjs.org/blog/protocol-handler-fix

3.3.2 - Mozilla B HIITES - ESIENM Firefox I2IEHR

dTHA Firefox ~ ERAIBAEEREN - XSRZTHINEE - &
R fE BN ZRRIEMTA crash - 340 Skia library EBAERE
RSB B MAE 22 Integer overflow + XSL EIA# - widget listener
REBWAE R FLEHSZEERBREO9AKIGSIE
Use-after-free A8 ; MItA 2 AN FERFERA - H URL 7§
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https://thehackernews.com/2018/01/electron-js-hacking.html
https://electronjs.org/blog/protocol-handler-fix

REBEHE ; SATEBRMET l\/Iemory Z M RFE DI B IR RS
W17 - BLEZEHBASKRE—E - Mozilla TEEIENME#HE Firefox
E&ERE - EBE Chrome- Pr|V||eged XHRIBERTE)NEFERE
HTML B - IRZ5EEIBE - B REMAZEIE  EHAPERAM
BEHEMRAMR LZREMN - BTGB EBEREFF - B
hR Firefox BRE Y - $RZ 2 IRMAVEMBINEEGRE - &8R- &2
SMEIERN B BRI T EREREINRE - FRREER -

moz://a

BERIZRR
https://thehackernews.com/2018/01/firefox-browser-update.html
https://www.mozilla.org/en-US/security/advisories/mfsa2018-05/

https://www.mozilla.org/en-US/security/advisories/mfsa2018-02/#CVE-2

018-5091

3.3.3 : #1819 LE Wireshark oJgE#= DoS X%

ENMRERERZZERMABIEST TE Wireshark(F15&
Ethereal) - L C ESHIEREIET - HP IxVeriWave 24728 A5 DT
HAEENEBRBIEAE ; WCP dissector KEgzEAM buffer RE ;
mm JSON + XML ~ NTP + XMPP - GDB % dissector BB &5 HE
overflow Z# & - BEARNRZEFIMARL - BEERIFIABRIIE
1B - OIBEEHIZET Denial of Service #k&E - Wireshark B H
FHRERESET LR EH -
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https://thehackernews.com/2018/01/firefox-browser-update.html
https://www.mozilla.org/en-US/security/advisories/mfsa2018-05/
https://www.mozilla.org/en-US/security/advisories/mfsa2018-02/#CVE-2018-5091
https://www.mozilla.org/en-US/security/advisories/mfsa2018-02/#CVE-2018-5091

ERZOR

https://bugs.wireshark.org/bugzilla/show_bug.cgi?id=14297

https://bugs.wireshark.org/bugzilla/show_bug.cqi?id=14251

https://bugs.wireshark.org/bugzilla/show_bug.cgi?id=14253
3.3.4 - &lik POS %#t Hospitality Simphony & & & 55w E

Ek#E® A POS(point-of-sale) 2 J 24 @B &= - Hospitality
Simphony [R&B/ERRE MICROS AS]FH % - % MICROS HF &
MU EE - &Rl Hospitality Simphony FEHEHEFETSR: - BZEHETE
HTTP B ERER PR AZR hash MR - EREZIKAEZE
338 - HERASB/NE - Oracle 2BHBRBERAES -

veros

OoracLe

. A

ERIAR

https://thehackernews.com/2018/01/oracle-micros-pos.html

https://erpscan.com/advisories/erpscan-18-002-oracle-micros-pos-missi
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https://bugs.wireshark.org/bugzilla/show_bug.cgi?id=14297
https://bugs.wireshark.org/bugzilla/show_bug.cgi?id=14251
https://bugs.wireshark.org/bugzilla/show_bug.cgi?id=14253
https://thehackernews.com/2018/01/oracle-micros-pos.html
https://erpscan.com/advisories/erpscan-18-002-oracle-micros-pos-missing-authorisation-check/

ng-authorisation-check/

3.3.5 * 2 WordPress B2 481k EH R DoS &l &t

AN RATEAIERE & BAE WordPress - L PHP 1 MySQL &5
BEM R E 29%WEIENUEZEEBANS EIE R4 (Content
Management System, CMS) - LI&5I#fi 55 & Barak Tawily #8218 [R5
i EEBEE - B load-scripts.php #t X & A Ih &t £
wp_scripts 552 javascript file BE - freMERERE/) 1 RFEK
o] & A 181 {& JS %24 - REEFES 0 g - BlolEREZEIER HTTP
sAoK - {1581 DoS - B#LL doser.py SEEIM T H - 7EFFETE - &
BMBERKAEEHEERBED - BREZHINEER SR - Barak
Tawily E#, 550 WordPress EFS BBiRiERAHNES - RET G
zominfs OSI 58 7 BEH - A TRIEINEEMHETE - Barak Tawily
RIRRRZER - DA EERAR WordPress I Afh - #uL#EEF D
HREE -

BERIZRR
https://www.youtube.com/watch?v=nNDsGTalXS0&feature=youtu.be

https://baraktawily.blogspot.tw/2018/02/how-to-dos-29-of-world-wide-
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https://erpscan.com/advisories/erpscan-18-002-oracle-micros-pos-missing-authorisation-check/
https://www.youtube.com/watch?v=nNDsGTalXS0&feature=youtu.be
https://baraktawily.blogspot.tw/2018/02/how-to-dos-29-of-world-wide-websites.html

websites.html
https://securityaffairs.co/wordpress/68709/hacking/cve-2018-6389-word
press-dos-flaw.html

3.3.6 * Lenovo 158 ¥t % 4 hard-code ZiEEE

T HEEAR (Lenovo) At B I5AUMEE 2 0 - IR IBIREFERZH
Fingerprint Manager Pro R ARG EFT - BIR—AEBILEN - #E
o] AT LU YE Fingerprint Manager Pro - B {E 55 B2 10 B 5 SR B9 0% -
MEHBE N RECEEEGRE  FEERICENRIESE - £
R TIRIL - BRIEMFERAFEANRIEAYEE Windows 10 151514
% - Lenovo EEHEMREES - (BHAETT - 2016 & 10 A= 2017
F 10 BHEAE L M/ ThinkPad X1 Carbon £ - IR 4452 An BE A
BN HIEK - FHEERELAE  VEREEMIEAYE RS -

e Fingerprint Manager Pro Qsermines @uere @ AsouT

Manage your enrolled fingerprints
Click a finger below to enroll a fingerprint. Click an enrolled finger again to delete that fingerprint.

Delete All

BERIZRR
https://www.youtube.com/watch?v=JRA34PzvANg&feature=youtu.be

https://pcsupport.lenovo.com/tw/zh/downloads/ds034486

https://thehackernews.com/2018/01/lenovo-fingerprint.html
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https://baraktawily.blogspot.tw/2018/02/how-to-dos-29-of-world-wide-websites.html
https://securityaffairs.co/wordpress/68709/hacking/cve-2018-6389-wordpress-dos-flaw.html
https://securityaffairs.co/wordpress/68709/hacking/cve-2018-6389-wordpress-dos-flaw.html
https://www.youtube.com/watch?v=JRA34PzvANg&feature=youtu.be
https://pcsupport.lenovo.com/tw/zh/downloads/ds034486
https://thehackernews.com/2018/01/lenovo-fingerprint.html

3.3.7 ~ VPN BX#2 Pulse Secure Linux AP SSL ERZEPRE AR
j:a‘c

Pulse Secure, LLC #BE & Juniper Networks 8 Junos Pulse
EE mn#% - 81 Siris Capital U288 - ElEF 3% SSL VPN 2imz XA TS -

s HAteRI Pulse Secure(Linux AR) A Flimt2 T0 GUI- 28IRZ = 145554 -

BEIRS WebKit 72 SSL #5254 - H WebKit #A8& %2 JavaScript -
SRR EEER SSL &R - HA2EERET A GUI E VPN 13
ez 2fE  EREEERANR  REREEBREEL TEHARET -
BHEZASTEEEFN 28 OB AR  IERAEE—ES
?;'“%%’fi + Pulse Secure E5eR T #ARARERRS - ERE Ol 2 ICE2H - &AL

THRFBE  BEECHEHIRR  BRBERES

ERRIR
http://kb.pulsesecure.net/articles/Pulse_Security_Advisories/SA43620

http://www.kb.cert.org/vuls/id/319904

3.3.8 ~ Joomla! ¥ & # AR B3 Lt SQL injection & Cross-Site
Scripting

FRIRBIEAIZRIGERS Joomla! - EEREBANAEIEINEE - &8

19

TWCERT/CC EZEEEFR 2018 £3 A


http://kb.pulsesecure.net/articles/Pulse_Security_Advisories/SA43620
http://www.kb.cert.org/vuls/id/319904

B 4 5@ AERERK - BEESEMR hathor 32 SQL injection &
& . OJEER postinstallation message MEIAZRERLER ; SN
Cross-Site Scripting 7347 Uri # Bl ~ com_fields 2 & &
chromes #H#AHE =75 H - HEASLEKERE payload HAR&EFR B
B DRIRMEEN BERERITHAN - ZREEZEBE cookie HEUR
wmEk Joomlal[RES HLEMREARE 3.84 A—HANKUS
o EEER - Afh 3.8.5 IREREEH NHEH -

/‘A\ Joomla!
- - Bug Fix Release
A N
/ \
l Keep your sites up to date!  joomla.org

A ]
#joomla #release t JOOI’T]'C]I

ERHOR

https://developerjoomla.org/security-centre/722-20180105-core-sqli-vul

nerability.html

https://paper.seebug.org/529/
3.3.9 * Skype ZEZEH#iRIELIRM A8 DLL hijacking i 4E

FaET B FHERES Skype EFEE W eBay ~ Microsoft UefE - oli&E1T
EREETEHRE BEMEDHR HZZEMIELIRRIE
2 EE MR EERREAKIUE(DLL : Dynamic-link library ) &
LL i B EFEMBEHE installer - < Skype FHRBRR T E
RIET - RERESLZFEEEES)  BERFEFELRF  RAUARE
EAREANERENETLZEZEN - 5 MNElFRAEPIRSEITR—H
fR - Ib#F DLL hijacking i & #BEI AR Windows - JRiE 2183
HEAER REBEREEZXIE -

20
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https://developer.joomla.org/security-centre/722-20180105-core-sqli-vulnerability.html
https://developer.joomla.org/security-centre/722-20180105-core-sqli-vulnerability.html
https://paper.seebug.org/529/

Skype,

BRRIR
http://www.zdnet.com/article/skype-cannot-fix-security-bug-without-a-

massive-code-rewrite/

3.3.10 - B&x%=%E& Telegram 0-day i®ifd RLO B iZIEAE

% #& 8 Telegram Messenger LLP A E]&& 5t 2 Telegram
Messenger - &4 LINE 218 - FRZ 1B HAV— R i5 SRl R
7% - H client InFMRBIE(DIHXE) - & server 2EBHEE - &8
Telegram Messenger E— O-day /B CEBENILFEEER - BUE
Monero-ZCash FZHEET - BB ERBEPT . IIFERZESIRE -
HFAHE 2009 WL —8 - BF A Unicodele # I
RLO(right-to-left override) R¥EE=F T - HEERERIEZRE - DU
EREZGESHIRIBETHRRERTY  BRRXREZFBEPIRRIEA
Windows hi Telegram Messenger A5 - Kaspersky 8% Telegram
Messenger LLP AE#& - ZASIBIZIEIEEHEISK - ARG
RS ERAIIR - WRAKSBH CVE #wok -

Telegram

BERIERR
https://securelist.com/zero-day-vulnerability-in-telegram/83800/
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http://www.zdnet.com/article/skype-cannot-fix-security-bug-without-a-massive-code-rewrite/
http://www.zdnet.com/article/skype-cannot-fix-security-bug-without-a-massive-code-rewrite/
https://securelist.com/zero-day-vulnerability-in-telegram/83800/

https://thehackernews.com/2018/02/hackers-exploit-telegram-messenge

r-zero.html

3.3.11 - PR KLHMEEE UMH #2HE DLL ##55535 - 55 IMSVA
HitAREEEFN

Trend Micro # R = Hl$) ZEEE 2 User-Mode Hooking 51223
fls - BETR Bt APl SR A E MR - SIBFAH B RAERIRZE - &
ARG FE DLL Zhi5tRK - Bes| 33T ESS - E5% DLL REMERFE
ZRENFHE - LREFE Windows ¥ & £ OfficeScan -
Worry-Free Business Security ~ Deep Security ~ Endpoint Sensor
& Trend Micro Security FEZEARBELEY ; SREELH
InterScan Messaging Security Virtual Appliance Z#E/TH -
&g /widget/repository/log/BE1E N &M H - D ITENEZREE
K BRERR S REGEEHREEZENEN -

InterScan- Messaging
Security Virtual Appliance

Administrator's Guide

ERHOR
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https://thehackernews.com/2018/02/hackers-exploit-telegram-messenger-zero.html
https://thehackernews.com/2018/02/hackers-exploit-telegram-messenger-zero.html

https://success.trendmicro.com/solution/1119326#
https://korelogic.com/Resources/Advisories/KL-001-2018-006.txt

3.3.12 - NEZREREEARNFER Apple REBEMINGEFE

HEB#EERERNF(WE) ELIRE Apple K& LS
ZmER - B tvOS ~ watchOS ~ i0S ~ macOS EEEAMIIANE
CoreText ot - HEBEEFE - —BE¥ Telugu F5% - RIAEE
EEWNFHA - SEAZIRIMEETE iMessage ~ slack ~ Facebook
Messenger ~ WhatsApp * Gmail + Outlook for iOS X Safari &4
BEIBEN - Apple st LB ABRES9R, - REEHBENZ 47 OS - H
MRUEER text bomb FAEARE R - ZBABRIT5]3% DoS - &l
HAZKEMN Apple RERFAEZE - BILEIRFS AEMN(FBIFSR
EEX) - BE@EMNENNERMAREA - EERWEE X R
HN#TH  FERAEBEABENERAERGH - E2EBSW XIS

AR o

ERRIR
https://support.apple.com/en-us/HT208535

https://www.pcmag.com/news/359282/this-indian-character-symbol-can

-crash-your-iphone
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https://success.trendmicro.com/solution/1119326
https://korelogic.com/Resources/Advisories/KL-001-2018-006.txt
https://support.apple.com/en-us/HT208535
https://www.pcmag.com/news/359282/this-indian-character-symbol-can-crash-your-iphone
https://www.pcmag.com/news/359282/this-indian-character-symbol-can-crash-your-iphone

3.3.13 - BZE#R & PyBitmessage 0.6.2 Bl 0-day &iE - FIA
RCE fBEXLC45EE 2 6
B ithF| Peter Surda {f3 Bitcoin [R¥EBH 2% Bitmessage BN B
#HA Linux * Mac & Windows & - EE D RERRENDIRNA
T&’\Tﬁ%\ﬁ“ 1% P2P BEHE - L 37 F 7T hash BERE M -
BERES D RFEUR - HIETUAR PyBitmessage 0.6.2 (1 HERZE
SHE - MAMEAES5I3 RCE - FEEE script HEFHETE
= EUFOEEEERIR®E - kO Shell B - BHREAZEE
AJUSEEG BENBEEMS AR & EA PyBitmessage
0.6.2 % 155585 - Bitmessage SRR %X - Bk 0.6.1 SLFH4R
0.6.3.2 bk - HPE—BIT] - BI)BRRRE - tBWESLH key -

Bitmessage

ERR

https:.//www.antimalware.news/how-hackers-attacked-pybitmessage-to-s

teal-bitcoin-wallet-key/
https://zh.wikipedia.org/wiki/%E6%AF%94%E7 %89%B9%E4%BF%AL
https://bitmessage.org/wiki/Main_Page

3.3.14 - [iE8 % label =T0]7E Plasma B fSHIIREH{THS

B FE M B R E e 17 E KDE - 74 Linux ~ BSD - Solaris * Windows
K macOS E1FE%4t - WEBEYaEMAEDN  EN "E8R1LFEH
(Plasma Workspace) s EXBEBRERFFTEFIRIE - HP Plasma
Desktop B2 Linux 2Z1THRIIREREE - HPREZ - ARG L3R
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https://www.antimalware.news/how-hackers-attacked-pybitmessage-to-steal-bitcoin-wallet-key/
https://www.antimalware.news/how-hackers-attacked-pybitmessage-to-steal-bitcoin-wallet-key/
https://zh.wikipedia.org/wiki/%E6%AF%94%E7%89%B9%E4%BF%A1
https://bitmessage.org/wiki/Main_Page

= A ERE - Plasma Desktop ¥BEiEEIAH USB ERLUBF S EMR
R - #HATR label 2B RS - label WG EERFSRNIEN
$O)SHESN - PREMEIESTFEEW Plasma Desktop #17 - KDE
SRR EE RIEHIE -

- e

plasma
X! 2OF ) -
BERIZRR
http://www.theregister.co.uk/2018/02/12/kde_naming_usb_drive_vuln/
https://www.kde.org/info/security/advisory-20180208-2.txt

3.4 - EXMEAERIEES

B |Foe/Ee W AR
2
2018 Eﬁ%ﬂﬂﬁ‘z%’: [EZIIFRRE] SR ERZEEEZFEN
03 B 0%ponnmue [FHE( : SESMFNE - PEREERERHBE
H o 16y ioyn sBI2RER - 2018 £03 5098 - 16 0 - 23 0
5238 ST - A S RIS (Q L R R =
E% 62 38)
45 3R B IEaE

http://service.tabf.org.tw/tw/user/325462/

RRIZET

ERAMBHRE RS /B AT RAZIRERE
ARBZILRFERRK OFERPRWBSHELASE - 2l
HTEZHEX TESERBERRALRENRZ
TR - ARPIE T SRRRENZEEFEEN
iz BIESFREFIE UEZSETRERZEXE

25

TWCERT/CC EZEEEFR 2018 £3 A


http://www.theregister.co.uk/2018/02/12/kde_naming_usb_drive_vuln/
https://www.kde.org/info/security/advisory-20180208-2.txt
https://www.kde.org/info/security/advisory-20180208-2.txt

Gl | E/RE MEIEMEEER
28
BEARE  EiTFEIERE  UPSEEZEEE
ARBEEK - HEITEERRATRRISBIF 2B - 1155
RZETHNERE  THREAASBEZLHES |
SRR A
1. Fintech FER BRI, &z
2. BRI EPEEIT EER
3. HBBEDFRE
4. EERRER
5. EEMARLEIiTEER
6. EESEHLENERRIEREIER
2018 E%%%’f%@ ([BELHIHRIE] SREZEFUEHZY_BEREE
038 15H 488 = ANEFIERIB RS E AR E RS
5 e (LWL | PEREBKEZHE
AEEs EREEE 2018 4 03 B 15 B(M)
AR2IEE St  ERERREIRREGILTIEERRRE

Al AR B #5

B 114355 2187 2)
AR A
http://bit.ly/2Ey4rOK

RRIEET

HHBRBREARFEIETNA ZRNABFEHEE
SEREERESIT LR Nt B ek 2R %%EZB
o R E PR R E 2 fE B AR T LAR AR -

Y EPAN il

1. AEZEBEE
AYNEESISiE
BEAENREZR R ZER
233 AR TEERAR
BRI EE

S

Z
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R | E/RE MEISHEAER
g

2018 519 = (ELHE]) 2018 EEELZARE

3R 13 H - e EHLEEAT : iThome

203715 A : 2018 £3 813 A 15 H

a e GIEEEREEZES O TICC (BItMmEREAR 1
%)
45 FIRREL | http/bitly/2kWAWUB
SEENE -
SEFBEEE Cyber First Cyber Taiwan ERBEZE
KRS BEREENELZEE . —KSPRAFEB
140 5#%%2 - HESE 60 BAMIELHEEARME
[ EEHTEARN - HEpER - DUR RIS 3 BPEeE
SIEEMRAERZSEA  EHUBRRELR -
iﬁiﬁ?i%%% 700 B EFRELEmMBABRG E—
RER  EWRIRBEEZN 7T - KEBRGE
?t?U‘F LK  BEEEZOFHEFN !
® Keynote BININELZERERIE:
® Cyber First #FIEZL n%ﬁmmia
® Cyber LAB £ E&BHFHERKISER
® Cyber Taiwan Efééﬁﬁﬁmﬁﬁiﬁﬁﬁk
® Cyber Security Expo BAELZRIEE I ZME
® C(IO/CISO EZREBRIEXRKEI =

2018 E2018 = (BELstE] 2018 EE2ELXKRE (CISO #iE

031? é4 Elg;j( CISOIW%EZ : iThome

b

HHf : 2018 3 H 13 HE 15 H

s SEEEEERTLO—18 103 gREEIEMER
e 1 aR)

4R iR =
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s ]

e &/ 12
2

s EMHEEER

https://seminar.ithome.com.tw/live/2018CISO/ind
ex.html

EEHE

BEZRBEMAT  ABE ARG - 2017 FMHR
BEMNANIVNELZSH - R 7 ECBIBEHY
WannaCry #1 RSB EEREZARTHER - H
ErBFEHNEERGE TEtENESERE - T3%
TR~ =mi - EHHESERERRE  EC85
AR ISR B R RENERY) -

BN REERIE 2018 £KEAMRRE - B
BB DBERNREEBEARARKENEIKE =K

kR - B7%  BEZEBCACIRIEME - HMEREME
BERRERE AEERER BBX REREEERH
HE K 2K

BEZHBCHSMER REWNBELENTREIZ
MESTUSHEAHREZSZE RE SEWEZE
ZREEROIGE - 2018 EEE CISO w18
B EAINIRELZ R NEELHAEEB AT LR
B BAX-EEENEEELZHHRE -

it

2018
03H15H

2018 BEZ&
= I & R
B - (B
BEHEIEZE
A E DR

=

(BELMETE 12018 ELQE IR ERMBE- g BE
HEIEREENNEE

FWENI : Acer EERTX

HEA : 2018 & 3 H 15 H(M)

hE  lbHZREANE 3 BAESEEE(104 21t
N ZE S 168 57%)

AR -
https://www.accupass.com/event/1802231053001
265935370

EENRE
8 2017 FRZELSHRER - AXBZEREE
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FifE BRI E/EREE s EMHEEER
2

o EEMZEWHEFRE . BEAZEIMRERED ZENE
T ESHRLER B 7EREOSENES  MEES
FTEUEERENAT TN ERREIRE  DUIEE
KEBAR - NEERSFEBEENIERKE - F R
SEZIEERRIDEEESE FREEOMBEERRER
£3(GDPR) ~ EMMTHNEEREDESHHEMBERRE - #
fEZ B TS B2 KB HAVFTEN AR | ¥ 2 3K(E-BU(E
FRIEARREZBNE - BEEASEFHFICESERE  —
FERRRIEFTEREE - BlIEEEEES !

2018 E%Eﬂ@ﬁ%/ﬂi (BELINRRE] SWEIREEE

Oﬁﬁjaﬁﬁ FWEN  ZEEMh

izl 0 2018 £ 03 H 17 H(Y)

REE B REAE altREEIEHPLERR
PaEs—Ez 118 5%)

AR 2L
https://hackercollege.nctu.edu.tw/?p=590

R
ARENDOSELSEEBTRASE AREHE
2 RIDIIT - BF) autopsy BEETEHEG - RIS
BB SIFT BIREZEURAIS -

ARIZAA

1. BEXSEHEEREZBDE

2. BLSBUHREEEIERM

3. #EH autopsy BEERIEELZEHZES
4. EFSIFT EE SR B2 EH2=4

2018 Et?ﬂz@]?‘%I ELE) EHRE A THNELH B4
03H22H B FIREENI ; FEEHRE

|3 HEA : 2018 & 3 A 22 H(IM)

e BRI AEEZS(EIEMPULUEFERERE =
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153

]

e &/ 12
2

s EMHEEER

Ez 133 5%)

AR D2
http://www.digitimes.com.tw/seminar/HwaCom_2
0180322/

EENTEE
MEE MR EANRER  EXMERRER - BELR

BEENAREEBER - MAEKEIFID T - WiEB)E
FROEENERZE - 2EFHERIEAKE -

R ATOEBN IR L B HAMRIBERTT R  REFEH
HESR  KBEEBEIWHFE - LBIB DT HRMITAE
NN ELZB#H - (ERERBEEBRELH B4

B

o

2018
04H15H

106-107 &
BHEBER
= YNCIEST]
A BE-E Rl %
TRBE

B ><
=

<

BEZWEE ] 106-107 FiBHREEREZ KA LR35
RE-E 22T B 2 &
FOREN : BURIERTZ2BYEE  BUSERARIRK
B BUMINARE  WEZABRERMERER SR
A IS B ST E 0
HER : 2018 £ 4 H 15 H 10:00-12:00
e RS TS EYERERREEESHET=
E&Am—i& 797 5%)
sshl : BRI RBEEAER L FERE R
wERAI
(LB B : ERBWBRS
(https://serv.nstm.gov.tw/)zEE &
7

(2)EE#= % : (07)380-0089 771 5137 5§ 8100

=k
http://demo.dracosky.net/cs_demo/nchc/

- B AEERIOI R

ERAIR :
http://science.nchc.org.tw/web/index?cp=home
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% 4 52018 £ 02 AipSEH@EEFAsT

RPOLBHEBELRL BFHG BRERFHARNRELZRSH
I - 2018 & 2 AUREIBET 286 £ - LUN ARIERTEIE - 25l
RBMACRAETE - BRERFETE B RARFREE -

BEREFRTERSEESERNESE BREBSEERN
SREWBRHWEY IP - AP OETRERZRE - WE 1 Fir
BWEBRAE R AP OMREZ BT SHHBRSHHEIFMEE
RZBBRE - WE 2 Fivn ; BWBE G E R AR P O EENR
o FIRWEHBEZSE - NE 3 Fk -
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40 -
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NI B B B EEENENND-
a8 =R IR EE MNEAK OGARE Gm #HE 0 EE O BEBR
B 2 BIRH S E
AR AT AT E
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& e & p @ 9 %
o F
d SP\S(
B
&

B 3 @SR g E

KRB " BEAZERAX  BliEBRHRES - ZR(Mining) 2%
EVECHRFES R EREN T TURVIERE - B RIAREC ISR EL - ZWE—
RS ToEEL —EHENLLRFE MEENEETEEERE
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Em - BREIEEE - ReEFIAEEESL hash B - WEAZEZEHE
FORIE - FBREEEM BRI CTEVSIEEE - MEREZES Hash B
FEERESRBRE M IFIZE -

MIFA1a 2588 Intel 5 AMD B9 CPU EmKiZlz  BRBLEET
RIHEBTEE CPU ZHAX  SEZEEXNEAEEREI - Al
Coinhive(coinhive.min js) IR A 2B P - MERAEZERILF -
ZBIN1T JavaScript F2 20 - BRI 0T A 5 FH & BRI =R IZ b B BUE 5%
B SREAEZERERMEE  ERSHERE  oseE2aE
AREBERNEE AER LLREEHSNREIREI  MAERRRZE
oJREEAFEAT FSIHEANZBEEN ZEN -

~

FHARERENBEM A RARMEESRHNEN T EN
AU EUEIZERESEE - 1 Smominru ~ WannaMine 55555
B NSA WimiR X E T B IESTIER -

HERBEZIENDE  S2RTER(L] EBRIABRAT
JavaScript FEF#ZR - BALE Coinhive ZBEREXFEH CPU ER - W E
AW - EEREMEE - LEHZRBEEIE SR - UREINESEIZERE

T E -

TWCERT/CC &% - £ %IRRT EMABERZEM CPU =X
Ag EF+ - ENEBRETHRESREFEVNESIESE - ERIERE
BREHEE SR CBZRENEAREZER  IEBEREE
HEESRHREREINNFEAMBIEEE - WRITHESEH&N - LR
BRERSRABIZESL

ERARIR
[1] https://www.bnext.com.tw/article/48162/mining-code-embedded
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BITEN . 2 EERERE W EEZ R/

(Taiwan Computer Emergency Response Team/Coordination Center)
HHIEHE : 2008 £F3 H 9 H

wmo i B

Ax#5 &S 1 03-4115387

R RN ERFBE : 0800-885-066

BT HEM ;. twcert@cert.org.tw

B 44 . https://www.twcert.org.tw/

M #k B2 © https://www.facebook.com/twcertcc

BEZEFHE]RE : http://i-to.cc/S5Hz)

MAEMREEERE - BRI EH -
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