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VEHAEHER  IG BEBUBXREE
EENEXHR  ERA%LSEEM

EEXH  BRERABIZ AR
AR -

o ZTRIIIR :
1. https://newsroom.fb.com/news/2019
/03/keeping-passwords-secure/
2. https://edition.cnn.com/2019/04/18/t
ech/facebook-news-dump/
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3.3.2 Fhi (HETEERE - IKELKZTHR) FEMIFE -

BARBERERESRSE ”
HBO BY (HENEERY : WKEXZH) =F—FMMEUGREE - AT A
ERZERANEIKRSERRE - ROERIERARRHNEBNHS -
BEEZME Zscaler EZEX REEUUEBEREEPEAR
Christopher Louie f§ - BZEILUANA | S8  WEAPNAER  NZ2E
& HBO (NER . KEAXKZR) 2 | AR TNEHARNERE - B3R

BEEF B IRER BB ES | PIEERLEREREN "EBE
BY  EEBRXTNHERAER B | R#EEE, - ERUUERRAKRE
RepfEA P MElZERRBREGE - ERIAPREIKNFH -

BRI - 2B, (BN BEZENRLF  E2EFS

KELKZHY ZHEOBEE R IFm - BUOODBRKEZFRE - BAZ
RAEF—FERERBEE , 551Z22F | BEAZRPERERIVIIZEE -
E@iﬁ%ﬁﬁ@%ﬁ?’i‘ ’ /D\ﬁ_jrﬁﬁgﬁf—l:ﬁ N ﬁ PY f’é’:}lﬂ%/ﬁ .

R4 FES4E8u5a P2P 2 EANERFE 1.  https://www.zscaler.de/blogs/corpor
ate/malware-authors-have-already-
HEE - won-iron-throne
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%

—(EES DAY Android WiFi #h2hiE s

HERKRBENERBIMURXEEN - dJEABESERA -

BLEZE Sanyam Jain [@ RN {F 52
—XEZEIH
Android WiFi ZARLIE=IE4R App - H
FEMBASRE WiFi BEZHBHNER
B - RSB L mBhEER - T
WA EBEFN - LETE N -

%5 2 % 4% WIiFi Finder #9 Android
App - RELIBEPEEZFE ; &£
Google Play Store EFEBBBE+ERT
g BHRDHERE

iz App BEPAR R FEFROERZ O 1
NTAEAR WiFi 213 - BERRKRE
BEANSERIR  ZERETEZE

TechCrunch ZE& -

R App - HELZEREIR

ZRALFA WiFi BEHZREZRE -
BEREL - WEBEDDE
BHSEAANM - E—DEOABNIEA
HRE - BZERNAFEOmE
SABIL - S ERRARTERS
—TRARESEREM
TechCrunch s [B2E 4% App &
% BHELE ; FHREENERN
Eim AR5 M DigitalOcean EAF LEE
BB AR S -

HIELE

B3
=i

fﬂlh 3&5

35

o IRIUR :
1. https://techcrunch.com/2019/04/22/h
otspot-password-leak/
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3.4.2Apple B App Store FRERZZERATEFEHREHFIR App

Apple TRIBRZZHERIZES App - BREENZE ; Apple 3#REMR -
EHELE App BERER App =l - TIEEKRAEERERE -

Apple HRETARE App Store FZER
L REES App - BLE App AR
ZHEDEBERRIESFLEA I0S
A RO E B EARHERR - AR E A
FCEE -

Apple W FZRTTEN BRI SZBE N
HohREHEEH Apple 2ENAEE -

TR ZEET DU IERIE AR SE R %
Apple & EERR - 587 Apple BERE
App - B4 7T IREBCTE i0S FRIAE
TheE - BB AE S EEE AT -

Apple RIEEMRER LS © #1BH
BIREL App NIREA - TERERE App
B 7 R%ERZE - FH 7 MDM &
EmERS ; B olaeiE A PRIERL
BB -

Apple &~ - MDM #HI 2 Apple
RHATERZENE App HEET

19

R I0S RERIRE - BBEILE
L EL R (R ZE A ERRY i0S BB E R
B © "MDM 1RMHE =771 H
FIREEREESRNENR - 615 E
FHENE - app £H - EFEHIRS
THEAEPRFN BB E L08R © 4

Apple EERRP R . " REA

EZE BB L& EREERITM
FEFERAMLZEZRER - App
Store th A FEZ A A sRiIB X ST E1E
RS - BR 7RIS - 2B AT LR
PR&EVNZENERIRZFIERE , -

o IRIUR :

1. https://www.apple.com/tw/newsroo
m/2019/04/the-facts-about-parental-
control-apps/

2. https://www.infosecurity-
magazine.com/news/apple-parental-
control-apps-1/

3. https://www.kaspersky.com/blog/ap
ple-fas-complaint/26017/
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Apple B App Store
PR Z IR ARK
T EH AT App

3.4.310S kR Chrome #IE28AY12 0EER -

OJEEE MM iPhone FAF#EBZ

BLZEREL - —{@ iOS hR Chrome BIE2REIER - OJREERIA
A fEiPhone B iPad AFEREEESEINE -

EZHEX Eliya Stein {511 - —1& SIEHERBEZEHE N i0S
W HE S eGobblers FIEZIRE RS - oJgER] | AP - BEBMTEREIZERSH -

F3 i0S hk Chrome I 23 & R IEFAY tEEMEZATEY FRE
EtE:R  FiOS AR RABIEE iOS ki Chrome S I(E - EE & iOS
BEREIRENE - ANERTERL I E 22 Safari 1 OJBEESZ ;

Stein WEXFRN - 2 HFEER | EEFEENREBAAXNEREF
BHRER  ERAWEDI S —(E B5—2 i0S &

BSEH - sk — B AR ThreatPost RYSE S RF AL 5% 5%
BEEE ; SLEEERERMARE R ERYANED -

- BEERLEASSH0E | o BERKR:

1o = 1. https://blog.confiant.com/massive-
A A i B i = . .
FHAR Chrome HYBRESERRR - "% 75 egobbler-malvertising-campaign-

Chi
cl]]ﬂ

i

mig
I

pmns
[y
) ¢

SarEess oI BB i0S 2 = leverages-chrome-vulnerability-to-
i r LAk RV REIR target-ios-users-a534b95a037f
& - WHEEHIFEBERZIE session © R 2. https://threatpost.com/easter-attack-

apple-ios/143901/
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iOS BR Chrome %)% % 1978 A\ G532 67%

TaEE 4

3.44 NiEFiRESKH -

iPhone [ F & &

chEE KEIFHEEE App B

Google A#EFBBR

P E KA App BA2EE Do Global B 46 32 App - RIASZFERES S -

¥ Google B Play Store 328 -
HPEAEEABEASHK
34% B App EREE /2 5] Do Global - &
E RS Buzzfeed News 5% - HEFH
BHIZZ Android App NERBRES
FEBRMH © Google Play Store BEENZR H
B ez s B85 46 2 App

o
2R e

Google IR 7 IS LE App FZE5h -
7% Do Global B /& FY AdMob E&S
HBERETIRE - HtZATARRt

=B Google AdMob EEREINFER -

BZME Check Point FTRIE£3R 7S
22k B Do Global B9 Android App © &

21

ZFERESHS ; BIERERBRM
App - B App W ERBTREBRES -
EANBERRPFRERERIEM
BN ZELIE - FHITR - 12
SHfER - BiEA Google EESETHIE
EFNEBERRIEX -

1B #RE - Do Global #£ Play Store
h PR 7IABAXST App - BRER
AEBEMERLTEA @ MNEHRE
HBEANER ; BREERIIFEX
App #HER% Do Global 217 - BLE
App ERAEMERERT - B
NMAESEHE -
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o TR - 2. https://www.buzzfeednews.com/arti
S cle/craigsilverman/google-ban-play-

1. https://research.checkpoint.com/prea store-do-global-baidu

mo-a-clicker-campaign-found-on-
google-play/

=

PO L B R B
PEAREEE App 8 Google X it %5 i

3.4.5 3% Android App AZESEEE - KEMEBEWANLERIEE

BLZMEEEIRZE 50 X Google Play Store B9 Android App B E
SEEE - FEWURAFRRE  FEERENN A LRAGEERERS
Z[EE -

LR Avast BEFRHSE | B 885 HBERNEERS
i - %A SJ7E Google Play Store 92§ OJgEiE i ERERRIE -

21

12 /D 50 X%z Android App + = & Avast @5t - BL App @RI T
BHEENESTEE  EERRFPSE SERATRIAEERAS - Bi2
A - MNEEOEEBB=TER ; i App Fi

—1BRFPZE /EL App - AME BREMEZT - WNER - 25 -
FREESZEIRLETERES - B HAMRE  SE£5HEE - BRZHE

BRI PRIRZELSE App ; TH S AppHIEE PR -
FRFHEEZRMEE - EMEN FHRIELE Android App #E £
TRERER R LRABEENEZRG Google Play &4 28 - I P L
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#Al ; Avast & Android FH# A&
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o ERIIR :

1. https://blog.avast.com/adware-
plagues-google-play

2. https://docs.google.com/spreadsheet
s/d/1T2zy8ITtkYj45psdTyOZw6GV
elWI7LQuU8Bk42tHeiuM/edit#gid=
1186582891

SREHIRIE -

=]
H
OJEE M M Android 3% & HEG 22 8 9058 [E b

HME2IRAEE ( Qualcomm ) FH# e RRETIRE - ERESLUINSE
ERRAPHIMERZREE - Android FHEERAEESEEMAL -

BZHFFEE I NCC Group RIS
& Keegan Ryan JT HERMMRHBS -
LB FEE R HRERETIRE -
ZEE AR A BRI P IS
Bl - WEBMBREER&ARPH
224 ~ 256 fiI7u ECDSA NZ % -

2

MAmSHE—HE 6 ESEFH
BABLLZEME  aEEZERE
B AVENEE Android FHEPHY
SnapDragon 820 - 835 - 845 £ 855 £
A e

REELERRNMISEFEFHE
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& Samsung Galaxy %5l ~ Sony Xperia | T2 AEH - #:& Android FH
Z5 - K Mi RFIFILG V0 ~ Pl | FPREUBELERSEMRIEERR -

Axon = - o ERIUR :

Qualcomm S E 0 A iS4 15 1. https://www.nccgroup.trust/us/our-

research/private-key-extraction-
R L EEIET - ™ Google BEE qualcomm-keystore/
2. https://threatpost.com/qualcomm-
23R Android 2B BT ; AMSIHX critical-flaw-private-keys-
s ) _ android/144112/

FELETHIE N Android = R HEF 3. https:/Aww.qualcomm.com/compa

ny/product-security/bulletins

BRENEREA—  BEREFHER

BN R8RSR,
HHBREEYE® Android EEEBESS MR

3.4.7 EARM AT UM ERERES -
Google Play 22 M2 _+A2 App

Google Play HEIZ2#B M _ 1T A App - BL App BF—ZHKEAH
Exodus RYBIFRERRERN R ; EXMREURETZ App HE—FRBHE
eSurv IRAFAT - MZATVMEABEAFBMFIRSE - BRIEES
SARE

FFENELHREN "HRERLY %, ( Security Without Borders ) 154 -
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B App BEREANZEGEFREN | B Z2TdNSEALRFIRRITMOS

75 FERES - -

—BRRE  FRPHNSEEM MAB IR FARN B EN S
B IMEI ~ FHIRS - 22228 App HILXERRBETE - 8L - =
BB - BERERBECE - SRR S AR eSurv A ERIEZIRER -

FHFENES  BEHERE - | MATRENBEEREES SN -
TEEPNTE BARSHEEE | ¢ whms -

@R RAEZE - 1. https://securitywithoutborders.org/bl
00/2019/03/29/exodus.html
mERLEERFIEY - Exodus O] 2. https://threatpost.com/google-play-
- boots-italian-spyware-apps-that-
AR B2 T Android F infected-hundreds/143308/
’ 3. https://www.securityweek.com/exod
% - us-android-spyware-possible-links-
N e _ italian-government-analyzed
AT % App K1 AR AE] eSurv 4.  https://www.vice.com/en_us/article/
b b B B eveeq4/prosecutors-investigation-
WEBRBERTERRR  MAR esurv-exodus-malware-on-google-
B EfEABEEEZREE ; play-store

FEULSEIBEEE eSurv Y7 HHEED,.“&

|

BAM ‘:;’ﬁﬁ;fﬁ AR,

4G(mgle Play B2 T™Q 25"2 APP A
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BEOUNFER

MEWSHEL - &Y WIiFi MERE WPA3 IFAZEIRE

o DS B A INZE R -
HREZEZX Mathy Vanhoef ]
Eyal Roene XM AMEEL - &
FTHY WPA3 SR NE R E - A
FE—RINZERE ; ZEOLIE
3895 L il EVS IR IS B A -
WEREL - HEA—F/W
WPA3 - E¥ZER 1 58 WPA2 RIS
BAMMHEL - BIUNBEAR - B IR B R ()
=28 ( Forward secrecy ) ; #ATM WPA3
REMA—LLRETRRE -
2R S B IBEm TR ERE
B - s BRE LA AR =

BRYREVLEREVS WiFi 24 -
WEMEL - MHRENZER

IR EECIE E R By
R -
SRR T R B A
R ALBHEEEX -
o HERIR :

https://papers.mathyvanhoef.com/dr
agonblood.pdf
https://www.computing.co.uk/ctg/ne
ws/3074010/security-flaws-in-
wpa3-allow-attackers-to-hack-
passwords
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3.5.2 BZ{24R4M T D-Link * TOTOLINK &S FHiEH 2817 DNS #i5

I=ERAREREEREEXAIEHZEIT DNS HI5HE - EAR
Y224 D-Link #] TOTOLINK BYE

E %/ Bad Packets 5 - %A
SIBEFE T _HEHRIZD-RK
REXAREERNFRESH - MK
BITENERIMNEETP -

MIRERREBIEARIBNE S
®l - ERcHESF=RAY DNS fafkz8E
%5 P P ROAEES E 4R E (0 £ 1RAY DNS 13
Aeas - LGERPEANRAL - HEH
F# ANRRZHEHMEEES -

BHE IE2EEZIWREENERE
6 B33E Netflix ~ Google * PayPal & -
MABRZRIFITHE F AL -

BRI S A= E/R B2 WA 25

PIZRREE ST

® D-Link DSL-2640B - 14,327
® D-Link DSL-2740R - 379

® D-Link DSL-2780B - 0

’

27

=

MEURIIMES -

D-Link DSL-526B - 7
ARG-W4 ADSL routers - 0
DSLink 260E routers - 7
Secutech routers - 17
TOTOLINK routers - 2,265

WMRIREEIBECHIEEHES DNS #

RERUTIE 1P Z— - FHIESIE
A £ R B R R AL -

66.70.173.48

144.217.191.145
195.128.126.165
195.128.124.131

ERARIR
https://badpackets.net/ongoing-dns-
hijacking-campaign-targeting-
consumer-routers/
https://twitter.com/stefant/status/111
4190053226549248
https://en.wikipedia.org/wiki/DNSC
hanger
https://www.zdnet.com/article/hacke
r-group-has-been-hijacking-dns-
traffic-on-d-link-routers-for-three-
months/#ftag=RSS-03-10aaala
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BRARALSREHE D-Link TOTOLINK ZxMehzs
E1T DNS #hi%

e im0

3.5.3 Windows 7 B H1& #ERE) -

MERE 5% Sophos PAss AP IEAINH 73 B #i

MERE =X A B /Y Windows 7 Bl Windows 8.1 EE#fi#5 Sophos BhE
HEERFE  ARARZAFOHEMEEREENEERNE -

BEENEREANEEERN - + Sophos EAL¥T H A P88 3@ AN -
Z 2 7E Windows 7 ] Windows 8.1 & BN EBWMRNBMRARERN ; oK
Z %= Sophos Endpoint Security and ZEREREBBOAE - AL E
Control A5 Sophos Central Endpoint B\ RN EN E B FA R Sophos &4
Standard/Advanced FriE# A B ; PREEFIET - PABEBERIE) Windows
B4 A9 RS B8 1 4 3R 7E Windows Server Al S RYFE Sophos FhE -
2008 R2 #1 Windows Server 2012 = t - HAipBARIEL - Avast FiE[E
TWERTE R 33X 7 U H 2 ERES BRZEREMTE BB RER -
B FTERRNEEERE o ERIKIR :
KBA493467 - KBA4493446 - 1. Eipss/:l/g%ogrzgnunity.sophos.com/kb/e
N > Mg i
KB4493450 ] KB4493451 - apriI-_updates-to-systems-at-risk-of-
freezing/
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Hindons 7 BYEMERE,
WEEES Soohos BHZSB P HEX00 A5

* Bﬁjtlb\lu\i EE Eg Eﬁ;%%

3.5.4 fERE L Tamper Protection $INEE

MERHRASIEEMSEm
Protection B #71€ " Tamper Protection s LHBE
FARA 2 RN E L ERITHEE -

Microsoft Defender Advenced Threat
 OJfERh R S e RS B

B ZRRRE A ERRAIFE RUERNTIB) LR B ERES B L R 4z

24 EFPRNRZISEZEINEE - Al RE - BRRIREEINAEERIREE -

A ENY{ DoubleAgent HIFE = 8L AS MEFERTR - BUAZINEEE - 2%

LS WA Avast, AVG ~ Avira | BZIREERINEEHK BN ERE AR
Bitdefender + Trend Micro + Comodo - R -

ESET - F-Secure * Kaspersky * ZINBEt EBh LB RS E

Malwarebytes + McAfee * Panda BREXENZZEMEMERN - WiE

IER RS R B R RO E i 7 B B 12
TNEE » MERR R ERBEAIERL) 24t

Norton &M E#EE
W ERHTIE L BY Tamper Protection

INEE - EEHEPBZARTINIE—EHE
% " Tampert Protectoion ; BY#EIE ; §
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o IRIIR :

1.  https://techcommunity.microsoft.co
m/t5/Windows-Defender-
ATP/Tamper-protection-in-

v
N

I g

b

2

& \ A
4 &
=
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Microsoft-Defender-ATP/ba-
p/389571

2.  https://www.zdnet.com/article/wind
ows-security-microsoft-defender-av-
can-now-stop-malware-from-
disabling-it/

g A"
=
soft Tamper Protection

PRk B BeEING 2

Outlook * Hotmail + MSN & ZE iR E & AN S o] sEINE

MEEGR AR FREERRRZBEREFINS -

B13E Outlook.com *

MSN #1 Hotmail FIEEERERHEFIRIE - CJREB R AEFH -

TechCrunch HRTIRE - #EABI+
Bt T =E5EMEIRIEAMENE R

AR - EEREELENIRIREE
WERENS  ERaZHERPHE

B ER A S AR RINR RV E R -

BRET - TEISSNERED

BI3E Email it ~ ERIZRETE - Email
FE - BNE2A0 Email #3E S84

ANBH ; MEERAE 6% W MR
P uaEER - MR EDRIF
HBHEERELERP -

MERE D Email RSP INES
WEZIRROTIREM - BEAERL
Motherboard #2855 PN RIE = A L
RHSETHERENENEREHE -
BrREILUEBZ TEIEEGNR
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3 - ERECHBHNS  BEFIBE -
S2= = AN
EERBRESHRENRSE—HR— o EHIFIE -
HE=H_+/)\H - MEERELKE=E 1. https://techcrunch.com/2019/04/13/
microsoft-support-agent-email-hack/
BENSHWEETERTE  LRARRE 2. https://www.vice.com/en_us/article/
ywyz3x/hackers-could-read-your-
HUMBWEITSREZMMESE - EA AL hotmail-msn-outlook-microsoft-
customer-support
DEFHFMEE RS LIAE TE

3.5.6 IZiEiE 52 "Beapy . ¥ooMEEE

Symantec ERMRABRIR—Z2HWERIZIEIES "Beapy.s - IE
HINZBEMEEERRERS @ ISHIRPEIENTESERF

BEXAIPMTARRNREIZEEES - B RIZIRIE SR EANER - IR
BB BVRBMEETEIR ; —BRIN TREESEE  EMERELENT
B MEEBEMMIME Windows | BN W BRSEABHBER AAIEA
)@ EternalBlue &2 DoublePulsar - #§ 18R - BN EEEEN IT s HIE
RAENARBBARERE A m; MRRENEERFHE - Eimi
SRS TIENE - TRETEIEN  ERUREERER
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BERSNE - o ERIKRIR :
S . 1. https://www.symantec.com/blogs/th
& Symantec Bi5% - Beapy T2/ reat-intelligence/beapy-

S 0 B AN L o \ cryptojacking-worm-china
REZ 08% AEERRE | REBM 2. https:/Aww.scmagazine.com/home/
hE2ES - 583%  XIWEH security-news/new-cryptomining-

- worm-beapy-targets-asian-
AEARGEE D2 B DXEME 2% £ enterprises-while-ignoring-

consumers/

LB -

12 9%%E 4% ' Beapy !
AR E S0 RN

* Beapy ¥ EROENER 8% HR 4L
s TEREANTEALLRS . & $3%
c REHFRLZMR N AMEG AL

Wi 2% KAl ‘
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) ]

BELZMWFEREE

%55 -
@

MEEA R EUSF ), EREXRE
EENSR | 2019/5/13

SEENMELS | IEATE:ET L SFEEEE
SEENARLL | https://twnic-icann.kktix.cc/events/108-3

R EEHNURAPER TWLE - AF ERNMAESEE - MER
WEIRSIELNASFREN AU ABELERE - BRIMIHLENER
HELEHMNWRRREZEEBRERNER BB AT ZERENSHET
M EE - EZHHEEBRARELT EEZJ_D%HEEEE’\J?FUEEW’%AEW
SHEEEAERBEN® - BIREENZRERASHE « RERHERERE - 1T
BUHEEHENTTEAZ —  AREXEENREENRBLEHERTZE
BEERA - —RERIBEARRERE - BURRUNFERBICITERIELFIE
ERFEE -

MHRELES  HEEREE (BR - fEAS - 2R1ESE) ZE@*UE
FERANRZBEUPRZREL - dBRESFNEASETENER -
EEE | BhEEAERS B AR E NS AR BUR BT AT Hﬁv%zeﬁiﬂ‘%l
U S EHRE = B R RE AT
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TANET 2019 - E& MR AR MNE BEMEE X 5 FEM
SEEIRGR] | 2019/9/25 — 2019/9/27

EEIME | SEBREETO

SEENAGUL | https://tanet2019.nsysu.edu.tw/index.php

TANET2019 EEHERMARMNEL "EMEE - SHtem ., RHERE -
BEMEHMAE - EYBRSEANR - KENEETRUDRERESE - [
RFEEESIRENRE  IAHBEI LEL KIS - ARASE 4%
SORITHE "B BEWEE - BRIk - ELHE - $U2
WA BRE - 2AEERNYBRESKRTERNBRRE -

5 s ea A R AU 1R R ES 5G AR - ALBESKRERA - BiEEZR
AR R ARREEE - YEAEN0T) RESE - BRERRT - B

i ST RRE2E 55 RS - BECKSHEMUMEREABREIRKAZ %
KEBERX  ETRERR  RnthhE - KEUKEFEE  E  BRER
BRETHEENERERS LIRS EZENR  WENE EXERE -

B2 ahEEE - BEARZIRET - BB E K EH B R & i 3
R EETENESHRM - ARAERME  HERZEERNNEENR
H o
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TANET 2019
= 1 A P @A

Taiwan Academic Network Conference

ERA IREXERHERPIARERE

SBEE - SFTRLAR

@Eﬁﬂﬁﬂ:2019/9/25'27

2ans  SEBEEZEPOICCK

TANET20195 S @R MR B " EMRE - S, KL - AHRMNBEHMARE » &Y
B G IRAR L » BBEAEFRIREAEE @ FRFEEESRRENRE - BB/ U L
EHMAINIE - ZRRABBEREAATH "MBFIER - BRHESE - DR - L
& - WESHTRER ) IR 25 RS MBRR R T RABIRRE

SHTak AL (AT F AR S SCHEIS BN - ATERAERA - piiEERS - QIERERE -
YIBEAB(I0T) ~ FRERE - MERERER R - [EiREE - R TEEZE5EEE BRI E
AERASRBRABERBERX » ETRERR » KifitiE - ABBHBHEE - E - 857
BRASFETHRENEEESR - URSERE W  wBN S - BRERE - BISHFE
e B EHARRARE ) HESREAREENRTRGRE ) CEBEESHBM  HRa
¢ -EEW o S [E)R L ES RERS LRSS RERTIASE ©

EENG -
https://tanet2019.nsysu.edu.tw

ERXEEABRAEPDL
PEREANRZZER
MEBIRsTRARKERT D

35



TANET2019

Taiwan Academic Network Conference

BRA ISR ESFIARERE
BMEE - SHERIA

TANET20195 @R @RI B " EMRE - SHEM . REM - AREKMNBEHBAR » EYBHARIRAMM - &EF
EERIREARE » FAREEER BR - HRBETN LHEHIATE - FRARERZ DN T
B RS - BinATARES - ERHPE - WA . R - 25 URSYBHRERAERABMEIRE -

578 RESE R ) 3 REHA B SCHA TR MR ~ AIE%&EKR@ i Eﬂ?‘ *ﬁﬁ"iﬁ*ﬁ%ﬁ MW‘@(IOT) SR

MR ARG - ERSE - M| IREZESSER

R RANE - ABDIGHEE - B - BREFERE] FEEA L,(E§*Eu§éu‘l A=

& - POBHEED - #EARRANRN - ARBNEREBEEORMRRE - RS E S/
HERLEHER RIREIIES

KRR s A FEFRARRAAYIR -

HESE (BFRR) UTHERA :

[ SGTTAEAAMIOT )

[§-HLL )]

[ ER R |

B m)2019/9/25-9)27
RXAEEAE ) 2019/9/1-6/30
soEREN ) 2019/8/L
st @ w2 2019/8/19- 826

' - 9
EWE WA B @AM : Hi CEETE E L
E3 WS 1 07-5252000 %3 1 b 3 1 P IVERSITY.
125904 B8 {31 EREEAAPL E-mail : tanet2019@mail.nsysu'edu:tw; 2. U T S
= 8 =z

2 i i’ ) -
HASTRITRNAREDD ABEL  hitpsslitanet201

Taiwan Cloud Edge &

EEISS

2019/5/15

EEN B

aibtEFREZT /0 (TICC)

E BN ARG

https://cloudsummit.ithome.com.tw/index.html

VRS

o CEBIEERBZE

36

aEEEMAECHEEE R

Taiwan Computer Emergency Response Team / Coordination Center




Awoertoc

82BN S S E IR B R B

Taiwan Computer Emergency Response Team / Coordination Center

HE -

BE= 5GC BEBER] - JEMEBZESHER  BEEEXNENAIFERER
#% o IR N —KMISEAENFS - EREFREE - EXATER

DevOps ~ 10T ~ Al... & 7T& & lin+ i AR *ﬁf@ﬁﬂrﬁﬂﬂ/ﬁﬁﬁbﬂ*ﬂ R
HB{EEMEIFEESE -

o BEZE
ROGTERENBSAENE - TEEHMERRRLS - BERIL - K558
FES|IERREER - BIORSRERN ITHHER  tASEREIREEE

IERZEER  MEMITRENZZRMARAEREE - EXBER -
JRU B A ) K ¥ i 2 2 1 B Y

o HERMNNE - AlEHRISRER

= Wi
===

Computing ~ Al ~ 10T ~ Edge Computing * DevOps * Microservices *
Serverless * Blockchain... 25 KEM A ; EEEOIEME - KEAREDRIMTIE
o BEREEEERER  RMBOREARNNZERE  FEEFLUE
MEEHE - BESRMRIEREEREIT ZRE -

® E&jHands-on Lab - @i E 8NN

—HEPUK - TE#5EER . ( Hands-on Lab, HOL ) (A2 EEEHAZ R
—R5% - 2019 JEEIRG M ABISN | BRTHHAIRETAEB N EHIRIEN - B
TKEEE¥E§EWE’\J¥Q£§I§ C BEBEEFRANT BER MRS E AR

- BEABRTE « REES  BBMTE A= BEHENTHE
m%lfﬁmﬁz °

o HttKERER PO

BOMENERERE  BREMESER  WeELtFERBHEMR | Bk
FERRBREXWRIFERE - ERlGORZRCBUEERIZ/0RE
B FERERER T OEE - SBENEREXBEARRENERAFE
MEIHRE R P OFEZREM -

SEREEC  BEBFN, Lmé@ REARATRESE -

A{ER B BIFR

IR E BRIEMIRMDRB R - BENZEEIHE Cloud Native

37



82BN S S E IR B R B

' ! m Taiwan Computer Emergency Response Team / Coordination Center

DEF CON 27
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Paris Las Vegas
Las Vegas, NV 89109, US
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https://www.defcon.org/

EENE

® The DEF CON 27 Theme: "Technology's Promise' :

DEF CON 26 was about the inflection point between disorder and dystopia - the
moment before the point of no return. The DEF CON 27 theme, in a way,
responds to '1983' with new questions. What does it look like when we make the
better choice? What kind of world do we hack together in the sunniest timeline?
How does our real best-case scenario compare to the future we've been dreaming
of for generations?

Extra consideration will be granted for submissions that tie into this year's theme.
We want you to hear about your hacks and research, and how will it relate to the
discussions below.

1) Cypherpunk and "engineering out of the problem™. :

Tim May was once quoted saying anonymity online would "alter completely
the nature of government regulation, the ability to tax and control economic
interactions, the ability to keep information secret.” At the time his
manifesto was for "both a social and economic revolution” and so began the
newly formed "Cypherpunks". Cypherpunks invented cryptography with the
aim of abolishing big brother, but 30 years later we have big corporations in
their place. Large corporations have insured that the 21st century hasn't
come without compromises.

Crypto-anarchism is still alive and well today in well known examples like
Tor, Freenet, cryptocurrencies, etc. Tell us what you're doing now to
circumvent the future we're living in? Corporations are developing
advanced facial recognition and becoming "the new big brother". Social
media is exchanging a false sense of freedom at the expense of a total
removal of anonymity. The Cypherpunk ethos will have to adapt now that
we have merged the "instagram-able" life, biometrics, ML, 10T, and micro-
targeting. To build a future that doesn't limit our love of modern technology
and socialization at the expense of freedom will require decentralization and
anonymity technology breakthroughs. What are you doing to engineer your
way out of these problems?

2) "Keep InfoSec out of Hacking™ :

DEF CON wants to support the culture of hacking. Between the TV
interviews and the assessments we are still the same people with funny
names threading the eye of the needle to make the next breakthrough.
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Hackers have become mainstream, seemingly to leave the underground to
make a "legitimate” living. The industry has developed policies for ethical
hacking, multimillion dollar pentesting orgs, bug bounty programs, and set
the foundations of security for behemoth corporations. Being paid for
hacking was the dream, but now it is an industry unto itself that focuses
predominantly on enterprise.

DEF CON is a hacker con, not an InfoSec conference. Hackers are more
focused on the joy of discovery, irreverence, novel if impractical
approaches. InfoSec is more focused on enterprise, frameworks, and
protecting the interests of share holders. There is great value in both types of
content, but our con is a hacker con by design.

Activities that enable the hacker mindset and demonstrate how to master a
certain technique are always going to be selected over a great enterprise
InfoSec talk. DEF CON has always tried to provide a way to amplify the
work of hackers, to create a venue for research that allows for others to
grow. The idea that technology should be free was written into the subtext
of "The Hacker Manifesto™ and is just as valid today as it was 33 years ago.

3) We want the computer from Star Trek, what we're getting is HAL
9000. :

At DEF CON 24 we hosted DARPA's Grand Cyber Challenge, a challenge
to the innovation community with a $2M prize to build a computer that can
hack and patch software with no one at the keyboard. This was a lot of fun,
and yet there were whispers among us of a future where artificial
intelligence will render some human jobs irrelevant. We can see ourselves
approaching an event horizon of automation. This technology is not without
a price, but how do we get to the utopian world where we ask a computer to
make us a cup of earl grey without landing ourselves in a black mirror
dystopia? Engineers are developing smart home devices with disembodied
voices, while hackers are quick to shout tropes of "NSA listening devices".
Is the reckless misuse of technology leading us to a dark future? What can
hackers do to help achieve the sunniest timeline?

Above are some suggested topics that loosely align with the theme, we
consider all talk subjects. If your talk doesn't fit in one of these topics don't
worry, the suggested themes are just a starting point. We've dozens of
speaking slots, the tracks will be filled with a clustering of subjects;
hardware hacking, lock picking, mobile hacking, reverse engineering,
legalities of hacking, and more.
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