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. https://www.washingtonpost.com/w
orld/national-security/with-trumps-
approval-pentagon-launched-cyber-
strikes-against-
iran/2019/06/22/250d3740-950d-
11e9-b570-
6416efdc0803_story.html?utm_term
=.cc6605f649eb

2. https://www.bbc.com/news/world-

us-canada-48735097
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== ESHMERERERRA
L IR E-mt . auEEsmn
gFritehtiyw Sy TERERLBIBE BB
— PN iR o E SR kR R A ShE -

£EEHEEBREBARER SBER  BRRRRTAARZ
SEERELES ARBEERA | 0 RERMEH  OEE - EES
BpRRIE; KENALERSEE | BEERLRNG BARBEEE
PRORANEABEZERZ L - | FE—SWHE  EREEET AR
SBEREREROEN B | HOEHE -
SUAEETERALBOREEL | ¢ mims -

HEBER  SEREBENETELZY 1. https://www.washingtonpost.com/te
chnology/2019/06/10/us-customs-
% BMAERRNIAZIRERERE border-protection-says-photos-
. travelers-into-out-country-were-

WEKERNMRE - BRBEMZELR recently-taken-data-

_ N N breach/?utm_term=.5aaca22277c1&
The Register i E A5 173838 B % 8 wpisrc=nl_cybersecurity202&wpm

. m=1

REZIIMEEHAE[EEERHEA 2. https://www.theregister.co.uk/2019/

. 05/23/perceptics_hacked_license_pl
BHE T - oaniton—

ate_recognition/

19



82BN S S E IR B R B

Taiwan Computer Emergency Response Team / Coordination Center

428 EEIZEAHEFRESCRRIEERHEE

=S R EMEL - FEEIK
ﬁ%ﬁl‘ﬁﬂ’ﬂ%ﬂ%ﬁ% - e
EEBRENHAAQEEREANS
BEE/ RAEE  JIARRWE
HiR

TWCERT/CC

XESEAHSZEE
S ez R ERRHEE

BT Dragos TR ABEDL -| A—f@&A "Triton s FRABEEEE -

—f{E# 7% " Xenotime s EZIREE - | ARAMABN NS ZRFILLE ALK
BEFREEHEEZBENSOHER | B MEAEERNEDMERK - &
B AR - BERSREEGRSHOHEEIATE

E1B Xenotime BIZEIRE - KAF | FRNEKREETEY -
A D B EOTRLET | ¢ s -

M ENEZ 2N EE « RRINEIESZEAH 1. https://www.eenews.net/stories/106
0575609
Bl K, B g A9 % {E - Dragos 15 1 - 2. https://www.fireeye.com/blog/threat
3 -research/2019/04/triton-actor-ttp-
Xenotime £ MR EE - WHioJgEEE profile-custom-attack-tools-

detections.html
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4.2.9 EBIERENIRAINAIEFI A BlueKeep i -
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s o = EHE+TZ2HNEL/)N
EEEAEMAIETN S
FEBLUEKEEP 577, HOELR A EHEERLERE
(é(l.tiﬂ 1f?§'*§itﬁ% WIindows BY BlueKeep i@iRiE
;IDix%’B’l;’:‘E‘i [ g;glﬁdl}Oﬁv\;?};zﬁ;uEKEEP'.E;Elxii% ﬁf“ﬁm 1%,._'\*515%5’]*;*}%1 Ez

ERES - d BRIEARTD -

EEIE T ZFEERR - BRIZ(E BEZEZRFY - 0ETEREL
A BlueKeep J® M EEEEE #M1THY BlueKeep BEEfE - 8B 0
LI E) DDoS W& - REEEE REYN[E 2017 fFAY WannaCry $hfEIY
WEH R ; B2EME NWEZBAL - B2 SIEZKUNEZGH -
SRKINERTEFA BlueKeep JEia - ZEBEt 22N EHBETEEHA
PURIR TR E S8R - = @EIEZE Windows ShRAHE

ZEBENEARE—#HAS - Bl ERETZZEN - HUEM
£H¥ Windows 2000 Ef&AY BlueKeep BlueKeep J&fa °

7= A=
RiREANTERNEESSHI - o THIFKIE -
Windows 2000 5 i Y A 7E 55 Al 1 B 1. https://www.us-
cert.gov/ncas/alerts/AA19-168A
227 BlueKeep EREEXNZIEH =2 2. https://techcrunch.com/2019/06/05
/nsa-advisory-bluekeep-patch/
A - 3. https://techcrunch.com/2019/06/17

[cisa-bluekeep-working-exploit/
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" Facebook FEEE
A wEx .
‘ M/Wz%% M ﬁ. Z e A E 253K Facebook
L 23 \E ”E
: &/E\Egé ?f%ﬁlqu = 73 WordPress B HIM
9 ’ Mﬁ% - HEIEFTIE - S 0-Day iE@iE -
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D /-
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k

0-Day i, #EEMEfE CSRF/XSRF I8, ﬁ;ﬁ IZH}E CSRF/XSRF Iﬁz% °

BMREABBRE - LR REMN - BEREREMEREDNEZH
Wiz FH Facebook 38T WordPress i | REIEBKBIEN - BEEHIER
B2 - —ZZ Messenger Customer BMAI AT IREER - RIEt5(HE
Chat - 55 —32 2 Facebook for B BR S RE RO HEA) -

R

A5 T i s
WooCommerce - 2B _+EM_&1E o BRI -

PHRE - 1. https://threatpost.com/irked-
researcher-discloses-facebook-
15 M sz i 2 0RO IS R BE wordpress-plugin-flaws/145771/

o R 2. https://www.pluginvulnerabilities.co
te2 R P ¥ BB Uh s SK AR 35 L2 ( Cross- m/2019/06/17/automattic-is-having-

) o woocommerce-install-by-default-an-
Site Request Forgery, CSRF/XSRF) - # insecure-plugin-by-facebook/

L N . N 3. https://www.pluginvulnerabilities.co
AR T PUR IR AFARALGEST m/2019/06/17/facebooks-wordpress-
2 TEE e plugin-messenger-customer-chat-
STEIRAF contains-an-authenticated-settings-

E1AT Facebook EASE1REM A change-vulnerability/
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VALY - BEE—TNEBOAES AEH ; BINEUBERIB B ERE
REAIR - BEBASBEEBENAR - s - LUIEGRZE -
ME—BLE MWEREARDE | ¢ ZrmoE.
RS I 38 E) 2B Y Microsoft One 1. https://www.bleepingcomputer.com/
news/security/phishing-scam-asks-
Drive EAEH ; FAP# ANIRSEEZER you-to-login-to-read-encrypted-
. message/
WEEAEN  MEBEREIE -
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BEREERE. f

BZLHILE I Cybereason HATEE
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LEEXRE - RIAEZ APTI0 ZIRE
RRE  BELKSEHMER -

BHEEL  EEEES

" Operation Softcell ; FIREIKEITE)
o EBREANERDEEFEN Metadata /5
¥ OREBEEANAKRERE - 5E
5 - B - FHAEREENUES
% . BAEZHEARS -

mEMEL - RIRITEIRNIREIE
BARA - BREAENEHUSEER
BRSEEEEENTEIERR ;

BRENTZEENERERILBINE
5} TIEMEETARTS -
BERBMBRENTRERR
& BEEEZERKEOM - S - 3k
MERERME ; EEBEFEBHKRT

It}

Operation Softcell W 21T &) {E FAHRY
FIET DA E - BIBEIGEEE
Cybereason E &t 52 RILEITE) A EA
oh B E AT BA R 2R TR APT10 S% 1R 158
FR% -

o ZRIIR :

1. https://www.cybereason.com/blog/o
peration-soft-cell-a-worldwide-
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campaign-
agahttps://techcrunch.com/2019/06/
24/hackers-cell-networks-call-
records-theft/inst-
telecommunications-providers

2. https://techcrunch.com/2019/06/24/h
ackers-cell-networks-call-records-
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theft/

3. https://www.theverge.com/2019/6/2
5/18744020/operation-softcell-hack-
call-detail-records-apt10-
cybersecurity-cell-network-
providers
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AR EREEREE - FEFRE

Linux =4 - MBIRSPABEH SR
BEAEAR -
= E W ELE 4 HiddenWasp FI52
AR ERIE RNESEGE
—ZEEEEHREHBIZIEZ DDoS -
1M & AR E T R Im E
RBESTER  TREAERR
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S EMREMRE—EEFIRE

=

HiddenWasp - o] IS5 BEEE
ZfmEnl

Linux £ # B 1 =& & & 52

SRS -

HiddenWasp £ HFF Z ELHIENER

FESE IV - MFZREPENER

Mt A HERURVEE -
Intezer FYER &5 P RFIt 1

HiddenWasp BYRC AL 2R EA
REELZABSLENREH -

BIEST

o ERIKIR:

1. https://www.intezer.com/blog-
hiddenwasp-malware-targeting-
linux-systems/

2. https://www.securityweek.com/soph
isticated-hiddenwasp-malware-
targets-linux
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¥ ﬁETFLI%( i’ O
BSD #14INi
ETCP = iﬁ;lgi N etflix VIR A B RBRMAE
Netflix Bﬁ;ﬁ%)\%g?g%%ﬁ%g%@}@ #ﬁ % ’ *E Ilill 5577 ﬂil FreeBSD
F B Linux #/0HY TCP ZZimiA -

Netflix RS TEL - Fe&IRH NEEEZE RN EHEREIER

TCP L& Rl " AR/ MR E - FEEM Linux 5
( Maximum Segment Size, MSS ) £ FreeBSD F A EREFTRWLEKE
"TCP EIZEME 1 ( Selective e
=i AN = AN <
Acknoledgement, SACK ) INBEF 8 o THHIE -
HOhEBENWEZERD B4 1. https://github.com/Netflix/security-
bulletins/blob/master/advisories/thir
"SACKPanic, - 2BBEF—ES d-party/2019-001.md
) 2. https://www.computing.co.uk/ctg/ne
B SACK 8% -« S EESMIHER - ws/3077598/netflix-warns-of-
e ) < pman several-new-tcp-networking-
REEZR Linux 38EZ/0EER ( kernel vulnerabilities
panic )

Netflix 7 GitHub RN -
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ZEZFEEIT MacOS Mojave
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ERINBEME  FBIFERFU
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-~

BERME; U@ REREETRE
I, mA rBRRFEEEH LHIR
WEZREMINE - ZRERIEE0E
B8 E R BRI ENIRERIR T -

ZHt 3T & BAER ILRIE[E Apple
GE

o ERIKIR :

1. https://threatpost.com/macos-zero-
day-malicious-code/145259/
2. https://www.wired.com/story/apple-

macos-bug-synthetic-clicks/
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REZEXRRLEM - 18
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o ERIKIR :

1. https://twitter.com/MsftSecintel/stat
us/1137118977983897600
2. https://www.zdnet.com/article/micro

soft-warns-about-email-spam-
campaign-abusing-office-
vulnerability/
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1. https://www.pandasecurity.com/med
iacenter/security/bluekeep-
windows-vulnerability-scan/

2. https://www.zdnet.com/article/inten

se-scanning-activity-detected-for-
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o ERIIR:

1. https://morphuslabs.com/goldbrute-
botnet-brute-forcing-1-5-million-
rdp-servers-371f219ec37d

2. https://www.bleepingcomputer.com/

news/security/new-goldbrute-
botnet-is-trying-to-hack-15-million-
rdp-servers/
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TANET 2019 - SR ARMHNE EMEE X5 M
SEEIRGR] | 2019/9/25 — 2019/9/27

EENEE | SEBREEP DL

SEENANL | https://tanet2019.nsysu.edu.tw/index.php
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5 s ea A B AU 1R R EE 5G AR - ALBESKERA - BiEEZR
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FasFr N - 2005 FENFBEHEEELZEER - 2015 FAURAER A ERY
Mzl  ErERBRZEEBREERBERDE 2— - RIEHE - B
UREBEHBG=TTEZF - KOS ERBEBLEZNIEES - #HE
FERBEMMNEERZZ2-/P0 -

ERMIENEREN - AEH 58 Accrete Innovation Bl## A Edmas
Neo LEREBER VA - HHBAEZEEZEFNEFRESIRE - RFEHE
BEHIE ZEEE -

Edmas Neo Se B #8538 20 FHEZFEL S - =B ARSI EBATERFT -
EERE - BT - BIZE - RKISRERR - tEE IBM BEEE LR
(Certified Solution Expert) - BEEF - BEABGEFR - ZBMABUS
IDA(Infocomm Development Authority) X\ 5 Infocomm Investments - & A%
1@NNixzz=t 2l - B335 SEA Anchor Al TAGPASS & - AXUEENRTINK - 52
BN & 100 Z{ERIZEZE X ERERHS WG RE - I EEMEE BIFET
gt ¥ Action Community for Entrepreneurship (ACE) #.1TRAVHAIRE - ACE

BIFRP ORI EEMBEREISEMPE - R512KE 16 BRI SR
# - B2 7 —E#818 25,000 XEIZE ARG - BERIEBESRERRTER S
EXWEE -

New Attacks against Blockchain and 5G Networks
SEENSRY | 2019/7/29

EEME | SEmRUEBREREIUE 133 SRR REAE 118 101 &=
SEENAGIL | https://ievents.iii.org.tw/eventS.aspx?t=0&id=585

® EZ Rank-One AEIEEEEBED
B EIIHIN AKER Min Suk Kang B3B38

EENEE

B Main Research :

Internet denial-of-service problems, cellular network security, and
Internet privacy.
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B Recent Publications :

2019 Practical Verifiable In-network Filtering for DDoS Defense”
2019“SurFi: Detecting Surveillance Camera Looping Attacks with
Wi-Fi Channel State Information”

o [EREMUEBRITE .
5C B s mMUERE  HoTRORSEER

o EANEEHFIBERTEKRIM !
B EGIAELZAEBNESIHRAHER - —EIRE 56 HTH
%j-}/r—gﬁinﬂxux

New Attacks against Blockchain and 5G<N§works
RIEEH 7129

FiBE . Prof. Min Suk Kang 14:00-
16:00

*ERENMERGAE.
H%Rank-One & & %% (S&P+NDSS)-EI LT INs BE
AZMin Suk KangBhi2#i% H%:ﬁn‘;léﬁﬁﬁseﬁm ® ¢ FIRKIR
RUATRUAETE 1018

*@W”gﬁgﬁﬁﬁﬁg;ﬁxmt
BERELSRE R RENERMAHS —RiF
56 A TRSHER2HE

csTi ?%ﬂ;ﬁﬁﬂ%ﬁ?

DEF CON 27

SEENASME | 2019/8/8 - 8/11

. Paris Las Vegas

3 2

AR Las Vegas, NV 89109, US

SEENAGLE | https://lwww.defcon.org/

® The DEF CON 27 Theme: "Technology's Promise' :

DEF CON 26 was about the inflection point between disorder and dystopia - the

SEENEE moment before the point of no return. The DEF CON 27 theme, in a way,
responds to '1983' with new questions. What does it look like when we make the
better choice? What kind of world do we hack together in the sunniest timeline?
How does our real best-case scenario compare to the future we've been dreaming
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of for generations?

Extra consideration will be granted for submissions that tie into this year's theme.
We want you to hear about your hacks and research, and how will it relate to the
discussions below.

1) Cypherpunk and "engineering out of the problem™. :

Tim May was once quoted saying anonymity online would "alter completely
the nature of government regulation, the ability to tax and control economic
interactions, the ability to keep information secret.” At the time his
manifesto was for "both a social and economic revolution” and so began the
newly formed "Cypherpunks". Cypherpunks invented cryptography with the
aim of abolishing big brother, but 30 years later we have big corporations in
their place. Large corporations have insured that the 21st century hasn't
come without compromises.

Crypto-anarchism is still alive and well today in well known examples like
Tor, Freenet, cryptocurrencies, etc. Tell us what you're doing now to
circumvent the future we're living in? Corporations are developing
advanced facial recognition and becoming "the new big brother". Social
media is exchanging a false sense of freedom at the expense of a total
removal of anonymity. The Cypherpunk ethos will have to adapt now that
we have merged the "instagram-able™ life, biometrics, ML, 10T, and micro-
targeting. To build a future that doesn't limit our love of modern technology
and socialization at the expense of freedom will require decentralization and
anonymity technology breakthroughs. What are you doing to engineer your
way out of these problems?

2) ""Keep InfoSec out of Hacking' :

DEF CON wants to support the culture of hacking. Between the TV
interviews and the assessments we are still the same people with funny
names threading the eye of the needle to make the next breakthrough.
Hackers have become mainstream, seemingly to leave the underground to
make a "legitimate" living. The industry has developed policies for ethical
hacking, multimillion dollar pentesting orgs, bug bounty programs, and set
the foundations of security for behemoth corporations. Being paid for
hacking was the dream, but now it is an industry unto itself that focuses
predominantly on enterprise.

DEF CON is a hacker con, not an InfoSec conference. Hackers are more
focused on the joy of discovery, irreverence, novel if impractical
approaches. InfoSec is more focused on enterprise, frameworks, and
protecting the interests of share holders. There is great value in both types of
content, but our con is a hacker con by design.

Activities that enable the hacker mindset and demonstrate how to master a
certain technique are always going to be selected over a great enterprise
InfoSec talk. DEF CON has always tried to provide a way to amplify the
work of hackers, to create a venue for research that allows for others to
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3)

grow. The idea that technology should be free was written into the subtext
of "The Hacker Manifesto™ and is just as valid today as it was 33 years ago.

We want the computer from Star Trek, what we're getting is HAL
9000. :

At DEF CON 24 we hosted DARPA's Grand Cyber Challenge, a challenge
to the innovation community with a $2M prize to build a computer that can
hack and patch software with no one at the keyboard. This was a lot of fun,
and yet there were whispers among us of a future where artificial
intelligence will render some human jobs irrelevant. We can see ourselves
approaching an event horizon of automation. This technology is not without
a price, but how do we get to the utopian world where we ask a computer to
make us a cup of earl grey without landing ourselves in a black mirror
dystopia? Engineers are developing smart home devices with disembodied
voices, while hackers are quick to shout tropes of "NSA listening devices".
Is the reckless misuse of technology leading us to a dark future? What can
hackers do to help achieve the sunniest timeline?

Above are some suggested topics that loosely align with the theme, we
consider all talk subjects. If your talk doesn't fit in one of these topics don't
worry, the suggested themes are just a starting point. We've dozens of
speaking slots, the tracks will be filled with a clustering of subjects;
hardware hacking, lock picking, mobile hacking, reverse engineering,
legalities of hacking, and more.

CLOUDSEC EFE X5 IE:#1E 2019
SEBIRRE | 2019/8/21
mEMRS | S1EEIERE &S0 (TICC)
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AR#5E&E5E : 0800-885-066

& F B4 : tweert@cert.org.tw

B4 : https://twcert.org.tw/

Facebook #4588 : https://www.facebook.com/twcertcc/
Instagram : https://www.instagram.com/twcertcc/

Twitter : @TWCERTCC

& FIR4R LRIE : https://blog.twnic.net.tw/

41



